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Bbenopycckuii rocyapcTBEHHbIM TEXHOJIOTUYECKUN YHUBEPCUTET

CTATUYECKHI AHAJIN3 KOJIA MOBUJIBHBIX TPUJIOKEHUM
KAK CPEJICTBO BBISIBJIEHUS EI'O YA3BUMOCTEN

B craTthe paccMOTpeH cTaTHYeCKHUi aHAJIN3 UCXOTHOTO KOJIa TIPOTpaMM JJIsi MOOHMIIBHBIX INTaT(hopM
KaK OJTHO W3 CpeAcTB obecrieueHHs 0€30MacHOCTH MOOHMIBHBIX CHCTeM. [IpoaHaln3npoBaHBl pa3ind-
HBIE CIIEHAPHH MPAKTHYECKOTO MPUMEHEHUSI TAKOTO POJa aHAIM3aTopa B KAa4eCTBE CPEICTBA IPEBEH-
TUBHO# 3amuThl. [IpoBeneHo MonenupoBanue ys3BuMoctd Tuna SQL-Injection nmpu moMoriy UHTErpH-
poBaHHO# cperpl paspadotkr Microsoft Visual Studio 2013 Professional u si3bika nmporpammupoBanust C#.
Mozenp npesicTaBieHa B BUJIE UCXOIHOro kojia. Ha ocHOBaHHMHU MOJTy4eHHON Mojienu pa3paboTaH ai-
TOPUTM Ui BBIABJICHUA JAHHOI'O THIIA yHSBI/IMOCTeﬁ B UCXOAHBIX KOJax HporpamMmm MO6I/IJ'HJH])IX npu-
noxxeHud. bazupysice Ha MHPOPMAIMK O CTATUYECKOM aHAIH3C MCXOTHOTO KOJAa MPOrpaMM, a TaKKe
HCTOJB3ys pa3pab0OTaHHBINA aTOPUTM BEISBIICHUS ysa3BuMocTed thma SQL-Injection, co3maH cratuye-
CKUI aHAIM3aTOp, BBIABJISIONINNA ySI3BUMOCTH TAKOTO poia. AHAIM3aTOp HAIMCAH Ha SA3BIKE MPOTpaM-
mupoBanus C#. [IpencraBieHa CTpyKTYpHAs cXxeMa TIIABHOTO MOMYJIS TPIIIOKEHHS. [ BBITOTHEHUS
MIPOBEPKH YCIIOBHH, ONMMCAHHBIX aITOPUTMOM BEIABIICHUS ysi3BuMocteil tuma SQL-Injection, cratudye-
CKUI aHaJIM3aToOp MCIONB3YeT CHHTAKCHUYECKHE NepeBbs. IIpu mocTpoeHnn u 00paboTKe CHHTaKCHYe-
CKHX JIepPEeBbEB 3a/IeiiCTBOBaH (DYHKIIMOHAI OJHOTO M3 MPOCTPAHCTB UMeH Jyisi padboTsl ¢ C# Oubiunote-
ku Roslyn — KOMIIMIATOp C OTKPBITHIM HCXOAHBIM KOJIOM OT KoMIaHuu Microsoft.

KunaroueBbie cioBa: 6e30mMacHOCTb, MOOMIBHBIC CHCTEMBI, CTATHUCCKUI aHAIN3, CHHTAKCHYIECKOE
nepeso, Roslyn.
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THE STATIC ANALYSIS OF MOBILE APPLICATIONS CODE
AS VULNERABILITIES DETECTION METHOD

A static analysis of applications source code for mobile platforms as vulnerabilities detection me-
thod is considered. Various scenarios of practical usage of that kind of an analyzer are examined. The
static analysis can be used as a preventive protection method. The SQL-Injection vulnerability was si-
mulated using an integrated development environment Microsoft Visual Studio 2013 and the program-
ming language C#. The model is presented in the form of a source code. Based on this simulation, we
create an algorithm for the detecting of that type of vulnerabilities in source code of mobile applica-
tions. The static analyzer, which detects SQL-Injection vulnerabilities, is developed with usage of in-
formation about the static analysis of applications source code, as well as the derived algorithm for de-
tecting that type of vulnerabilities. The analyzer is developed using the programming language C#. The
block diagram of the main module of the application is illustrated. The static analyzer uses syntax trees
to perform the test conditions described by detecting algorithm of SQL-Injection vulnerabilities. The
syntax trees are constructed and processed with the use of functionality of one of the namespaces lo-
cated in Roslyn libraries — an open source compiler from Microsoft.

Key words: security, mobile systems, static analysis, syntax tree, Roslyn.

BBenenne. Yrpo3bl, KOTOPHIM MOABEPKEHBI
MOOMJIbHBIC TIATPOPMBI, CXOKH C yrpO3aMH, Xa-
PaKTEPHBIMU JJI1 HACTOJBHBIX CHUCTEM, C HEKOTO-
PBIMH Pa3IHYUSIMH, O00YCIOBICHHBIMA OCOOCHHO-
CTSIMM MOOWJIBHBIX YCTPOHCTB. MOXHO BBIJACIUTH
CJEAYIOIINE YPOBHU YTPO3:

— (usmdeckuii; kpaxka, HECaHKIIMOHUPOBAH-
HEII gocTyn K nHbopmarmu; 6ojee JIeTKoe ocyIe-
CTBJICHHE 0 CPaBHEHHMIO C HACTOJIbHBIMU KOMIIb-
I0TEpPaMu;

— anmapaTHbIN; 3aKJIaJIKU B allllapaTHOW 4acTH
TejaedoHa, YCTAHOBJCHHBIC 3JI0YMBIILICHHUKOM
BPEIOHOCHBIE WJIU CIEIALINE YCTPONCTBA, UCIIOJIb-
30BaHue MH()OPMAIIUU OT ONEPATOPORB CBSI3U;

— CUCTEMHBIH; 3aKJIaKU U YSI3BUMOCTH OIlepaly-
OHHBIX CHCTEM; OTKPBITOCTb OIIEPALIMOHHBIX CUCTEM,
C OJTHOM CTOPOHBI, YMEHBIIIAET BEPOATHOCTh 3aKJIa-
JIOK, C IPYTOH CTOPOHBI, YBEITMUHMBACT (h)parMeHTAIIUIO
PBIHKA, YTO MPUBOAUT K YCIOXHEHUIO JTOCTaBKH 00-
HOBJICHMM CHCTEMbI U UCIPABJICHUN yS3BUMOCTEH;
3aKpBITHIE ONEPALMOHHBIE CUCTEMBI, B CBOKO O4Ye-
pezib, YIPOIIAOT JOCTaBKY OOHOBJICHHI U HCIIpaBIIe-
HUI, HO HE Jal0T TApaHTUI OTCYTCTBUS 3aKJIAJI0K;

— MNPWIOKEHUH; YA3BUMOCTH U 3aKJaJKd B
CUCTEMHBIX NPEIyCTAHOBICHHBIX MPUIIOKEHUAX H
MIPUIIOKEHHUSIX CTOPOHHUX Pa3pabOTUHNKOB;

— COLMAJbHBIN; METOMBI U CPEICTBA COLUAIIb-
HOM MHXEHEPHUH; CaMblil TPYIHBIM C TOUYKHU 3pEHUS
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obecrieueHus] 0€30MaCHOCTH YPOBEHb, TaK KaK €ro
METO/Ibl OCHOBBIBAIOTCS Ha TICUXOJIOTUH JIFOJIEH.

Haubonee nepcrneKTHBHBIM U JOCTYIHBIM JIJIs
pa3paboTOK U OKCIEPUMEHTOB SIBIACTCS KIJIACC
NPUKIaTHBIX CpelcTB obecneyeHus: 6e30NacHOCTH.
C oIHOHM CTOPOHBI, 3TO AaHTUBUPYCHI U (HaepPBOILIBL,
KOTOpBIE 3aIlMIIAIOT MOJb30BaTeNs HENOCPEACT-
BEHHO BO BpeMs palOTHI ¢ TeneOHOM, C APYTOH —
aHAIIM3aTOPBI MPUJIOKCHHUI, 3AIMUIIAIOIINE MapKe-
THl OT 3arpy3Kd 3JOYMBIIIJICHHUKAMHU BpPEIOHOC-
HBIX MpUIOKeHui [1].

Bonpmioit yacteio mpoOiieMbl 0€30MacHOCTH
MOOHMJIBHBIX CHCTEM SBIISIETCS ONpEAeICHUE Yys3-
BUMOCTH TPUJIOKEHUN, KOTOPBIE MOJIb30BATEIN
yCTaHaBIHMBAIOT HA CBOU cMapTdoH. OcHOBHAs 10-
JI1 IOJIB30BaTeNel MOOMIIBHBIX YCTPONCTB UCTIONb-
3yeT CIEeLUaTU3UpPOBaHHBIE MAapKeThl, KOTOpBIE
pacmpoctpanstoT npwiokeHus (App Store, Play
Market, Aunexc Mapket, Win Store). [Iporpammuoe
obecrieueHne B TAKUX MapKeTax MPOXOIUT IIPOBEPKY
CMELHUAINCTaMH, HO BBIBJICHHE YSI3BUMOCTEH M 3a-
KJIQJOK — JTOCTaTOYHO TPyAOEMKUH mporecc. Bos-
MO’KHO OOJIErdMTh AaHHBIN IMPOLECC, BBEIS HEKOTO-
pyI0 aBTOMaTH3aluo0. YacThIO0 3TOM aBTOMAaTH3AIUU
MOTYT OBITh CHEIHAIBHBIC CTATHYCCKUEC aHAIN3ATO-
PBI, KOTOpBIE TPOBEPSIOT MCXOAHBIN KOJ MPUIIOKE-
HUI Ha HaJIM4Ke yAa3BUMOCTEH [2].

TakuMu CTaTUYECKUMH aHAJTU3aTOPaMH MOTYT
BOCIIOJNIB30BATHCS, B TOM YHCIIE CaMU pa3padoTdu-
KM TIPWJIOKEHUH, €CM OHU HCIOJIb3YIOT CTOPOH-
HUEe OMOJIIMOTEKH, B MPOUCXOKIACHUU U HAICKHO-
CTH KOTOPBIX OHU HE YBEPEHBI.

OcHoBHast yacTh. CTaTUYECKUHM aHAIU3 KoJa —
aHaJlu3 MCXOJHBIX KOJOB MPUIIOXKEHHUS, MPOU3BO-
TUMBIH (B OTVIMYME OT JUHAMHYECKOTO aHaIn3a)
0e3 peambHOTO BBIIOJHEHUS! MPOBEPSEMBIX MPO-
rpamMMm. B mopamnsroimieM OONBIIUHCTBE CIydYacB
CTaTUYECKHUI aHANIU3 OCYIIECTBISCTCS HaJ KaKoi-
0o BepcHuell MCXOAHOTO Koja, OOBIYHO TMOCTeN-
HEeH, XOTSl MHOTJA aHAJIU3y MOABEPTaeTCcsl OJUH U3
BUJIOB OOBEKTHOTO KOfa, Hampumep P-xom wim
MSIL-koxn. TepmuH 0OBIYHO MPUMEHSIOT K aHAIU-
3y, npousBoguMoMy crenuansHeM 110 [3].

HeaBTOoMaTH3MpOBaHHON BEpCUEN CTATHYECKO-
ro aHaju3a MOXHO Ha3BaTh 0030p koma. O030p
KOJIa — OJIMH U3 CAMBIX CTapbIX M HAJICKHBIX METO-
J0B BbIsIBICHUS AedexToB. OH 3aKirouaercs B CO-
BMECTHOM BHUMATEIFHOM YTCHUU UCXOHOTO KOAa
Y BBICKa3bIBAaHUHM PEKOMEHAAIUMHI O €ro yJydIie-
Huto. B mporecce uTeHMs Koja BBIABIAIOTCA
OIIMOKY WJIM YYACTKU KOJa, KOTOPBIE MOTYT CTaTh
omuOOYHBIMH B OyaymieM. Takxke cuMrTaercs, 4To
aBTOp KOJa BO BpeMsi 0030pa He NOJDKEH JaBaTb
OOBSCHCHUH, Kak paboTaeT Ta WIM HHas YacTh
MPOrpaMMbl. AJITOPUTM pabOThI JOIKEH OBITH TO-
HATEH HETNOCPEICTBEHHO M3 TEKCTa MPOTrpaMMbI U
KoMMeHTapHueB. Eciu 370 ycioBue He BBITOIHSET-
Csl, TO KOJ| IOJKCH OBITh J10pa0doTaH.

Yame 0030p koma paboTaer JIydlle cTaThye-
CKOTO aHaJlu3aTopa MpU YCIOBHH, YTO PEaTU3yeT-
Csl ONBITHBIMU TPOTPAMMHUCTAMH. EJIWHCTBEHHBIN
CYIIECTBCHHBIN HEJOCTATOK METOJIOJIOTUU COBME-
CTHOTO 0030pa KojJia — 3TO KpaifHe BBICOKas IICHA.
HeobOxomumo perynispHO coOMpaTh HECKOJIBKHX
MPOrPaMMHUCTOB JIJIsl 0030pa HOBOTO KOJa WIIU T10-
BTOPHOTO 0030pa KoJia TOCIe BHECCHUSI PEKOMCH-
nmarwid. [Ipu 3TOM mpPOrpaMMUCTBI TOJKHBI PEry-
JSIPHO JIeNaTh MEPephIBBI s oTAbixa. Eciu mbi-
TaThCS MPOCMATPUBAThL cpa3y OoJblne (PparMeH-
Thl KOJIa, TO BHUMaHUE OBICTPO MPUTYIUIIECTCS U
MoJIb3a 0T 0030pa KoAa OBICTPO CXOIUT HA HET.

[To aTuM mpUYKMHAM, C OJTHOW CTOPOHBI, XOUET-
cs, Kak MOXHO 4alle NPUMEHAThH 0030p Koja.
C apyroit — 3TO CIMIIKOM JOPOTOCTOSINUN U TPY-
JIoeMKHii mporiecc. KoMIpoMUCCHBIM pelieHreM
SIBJIAFOTCS. MHCTPYMEHTBI CTaTUYECKOTO aHalln3a
kona. OHU MOCTOSHHO 00pPa0aTHIBAIOT HUCXOHBIC
TEKCThI MPOTPaMM M BBIJAIOT MPOTPAMMHUCTY pPe-
KOMEH/IaIuM 00paTUTh TOBBIIIICHHOES BHUMAHUE HA
ONpe/ieNICHHBIE y4acTKu Koja. KoHedHo, mpo-
rpaMMa HE 3aMEHHT IOJHOIICHHOTO 0030pa Koja,
BBITMIOJTHSIEMOTO  KOJUICKTHBOM  MTPOTPaMMUCTOB.
OHaKO COOTHOIIEHHE II0JL3a/Il€Ha JeiaeT HC-
MTOJIb30BAHHE CTATHYECKOTO aHallh3a BEChMa IIO-
JIE3HOW MpPaKTUKOMW, MPUMEHAEMON MHOTHMHU KOM-
MMAHUSIMU.

OfHMM W3 TJaBHBIX MPEUMYINECTB CTaTHYe-
CKOTO aHaiM3a SBISCTCS BO3MOXKHOCTH CYIIECT-
BEHHOTO CHW)XCHHUS CTOUMOCTH YCTpaHCHUS Jie-
(hextoB B mporpamme. YeM paHbIilie OIIMOKa BHISB-
JICHa, TEM MCHBIIE CTOUMOCTh €€ HCIIPABJICHUS.
Tak, COTJIaCHO OIBITHBIM JaHHBIM, HCIIPABIICHUC
OIIMOKY Ha 3Tare TeCTHpOBaHus oboiiaercs B 10 pa3
JIOPOXKE, YeM Ha JTarne KOHCTPYHUPOBAHHS IPO-
rpaMMBbl (HamucaHus kona) [4].

B 3aBHUCHMOCTH OT HCIOJB3yEeMOTO HWHCTPY-
MEHTa TJTyOWHa aHajIu3a MOXKET BapbUPOBATHCS OT
OTIpE/ICTICHHS TOBEACHUS OTACIBHBIX OINEPaTOPOB
IO aHalii3a, BKIIIOYAIOIIEr0 BECh UMEIOIIUICS HC-
xoJHBIA KoJ. CIIOCOOBI MCIOJIB30BAHUS TOTYYCH-
HOW B XO0Ji¢ aHAIM3a MH()OPMAIIUU TaKXKe pa3iind-
HBI — OT BBISIBJICHUSI MECT, BO3MOXHO COJICPIKAIINX
OmuOKH, 710 (OPMANBHBIX METOJOB, MO3BOJISIO-
IUX MaTEMAaTHYECKH [OKa3aTh KaKue-Iu00 CBOM-
CTBa MPOrpaMMEbl (HAaIpuMep, COOTBETCTBUE MOBE-
nenust cnenudukanmu). HekoTopele cunTaroT mpo-
rpaMMHBIC METPHKH U OOPaTHOE MPOCKTHPOBAHUC
(dopmamu cratmdeckoro ananusza. [lomydeHue
METPUK M CTATUYCCKUN aHAJIU3 YACTO COBMEINAIOT-
csl, 0COOCHHO TP CO3JaHUH BCTPAHBACMBIX CHUC-
TEM, HO BCE-TaKH 3TO Pa3HbIC MPOIECCHI.

CraTuueckuil aHanM3 HE TapaHTHPYET KOp-
PEKTHOTO BBISBICHUS OIIUOOK U YS3BUMOCTCH.
Bosmoxusl noxHuble (false positive) u yoxHO-
oTpuIaTeNbHbIe cpabareiBanus (false negative)
aHanu3aTtopa. [lo 3Toil ke MpUYMHE CTAaTUYECKUU
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aHaJIM3aTop B OOLIeM clyyae He MNpeJHa3Ha4YeH
IUIs1 UCTIPABIICHUSI HAICHHBIX OLIMOOK H ySI3BUMO-
cteil. OH npenynpexaaeT IporpaMmmucTa o mojx03-
PHUTENBHBIX ¥ TMOTEHUUAIBHO MPOOJIEMHBIX ydacT-
Kax kopa [5].

ITpocTedmuil mpuUMEp CTATHUYECKOIO aHaIu3a
MOKHO MPOJEMOHCTPHPOBATH MpU Homoum ¢par-
MEHTa KoJa Ha sa3bike C#:

int x;
inty =x+ 2;

Cratuueckui aHaJIM3aTop M1 JAHHOTO KOJa
BBIBCACT COO6IJ.ICHI/I€ O TOM, 4YTO NEPEMCHHAA X HC
WHUOUAIN3HUPOBAHA, XOTA KOJA CHUHTAKCUYCCKHU
IIpaBUJICH. BrisiBaeHHEM TaKuX O4YCBUAHBIX OIIIH-
00K OOBIYHO 3aHUMAETCs KOMITWIATOP.

,HJ'ISI MOCTPOCHHA CTATHUYCCKOI'O aHaJIru3aTropa,
KOTOPBI OyJeT AeTeKTHPOBaTh YS3BUMOCTH B HC-
XOJAHBIX KOJaX MporpaMm, HYKCH aJITOPHUTM BbISIB-
jeHusa. YToOBl COCTaBHUTH HCO6XOZ[HMLII>1 aJiro-
pUT™M, BHa4aJie Tpe6yeTc51 mpoMOoACJIMPOBATL Y3~
BUMOCTb, KOTOPYIO aHAaJIU3aTOp 6YI[CT BITIOCJICACT-
BUM BBIABIIATE. B KauecTBe Takoi YA3BUMOCTH
npomoaenupyeM SQL-Injection:

var connection = new SqlConnec-
tion(ConntectionString);

const string parameterFromUser
="5; drop table Users";

const string query
= "select * from News where Id ="
+ parameterFromUser;

var command = new SqlCommand(query);
RunCommands(connection, command);

static void RunCommands(
IDbConnection connection,
params IDbCommand[] commands)

connection.Open();
foreach (var command in commands)

{
command.Connection
= connection;
command.ExecuteNonQuery();
}

connection.Close(); }

[lanHasg Monenb MOKa3blBaeT HCIOJIb30BaHHE
HE’KPAHUPOBAHHOTO IMOJIb30BAaTENICKOIO  BBOJA
NpY BBIMOJHEHWH 3alPOCOB K 0a3e AaHHBIX, YTO
MOXKET TPUBECTH K HAPYLIEHUIO IIEIOCTHOCTH
JaHHBIX, 33aXBaTy KOH(HUIECHIHANbHOW HHQOpMa-
LUK WIK TIOJTHOMY pa3pylleHNIo 0a3bl JaHHBIX.

CTpYKTypHaH CXE€Ma CTaTUYCCKOI'0 aHajin3aTopa,
pa3pa60TaHHor 0 IO aJIrOPUTMY BBIABJICHUSA CO3-
,E[aHHOfI YA3BUMOCTHU, IPEACTABIICHA HAa PUCYHKE.

Wcxomuelii ko

A

HpCIICTaBJ'IeHI/IC B IIaMsATH

CHHTaKCHUYECKOE JIEPEBO

Iposepka SqlConnection

Iposepka SqlCommand

IIpoBepka koHKaTeHaUUI

A4

®opMupOBaHUE BHIBOJA

CrpyKTypHas cxemMa CTaTHYECKOT0 aHAIU3aTopa

ITo pe3ynbraraM aHamu3a MOCTPOCHHOM MoOJe-
au ys3uMmoctd Tuma SQL-Injection ¢ ucmonb3o-
BaHHeM si3bika C# anroOpuTM BBISBJICHHUS MOXHO
3amucaTh cIeIymuM 00pa3om:

1) npumeHsieTca M B KOJie OJHA M3 peajn3a-
it IDbConnection;

2) WCIIONB3yeTCs JIM B KOJIE OJIHA U3 peayin3a-
it IDbCommand;

3) mpuMeHseTCs TN B KOJIe HEIKPaHUPOBAHHBIH
I0JIB30BATENIbCKUI BBOJ.

[Ipr MOCTpOCHUH CTaTUYECKOTO aHaIU3aTopa
OyzeM cYHMTaTh, YTO €CJIM KOJ OTBEYAET ITOJIOKH-
TEJILHO Ha BCE BOTPOCHI aJITOPUTMA BBISBJICHUS, TO
TaKkoil KOJX CONEPKUT Ys3BUMOCTh Tuma SQL-
Injection.

Jiist IpOBEpKH yCIOBUH aNropuT™Ma BBISIBICHUS
CTaTUYECKUI aHanmu3atop OyAeT WCIONb30BaTh
CHHTaKcHuecKue aepeBbsi. CTpouTh u oOpabaThl-
BaThb WX MOXKHO C IOMOIIBIO KOMITHIISITOpPA € OT-
KPBITBIM HCXOAHBIM KOmoM Roslyn ot kommanuu
Microsoft. OH TpemocTaBiIsSeT CrenUaIbHOE TMPO-
ctpancTBo uMmeH CodeAnalysis, comepikaiinee He-
00x0uMbIe 11 paboThl Kiaacchl U ¢GyHkimu. Ha-
npuMep, IJisl MPOBEPKH HATHYHS IK3EMILISIpa KOH-
KPETHOT'O KJIacca MOYKHO BOCTIONIB30BAThCs CIICIHU-
anpHbiME Kiaccamu Object Creation Expression
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Syntax u Identifier Name Syntax. IlepBblii mo3Bo-
JSieT HallTH B CHMHTAKCHUYECKOM JIepeBe Bce olepa-
UK CO37aHusl 00OBEKTOB, a BTOPOH — ONPEACITUTD
THI CO3/1aBaEMOTO OOBEKTA.

Pa3paboTaHHbId CTaTHUECKUH aHAIM3aTOp pa-
0oTaeT cieayrIuM 00pa3oM:

— cuuTbIBaeT (aill ¢ MCXOAHBIM KOAOM IpH-
JIOKEHUS C AUCKA B IaMSITh;

— npeoOpa3yeT CTPOKOBOE IpencTaBieHue Qaii-
Ja B MaMITH B CHHTAKCHYECKOE AEPEBO C IOMO-
1IBIO cpeAcTB KommuisaTopa Roslyn;

— TIPOBEPSIET MOTyYEHHOE CHHTAaKCHYECKOe Jepe-
BO Ha COOTBETCTBHE YCJIOBUSIM, 3aJaHHBIM aJTOPHUT-
MOM BBIsIBIICHUSI ysi3BUMocTd THna SQL-Injection;

— MO pe3yJibTaTaM MPOBEPKU BBIAACT peIlcHHE
0 HaJIMYMM WM OTCYTCTBUH YSI3BUMOCTU THIIA
SQL-Injection.

Peanu3oBaHHBI ~ CTaTUYECKUN  aHAIU3aTOP
KOPPEKTHO cpadaTbiBaeT Ha MMEIOIICHCS MOAEIH
yszBuMoctu tuna SQL-Injection.

3akmaouenne. OnmucaHa MOJAENb YSI3BUMOCTH
tuna SQL-Injection. Ha ocHoBaHnM aHanmza 3Toi
MOJen pa3paboTaH aITOPUTM BBISBIICHUS YSI3BU-
MocCTeill JaHHOoTO THmna. Mcnonb3ys pa3paboTaHHbIH
aNroOpUTM BBISABIEHUSA, CO3[aH CTaTMYECKUI aHa-
IU3aTOp Ha OCHOBE CHHTAKCUYECKUX JEPEBLEB,
CHELUANN3UPYIOIIUNCS HAa YA3BUMOCTSX THIIA
SQL-Injection. JlanpHelee pa3BUTHE alTrOpUTMa
BBISBJICHUSI MOXKET OBITH HAIllpaBJICHO B CTOPOHY
YMEHBIICHHUsS] BEPOATHOCTH JIOKHOTO CpabaThiBa-
Hus. Co3/laHHBIN CTaTUYECKHI aHanU3aTop MOKET
UCIIOJIB30BATHCS IIPU IPOBEPKE HCXOJIHBIX KOJOB
IPWIOKEHUM 0 3arpy3KHd X CTOPOHHUMU paspa-
0OTYMKAMH B CIIEHUATU3UPOBAHHBIC MAPKETHI.
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