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PROTECTION AND TRANSFER OF TEXT INFORMATION  

ON THE BASIS OF KERNING CHANGING  

A new method of text steganography for hidden data transmission and protection of intellectual prop-

erty rights for text documents (containers) is described and analyzed. The method is based on the modifi-

cation of one of the spatial-geometric parameters of the text-container – kerning. The method involves 

changing of the kerning value of any kerning pairs of characters in the document-container. Modification 

of these parameters allows to embed a secret message (author's information) during the process of direct 

steganographic transformation of the protected text-container or transmit this information by a 

stegochannel. In the first case, the problem of protection of intellectual property rights is solved, in the se-

cond one – ensuring of an increased level of confidentiality of transmitted messages between abonents. 

Considering the specific feature of the MS Word processor, which consists in the fact that kerning is ap-

plied to symbols whose size (font size) is not lower than specified by a special option in the range from  

1 to 1638 pt, and such option can be applied independently to any pairs of characters and even single 

characters of the text, two variants of practical implementation of the method are proposed. The method is 

characterized by a higher efficiency in comparison with other methods of text steganography. 

Key words: text steganography, copyright, font parameters, kerning.  
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