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NST5th International Conference
Zakopane, Poland, June 12 -1 5 , 2007

License Protection of a Component of Web-Applications 
on .Net Framework

S.B. Makas1), P.P. Urbanovich1) 2)

1) Belorussian State Technological University, Minsk, Belarus 
2) Lublin Catholic University, Lublin, Po land

Integration of information systems with telecommunication technologies leads to 
change of a principle of the organization of the modern software: applied, network, client- 
server, etc. aside the distributed, divided appendices actively using global information 
networks as service by information interchange and performance of problems. The 
brightest representative of such integration -  world wide web Internet. As consequence, 
increases a circle of problems which execution to be transferred in a context of worldnet 
Internet. Such integration into a worldnet of information systems puts new aspects in 
questions of protection of the appendices using the Internet and their protection. 
Features of functioning the Internet - appendices impose a number of restrictions and 
additional requirements that puts actual a problem of development of specialized 
methods of protection a component the Internet - appendices on the decision of 
questions of protection of appendices.

In a kind of these features, known methods of protection do not meet the 
requirements of functioning the Web-appendix. Proceeding from it use technology of 
licensing, as the optimal way of protection a component of Web-appendices. It is based 
on use of family of open interfaces ILicense of the environment of execution .Net 
Framework. This gives a number of advantages: protection of the most important objects 
of the appendix; to distribute elements of protection under the appendix; independence 
of hardware and human resources.

For realization of license protection a component it is necessary to solve a number of 
problems: the organization of structure of the license information; storage of the license 
information; the edition distributed a component and generation of the license 
information; check of licenses, methods of activation and periodic check. For storage of 
the license information it is offered to use a method of sedimentation of the key 
information in the binary file-container generated under set statistical laws of distribution. 
The method of sedimentation should deform minimally the container, not lead to changes 
of statistical characteristics and criteria of distortion of the container. As realization of 
a method of sedimentation of the key information it is offered to use the generator of 
pseudo-casual rearrangements on a confidential key within the limits of dimension of the 
container. Application of the given method will al low to receive files with the key license 
information of the identical size and with monotonous statistical characteristics, that 
considerably will complicate their analysis and extraction of the key information and as 
consequence, will complicate process of reproduction of the illegal license information.
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