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METHODS, SOFTWARE AND HARDWARE TOOLS  

FOR CRYPTOCURRENCY TECHNOLOGIES 

Cryptocurrency has been created and is managed by computer soft-

ware and does not exist physically in any way. In other words, it is a cur-

rency used within software and created thanks to software as opposed to a 

specific physical currency [1]. 

The cryptocurrency market is growing stronger every year. 

Bitcoin is one of the oldest and most popular cryptocurrencies. There 

is no owner or central control, here – all users are equal, in contrast to, for 

example, the general banking system, where there is a client-manager rela-

tionship. The source currency code is open and available to everyone. 

Bitcoin is the first use of blockchain technology. The network is 

based on the digital record of transactions in the form of blocks of data, 

thus creating an identical database of transactions is distributed on many 

computers. Each computer that is a node in a peer-to-peer network (also re-

ferred to as P2P – can act as a client and server), has a copy of the collec-

tive transaction book in digital form. The verification consists in checking 

the value of the result with the value of input data by all network nodes and 

does not require as many resources as finding a solution that approves a 

given block containing transactions and attaches them to the block chain 

(fig. 1 [2]). 

The idea behind the security of a distributed blockchain register is 

rewards in the form of cryptocurrencies for transaction authentication. The 

authentication process is also the process of assigning a new cryptocurren-

cy to the owner and is called mining. 

There are two types of algorithms for extracting cryptocurrencies: 

Proof of Work and Proof of Stake. 

To present and analyze the basic methods of functioning of the most 

popular cryptocurrencies, based on blockchain technology, a web-

application was created. 

The site uses the most popular pattern for creating websites such as 

Model-View-Controller. The application consists of many functionalities 

such as: briefcase creation, adding new transactions, adding new network 

nodes and thus simulating the P2P network operation on which the Bitcoin 

cryptocurrency is based. To generate a wallet, we need a public and a pri-

vate cryptographic keys [3-4].  
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Fig.1 The blockchain technology implementation scheme [2] 

When someone wants to send any cryptocurrency, they need a public 

key of the recipient, and more specifically a public address. Everyone can 

share it freely, because the only function that it fulfills is the ability to send 

funds from another wallet to it. 

    a public key                                                                 a private key                                                                 

Fig.2 The screenshot of «The Briefcase Generation» 

The private key, in addition to being our password, also serves to 

sign each transaction. Assuming that such a key should not be shared with 

anyone, the entire blockchain network is sure that the funds have been sent 
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by the owner of a given wallet. Figure 2 shows the appearance of the wallet 

page view.  

A RSA algorithm was used to generate a pair of keys [3]. Another 

functionality is creating transactions that are saved in a blockchain. If the 

user wants to send to another person, some amount must have the reci-

pient's public key. In the transaction, he must also provide his own public 

and private key. 

Fig. 3 presents the appearance of the page for creating transaction 

The last important functionality is the ability to trace the entire regis-

ter of all transactions that have been recorded in the entire network. 

Fig.3 The screenshot of «The transaction Generation»  

This register consists of the following information: recipient's address, 

sender's address, amount, transaction date, and block number. 
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