HAPYILICHUM.

JUist nanbHEHIIero COBEPIICHCTBOBAHUSI MPOLECCOB MOHHUTOPHUHIA
NP YO uenecoodbpazHo yToOUHUTH MEPEUCHb KPUTEPUEB U pa3padOTaTh Me-
TOAMKY WX OIEHKU JKCIIepTaMu; oOecnedyuTh nyosukanuio nepeuns P
YO, B HauOobIlIEeH CTENIEHU COOTBETCTBYIOUIMX TPEOOBAHUSM; OPTraHU30-
BaTh 0Oyuaroiue ceMuHaps o padore ¢ AVC.
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SECURITY OF APPLICATIONS FOR COMPUTER GAMES

The purpose of this paper is to analyze some aspects of the functio-
nality of multiplayer computer games in relation to their structure and secu-
rity. The main aspect of multiplayer games is to allow the player to the
game together with other people. For this purpose, players must be at least
two, however, their number can reach even thousands. The most widely
used and most popular multiplayer game mode in modern times is the net-
work game. Multiplayer games do not necessarily have to be played using
more than one device.

If we talk about the security of our games or applications, we must
bear in mind that it is impossible to completely secure such a structure. A
programmer only can minimize risk or bypass problems.

The most important structural unit of the game is the database [1].
The security of databases is based on the use of a wide range of informa-
tion security to protect them (database systems, database applications or
function storage, potential added data, database servers and related network
connections) against breach of confidentiality, integrity and security of ac-
cessibility. There are many types of control: technical, procedural, adminis-
trative and physical. This class of protection is a specialized topic in the
wider field of computer security, information security and risk manage-
ment.

Examples of types of threats that can occur in database systems are
[2, 3]
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unauthorized, immeasurable or improperly performed activity by an
authorized user, administrator, network managers,
getting malicious software that has the following effects: unautho-
rized access, disclosure of personal or proprietary data, deletion or corrup-
tion of data or programs, interruption or denial of authorized access to the
database, attacks on other systems and failures of database services,
performance limitations,
physical damage to database servers caused by equipment failure,
lightning, fire or liquid flooding,
improper creation of projects, databases, related programs and sys-
tems with errors creating various inconsistencies in security (eg unautho-
rized escalation of rights), loss or corruption of data, performance degrada-
tion, etc.,
data corruption or loss due to incorrectly entered data or commands.
Taking into account the listed and other important features we have
created an application that allows you to implement the basic functions of a
multiplayer computer game.
The structure of the application in the form of the created classes is
shown in Figure 1.
= fg Source Packages
. [ Data
@] algorithm.java
EIEE| javaapplication1
@ JavaApplication1.java
=--EE widok
= [Ef, Formatka.java
> Eﬂ, Login.java
> @] MyListener.java

Eﬂ, Wyarana.java
Fig. 1 — Classes structure in the application

In fig.1 we see three packages. The first is the Data package with the
class algorythm.java containing the methods needed to perform calcula-
tions. The second (javaapplicationl) in which the JavaApplicationl.java
class 1s contained is used to run the entire application. The third package
called widok with classes Formatka.java, Login.java and Wygrana.java; in
this package we also have the MyListener.java class that supports click
events.
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It should be noted that the Algorithm class implements the function
of cryptographic encryption based on RSA. The RSA functions were writ-
ten using security and crypto libraries. The first one is responsible for creat-
ing a pair of keys based on the size of 2048 bits. These keys are, of course,
public and private.

The programming environments that were used in the creation of the
application were Intellij IDEA and NetBeans. Intellij IDEA was used to
create our database.

Currently developed application is being tested.
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BEI'PAJIMEHTHBIM METO/I OBYUEHUS ITOJTHOCBSI3BHON
HEVMPOHHOMU CETHU IPSIMOI'O PACIIPOCTPAHEHUS

['paguenTHbIE METOABI OOYyUYEHUsSI HEHPOHHBIX CETEH MpU OOpaTHOM
pacnpocTpaHEHUH OUIMOKU TPeOYIOT OOJIBILIMX 3aTpaT BPEMEHH P CIIOXK-
HBIX BBIYMCJICHUSAX YACTHBIX MPOU3BOJHBIX, IPAJAUEHTOB, U3MEHECHUN Be-
COB, MOMEHTOB U CKOPOCTH 00yueHusi. B Buay 00Jb1I0oro 00bemMa BhIUKC-
JICHUW TPU UCIOJIb30BaHUU TPAJUEHTHBIX METOJI0OB XOpOIasi CXOJIUMOCTh
JITOPUTMOB JIOCTUTAETCS 3a OOJBIIOE KOIMYECTBO AMOX [1].

[Ipu pemieHun TECTOBOM 3a7aud KiacCU(PUKAIMM HEHPOHHON CEThIO
(mpu 0o0y4yeHWH TPAJIMEHTHBIM METOJOM) Ha BXOJ| IMOJaBajach OTHOCH-
TEJIHHO Mallasg BBIOOpKA JIAHHBIX, JUIsI aKTUBALIUU HEWPOHOB HCIIOJIH30Ba-
Jach CUTMOMIaNIbHAA (PYHKIMS, METOJOM P00 U OIMMOOK» BHIOMPATUCH
3Ha4YE€HHUsI MOMEHTa U cKopoctu oOyueHus. [Ipu atom, «mpuemiembie pe-
3yJBTaThD), — CXOJAUMOCTb U SHEPTHUSI OITUOKU JOCTUTATUCH IPU 00yUCHUH,
pUMEpHO, 3a 10 — 15 ThicAY 3110X.
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