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Bit-In, Bit-Out Model of Overall Path:

Binary Symmetric Channel

Channel
X Y

message in

noise

message out

Suppose that during transmission a „0” is turned into a „1” or a „1” 

is turned into a „0” with probability p, independently of 

transmissions at other times.

This is a Binary Symmetric Chanel (BSC) – a useful and widely used 

abstraction.
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P(0 | 0) = 1 − p,

P(1 | 0) = p,

P(0 | 1) = q,

P(1 | 1) = 1 − q.
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1 - p

message in message out

p

q
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Binary Entropy Function, h(p)

Heads (or C=1) with 

probability p

Tails (or C=0) with 

probability 1 - p

H(C) = - plog2 p – (1-p) log2 (1-p) = h(p) 
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So mutual information between input and 

output of the BSC with equally likely inputs 

looks like this:
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Easiest to compute as C = max {H(Y) – H(Y|X)}, 
still over all possible probability distributions for X.

The second term doesn’t depend on this distributions, and 

the first term is maximized when 0 and 1 are equally 

likely at the input. So invoking our mutual information 

example earlier:

C = 1 – h(p)
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What channel capacity tells us about how fast 

and how accurately we can communicate?

The magic of asymptotically error-free transmission 

at any rate R < C

Shannon showed that one can theoretically transmit information 

(i.e., message bits) at an average rate R < C per use of the 

channel, with arbitrarily low error.

(He also showed the converse, that transmission at an average 

rate R ≥ C incurs an error probability that is lower-bounded by 

some positive number.)

The secret: Encode blocks of k message bits into n-bits 

codewords, so R = k/n, with k and n large.

Encoding block of k message bits into n-bits codewords to 

protects against channel errors in an example of channel 

coding.
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General Model

Errors introduced by the noisy channel:

• changed fields in the codeword (e.g. a flipped bit)

• missing fields in the codeword (e.g. a lost byte). Called erasures

How the decoder deals with errors:

• error detection vs. error correction

Xk Xn Yn Xk

or Ỹn

codeword                       codeword

Message Coder
Noisy 

Channel

Decoder
(errod det. 

& corr.)

Message

Recip.
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Hamming Distance

The number of bit positions in witch the corresponding 

bits of two encodings of the same length are different.

The Hamming Distance (HD) between a valid binary codeword 

and the same codeword with e errors is e.

The problem with no coding is that the two valid codewords

(„0” and „1”) also have a Hamming Distance of 1. So single-bit 

error changes a valid codeword into another valid codeword…

The Hamming Distance between two words u and v:

dH (u, v) = wH (u+ v)

Hamming Weight of vector v WH (v) is the non-zero number 

of coordinates of this vector.
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Minimum Hamming Distance of Code 

vs. Detection & Correction Capabilities

If d is the minimum Hamming distance between codewords, 

we can detect all patterns of <= (d – 1) bit errors.

If d is the minimum Hamming distance between codewords, 

we can corrects all patterns of         or fewer bit errors.
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If d is the minimum Hamming distance between 

codewords, we can: 

• detect all patterns of up to t bit errors if and only if 

d ≥ t+1

• correct all patterns of up to t bit errors if and only if

d ≥ 2t+1 

• detect all patterns of up to td bit errors while correcting 

all patterns of tc (<td) errors if and only if 

d ≥ tc+td+1 
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Binary Arithmetic

Computations with binary numbers in code construction 

will involve Boolean algebra, or algebra in “GF(2)” 

(Galois field of order 2), or modulo-2 algebra: 

0+0=0, 

1+0=0+1=1, 

1+1=0 

0*0=0*1=1*0 =0, 

1*1=1
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A Simple Code: Parity Checks

• Add a parity bit to message of length k to make the total 

number of „1” bits even (aka „even parity”).

• If the number of „1” s in the received word is odd, there 

has been an error.

0 1 1 0 0 1 0 1 0 0 1 1 → original word with parity bit

0 1 1 0 0 0 0 1 0 0 1 1 → single-bit error (detected)

0 1 1 0 0 0 1 1 0 0 1 1 → 2-bit error (not detected)

• Minimum Hamming distance of parity check code is 2:

- can detect all single-bit errors,

- in fact, can detect all odd number of errors,

- but cannot detect even number of errors,

- and cannot correct any errors.
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Binary Redundant Codes

1. The use of the redundancy code involves attaching 

(concatenating) additional data (Xr) to the transmitted 

message (Xk). These redundant data are used to control the 

accuracy of the transmission (improve transmission reliability).

2. Due to the way to add this information codes are divided 

into block and recursive. 

3. Block codes require sharing of input information to blocks of 

equal, fixed length (k). Then the redundant elements (r) are 

calculated for each block separately and added (concatenated) 

to it: k + r = n. 

4. Recurrence codes do not require division of information -

input data is processed on-line.
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•Encoding means that the message D (Xk) (before channel) 

must be converted to C (Xn) (see (2)) based on the existing 

code in a certain time. 

•Decoding means that the received message (Yn) (after 
channel) must be converted to Xn (Ỹn), taking into account 

transmission errors and algorithm features → Xn . 

Xk

Message

Source, MS
Encoder Channel Decoder

noise

Message

Recipient

Xn Yn Ỹn

(D) (C) (C’)

The scheme of information system with redundant 

encoding/decoding of transmitted messages

(compare with the picture on slide 8).
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Linear Block Codes

Block code: k message bits encoded to n code bits, i.e., 

each of 2k messages encoded into a unique n-bit 

combination via a linear transformation, using GF(2) 

operations:

C = D * G , (1)

C is an n-element row vector containing the codeword

D is a k-element row vector containing the message

G is the k x n generator matrix (or generating matrix)

Each codeword bit is a specified linear combination of 

message bits.

Key property: 

Sum of any two codewords is also a codeword 

necessary and sufficient for code to be linear.
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Minimum HD of Linear Code

• (n,k)-code has rate k/n

• sometimes written as (n,k,d), where d is the minimum 

HD of the code

•the „weight” of a code word is the number of 1’s in it

•the minimum HD of a linear code is the minimum 

weight found in its nonzero codewords
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(n,k)-Systematic Linear Block Codes

• Split data into k-bit blocks.

• Add (n-k) parity bits to each block using (n-k) linear equations, 

making each block n bits long.

Message bits Parity bits

• Every linear code can be represented by an equivalent systematic 

form.

•Corresponds to choosing G = [ I|A ], i.e., the identity matrix in the 

first k columns.

n

k n-k

The entire block is the 

called the „code word 

in systematic form”.
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Matrix Notation

Task: given k-bit message, compute n-bit codeword. 

We can use standard matrix arithmetic (modulo 2) to do the job.

Example, here’s how we would describe the (9,4,4)-code that 

includes an overall parity bit. 

Using (1):

D1k = Gkn * C1n (2)

[D1 D2 D3 D4] ●

1  0  0 0 1  0  1  0  1  

0  1  0  0 1  0  0 1  1

0  0 1  0  0 1  1 0  1

0  0 0 1  0  1  0  1  1

= [D1 D2 D3 D4 P1 P2 P3 P4 P5]

(1 x k)-

Message-

vector
k x n

generator matrix

1 x n

code word

vector

The generator matrix, Gkxn = [Ikxk|Akx(n-k)]
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Generator Matrix and Parity-check Matrix

A parity-check matrix (H) of a linear block code is a matrix which 

describes the linear relations that the components of a codeword 

must satisfy. 

It can be used to decide whether a particular vector is a codeword 

and is also used in decoding algorithms.

The parity check matrix for a given code can be derived from its 

generator matrix (and vice versa). 

If the generator matrix for an [n,k]-code is in standard form

G = [ Ik| P ], 

then the parity check matrix is given by

H = [− P⊤| Ir],

because

G H⊤= P − P = 0.
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Example. If a binary (5,2)-code has the generator matrix

G = 1  0 | 1 0 1

0  1 | 1 1 0,

w() ≥ 2

then its parity check matrix is

1 1 | 1 0 0

H = 0 1 | 0 1 0

1 0 | 0 0 1.

w() ≥ 2

Task. Create a generator and parity-check matrix 

for (7,4)-code 

Hrxn= Arxk | Irxr

Gkxn= Ikxk | Akxr
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Hamming Codes

• Hamming codes correct single errors with the minimum 

number of the parity bits:

n = 2n-k – 1 (3)
• (7,4,3)

•(15, 11, 3)

Using (3):

k + r = 2r – 1

and

r ≈ log2 (k+1) (4)
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(7,4) Binary Hamming Code Systematic Encoding Matrix (k=4, r=3) 

based on the generating polynomial x3 + x + 1

Every linear code is equivalent to a systematic code:

1-t row: 1011 | 000 (x3 + x + 1 – generating polynomial)

r=3
2-d row: cyclic shift of 1-t row

3-d row: cyclic shift of 2-d row

4-th row: cyclic shift of 3-d row

Properties of the matrix columns?

1  0  1  1 0  0 0

0  1  0  1   1 0  0

0  0 1  0   1  1 0

0  0 0 1   0  1  1

G =

1  0  0 1   1 1 0

0  1  0  1   1 0  0

0  0 1  0   1  1 0

0  0 0 1   0  1  1

1  0  0 0 1  0  1

0  1  0  0 1  1 1

0  0 1  0    1  1 0

0  0 0 1    0  1  1

G’ =

1  1 1 0   1  0  0

0  1  1 1 0  1  0

1  1 0  1   0  0 1

H’ =

IK P

PT IR

Task. Create a generator and parity-check matrixes for 
(7,4)-code, if generating polynomial is 1101 (x3+x2+1).
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Encoding: The codeword Xn can be obtained on the basis 

of the following identity:

Н * (Xn)
Т= 0 (5)

Xn = x1,x2, ..., xk, xr1, xr2, ..., xrr

Xk

message bits

Xr

parity bits

r1 = k+1, r2 = k+2,..., rr = k+r = n

xri= hij * xj (mod2) (6)

i = 1,2,…r; j=1,2,…,k

then
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Decoding: In the case of a linear code C of length n, it is 

assumed that the data transmission channel adds an error 

vector (e) to codeword (transmitted message Xn) .

•Let the codeword Xn be transmitted and the word Yn be 

accepted; then the noise in the channel gives the effect of 

adding to Xn the error vector e:

en= Yn -Xn, 

so that Yn= Xn+ en and Xn= Yn+ en (7)

•The decoding problem consists in calculating the vectors Xn

and e by given Yn (one of). 
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•The weight of the vector enis equal to the number of 

positions in which Yn and Xn are differ.

Def. The r-bit vector S (Yn) is called the syndrome of Yn

and is defined by the equation:

S (Yn) = H (Yn)
T (8)

•Two vectors, Yn and en, which differ in the code word Xn, 

(Yn - en = Xn) have the same syndrome, since

H * (Yn)
T = H * (Xn + en)

T = H * (Xn)
T + H * (en)

T = 0 + H * (en)
T = H * (en)

T 

see (5)
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•It follows from the latter that the syndrome of the 

vector Xn equals 0.

•This means that if the message is transmitted without 

errors (Xn = Yn), then the syndrome will have zero 

weight; 

If Xn ≠ Yn then the syndrome will have not zero weight.

Syndrome calculation. 

H * (Yn)
T = S (Yn) = Yr + (Yr)’; (9) 

Yn = y1,y2, ..., yk, yr1, yr2, ..., yrr

Yk

message bits

Yr

parity bits

(yri)’= hij * yj (mod2) (10)

i=1,2,…r; j=1,2,…,kBSTU         Information Protection, part 5                       P.Urbanovich
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Syndrome decoding allows to calculate en and, thus, to 

locate the erroneous bit: the symbols ‘1’ in the vector en

are located at the positions of the erroneous bits in the 

received message Yn

With a single error in the message Yn, its syndrome 

corresponds to the vector-column of the matrix H, whose 

number corresponds to the number of the erroneous bit.

Error correction. 

We use (7): 

Xn = Yn + en (11) 

What will be syndrome, if 2, 3, .... errors will appear 

in a message Yn ?
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Example. 

Let Xk = X4 = 1010; x1=1, x2=0, x3=1 x4=0 

Let's analyze the algorithm of encoding /decoding this 

message.

We see – k=4, according to (4) – r=3.

We can use matrix H on slide 22:

Encoding. We use (5) and (6):

xr1 = h11 * x1 + h12 * x2 + h13 * x3 + h14 * x4 = 1*1+1*0+1*1+0*0 = 0

xr2 = h21 * x1 + h22 * x2 + h23 * x3 + h24 * x4 = 0*1+1*0+1*1+1*0 = 1

xr3 = h31 * x1 + h32 * x2 + h33 * x3 + h34 * x4 = 1*1+1*0+0*1+1*0 = 0,

So, Xr= X3 = 010 and codeword Xn= X7 = 1010 010.

1  1 1 0   1  0  0

0  1  1 1 0  1  0

1  1 0  1   0  0 1

H’ =
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Decoding.

1.Let Yn = Y7 = 1010 010:

y1=1, y2=0, y3=1 y4=0; yr1=0, yr2=1, yr3=0

Syndrome calculation. We use (9) and (10):

(yr1)’= h11 * y1 + h12 * y2 + h13 * y3 + h14 * y4 = 1*1+1*0+1*1+0*0 = 0

(yr2)’= h21 * y1 + h22 * y2 + h23 * y3 + h24 * y4 = 0*1+1*0+1*1+1*0 = 1

(yr3)’= h31 * y1 + h32 * y2 + h33 * y3 + h34 * y4 = 1*1+1*0+0*1+1*0 = 0,

So, (Yr)’ = (Y3)’ = 010 and Syndrome S(Yn) = 010 + 010 = 000

Syndrome analysis.

Syndrome Wight w(S)=0 it means – message Yn = Y7 = 1010 010

is free from errors, en= e7 = 0000 000

Xn = Yn+ en =1010 010 + 0000 000 = 1010 010 (this operation –

error correction -may not be performed in the absence of errors)

BSTU         Information Protection, part 5                       P.Urbanovich



31

Decoding.

2.Let Yn = Y7 = 1011 010:

y1=1, y2=0, y3=1 y4=1; yr1=0, yr2=1, yr3=0

Syndrome calculation. We use (9) and (10):

(yr1)’= h11 * y1 + h12 * y2 + h13 * y3 + h14 * y4 = 1*1+1*0+1*1+1*0 = 0

(yr2)’= h21 * y1 + h22 * y2 + h23 * y3 + h24 * y4 = 0*1+1*0+1*1+1*1 = 0

(yr3)’= h31 * y1 + h32 * y2 + h33 * y3 + h34 * y4 = 1*1+1*0+0*1+1*1 = 1,

So, (Yr)’ = 001 and Syndrome S(Yn) = 010+001 = 011
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Syndrome analysis.

Syndrome Wight w(S)˃0 it means – message 

Yn = Y7 = 1011 010 contains errors,

we see S(Yn) = {h4}, h4 -the fourth vector – column 

of matrix H and en= e7 = 0001 000

Xn = Yn+ en = 1011 010 + 0001 000 = 1010 010

The error is corrected.

3. What will happen if:

a)Yn = Y7= 1010 011, 

b)Yn = Y7= 1011 011,

c)Yn = Y7= 1111 111.
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