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Encryption/Decryption with symmetric key

Let the encryption scheme consist of sets of
encryption and decryption functions, {E.: e € K} and
{D,: d € K} respectively where K is the set of keys. Then such a
scheme is called a symmetric key scheme, if for each attachedkey
pair (e, d), it is easy to desighate the key d, knowing only the key e,
and vice versa: in most symmetric key schemes e = d.

Classical encryption techniques with symmetric key:

«Substitution: each character in the text is replaced by another
character of the same or different alphabet,

ePermutation (Transposition): the order, but not the value, of the
characters in the text is changed,

«A combination of the Substitution and Permutation (S&P).



Simple Substitution: cyclic permutation
Caesar's cipher

eReplace each character in plaintext with the character 3 positions
forward in the alphabet. If the end of the alphabet is reached, start
over in the alphabet.

 Julius Caesar in his work "Galilean War" describes the first cipher based
on the substitution method.

«Caesar describes how he sent a letter to Cicero. This cipher consists in
assigning each of the letters of the Latin alphabet corresponding to the
digit in the range [0,25] (a=0, b =1, ..., z = 25) and then for each letter
denoted by x of the execution of the operation

y = (x + 3) mod 26. Decryption consists in executing the action

x = (y - 3) mod 26, for the letter denoted by y.

0o 1 2 3 4 5 10 25
A B CDE F GHI J KL MNUOWPAQRS T UV WX Y IZ
b EF GHI J KL MNUOWP QRS TUVWXY Z A B C

The famous message of Caesar ‘VENI VIDI VICI’ (Came, Seen, Won)
Encrypted: ‘YHQL YLGL YLFL



Applying simultaneously addition and multiplication modulo n over elements
of the set (indexes of letters of the alphabet), we can obtain a system of
substitutions, which is called the affine system of Caesar's substitutions
(Affine cipher).

The Affine cipher is a special case of the more general monoalphabetic
substitution cipher. The 'key' for the Affine cipher consists of 2 numbers, we'll
call them a and b.

We define the transformation (encryption) in such system:

y =ax + b (mod n),

where a,b - integers, 0 < a, bn< n, GCD (a,b) =1.

Let n =26, a=3, b =5.

x |01 2|3|4|5|6([7(8910J11(12{13(14/15{16|17|18[19|20(21|22|23]|24|25

]

Jx+5 |518[11]14{17|20(23)|10)3][6] O [12]15[18]21|24/ 1[4 | 7[10[13]16|19|22|25

=

Two using alphabets:
ABCDEFGHI JKLMNOPQRSTUVWXY Z
FI1 LORUXADGJMPSVYBEHKNQTAQZC



The decryption function is:
x =a’! (y-b) (mod n),

where a~'! is the multiplicative inverse of a in the group of integers modulo n.
To find a multiplicative inverse, we need to find a number x such that:

az =1 mod n.

If we find the number z such that the equation is true,
then z is the inverse of a, and we call it a™".

To find a=! we use the the extended Euclidean algorithm (see sl.33-35, part 6).

The easiest way to solve this equation is to search each of the numbers 1 to 25,
and see which one satisfies the equation.



For our : Believe that x=1 (character ‘b’), than y=8 (character
‘i’;encryption).
Decryption: we need to solve the equation:

x = 3-1 (8-5) (mod 26),

to find a number z such that 3z =7 mod 26 the extended Euclidean algorithm
and get z =9; it means that a™'=9.

And finally
x =a' (y-b) (mod n)= 9*3 mod 26 =1 (character ‘b’).

Cryptanalysis of the Affine Cipher

« The Affine cipher is a very insecure cipher, with the Caesar cipher
possibly being the only easier cipher to crack.

« The Affine cipher is a monoalphabetic substitution cipher, so all the
methods that are used to cryptanalyse substitution ciphers can be used
for the affine cipher.

« Affine ciphers can also be cracked if any 2 characters are known.



Caesar's cipher with a key word

oIt is desirable that all the letters of the keyword are different.

A special feature of this system is using a keyword for the
displacement and change the order of characters in the alphabet
substitution and a certain number of a, 0 < a < n.

Let keyword is ‘DIPLOMAT’, a=5.
Write the keyword (does not contain duplicate characters) with a=5:
012 3 45 10 15 20 25
ABCDEFGHI JKLMNOPQRSTUVWXY!Z
DI PLOMAT

The remaining letters of the substitution alphabet are written after the
keyword in alphabetical order:

5
ABCDEFGHI JKLMNOPQRSTUVWXY Z

VWXYZDIPLOMATBCEFGHJKNQRSWU
If the open message is BELSTU, then WZAHJK is encrypted message.



Vigenere cipher

As we know, in a Caesar cipher, each letter of the alphabet is shifted along
some number of places. The Vigenere cipher has several Caesar ciphers in
sequence with different shift values.

The question arises: what happens if you take several keys while
encrypting/decrypting one message?

Then there will be a system known as the Vigenere’a cipher

(he French diplomat Blaise Vigenere presented a description of a simple, but
resistant (to breaking) cipher before the commission of Henry Ill in France in
1586).

«The keys are created based on the sequence of cyclic shifts of the original
alphabet.

A table (Vigenere table or Vigenere square) of size N * N is created (N is the
number of characters in the alphabet used).

eThese characters can include not only letters, but also, for example, a
space or other characters.



eThe first line of the table records the entire alphabet used.

Each successive line is obtained from the previous one by a cyclic shift
of the last one character to the left.

«Thus, with the capacity N of the alphabet (English language) equal to
26, it is necessary to execute successively 25 shifts to form the entire

table.

«The form of such a table (the Vigenere square) is presented below.

eEncryption occurs using

y =X + k (mod N).



NN<oUQAQWLOUI ——¥ 1520000k >=2 x>
N U WL O ——=¥Y 0ZZ200a0Ceunk2>= %
XX >N oLAWL U ——¥ JZZ20a0axnpkI>=
SEX>NI<oUOAOWLUYUI —-—-¥ 103200 Q0xwnk2>
m S>T=XR >NV WL I ——=¥ 10200 Cxwnk-D>2
© DD>TX>NA4n VWL ——¥ 12200 0xw0n k-
S FFDD>E2Xx>N<oUowL U ——-¥Y 2200 0 n
NMVNEFEFDD>EX>NAdDUVUAWLUI —-——-¥Y 053200 Cx
mu ElerunkFID>Z2X>Ndao0VowwL O ——¥ 02200 O
OQCxExnNFID>=X>»N<oUOQWLUOI ——¥ =200
Q LA 0EVEFD>TX>NICOUQWLUOUI ——Y¥Y 1520
- Oloa 0O MFDOD>EX>NICODUAOWLOT ——v¥ 43 =
e ZZ0o 0ok X>N<oVOoOWwL O ——x 1=
c SEzZ0a0xunkFD>=X>NC<oUQWLW O ——x |
Q S Z0Aa0XWVFO>SX>NCOUOWLOT— —y

[o])) VY 1S Z00000nkFO>TX>NI<oOUQAWLOT— — s

mw Y S Z0a0xWVFID>TX>NIC<oUAWWL QT — m

— - =¥ 0=ZZ0a0xxwnkFID>=TX>N<doUOQOWWwOI 3

e IIT ——¥ 1S Z200a0xxunkFD2>xXx>NdoUO0wWww @ m
c VUOUOI ——¥ 0T Z0aoa0axnkFI>=X>Ndn0 U0 W
TI LT — Y AZZ2000axunkFId>=2xX>NagnUouw
WL O - =¥ 15 Z0a0c0nkFED2>=xX>NgnouUn
AQWLYUI ——¥ 15SZ000xr0nkFEFI>2TX>NamuU

VoA WLUI —-——-¥Y 132000 x0nkEFID>2X>Nam ~

DOV WLOTI - —¥Y 1S Z00a0nNkFD>2TX>N 5

<< o UVUOoOWLUOII —-—=¥ 102Z20a0aunkFD2>=xX>N 3

C<COVOWWLOI—-——-¥12Z200a0x0kF2>2X>N 5

()

°

a

=

S

©

£

o

£

o]

T

@




e The choice of a substitution character when encrypting each character

of the message (plaintext; selected from the left (before line) column

of the table) is determined by the intersection of this symbol and the
corresponding key symbol (with the same index) of the key sequence (selected
from the top row (before line) of the table).

Example. Let the encrypted message has the form: "BELSTU".
As in Caesar's encryption system with the keyword, in our case
it is necessary to select the key. Let the key be the word "TIR".
Let's write down the message, the key and the ciphertext in the
form of a table:

Message B E L S T U
Key T I R T I R
Ciphertext U M C L B L

Even from this simple example, it can be seen that the same letters in the
ciphertext (L) correspond to different letters of the message (S, U).
This is important for using the cryptanalysis frequency method.

Task. To study the features of the cipher machine Enigma and the breaking of
this cipher.



Cryptanalysis

It is always assumed that the legitimate parties choose a common key
at random from the set of all keys.

A.Kerckhoffs’ assumption.

The attack knows all details of the enciphering process and
deciphering process except for the value of the secret key.

Next we consider the types of attack on encryption systems.
e Ciphertext only attack.

The attacker intercepts a set of ciphertexts.

e Known plaintext attack.

The attacker obtains a set of s plaintexts m1, m2, ..., ms
and the corresponding cipher-texts c1, c2, ..., cs.

That is, the attacker has no control over the pairs

of plaintexts and ciphertexts available to him.



The types of attack

e Chosen plaintext attack.

The attacker chooses a priori a set of s plaintexts
m,, m,, ..., m, and obtains in someway the
corresponding ciphertexts c,, ¢,, ..., C

eAdaptively chosen plaintext attack.

The attacker chooses a set of plaintexts m,, m,, ..., m,
interactively as he obtains the corresponding ciphertexts c,,
Cyy +ovy Cs.

That is, the attacker chooses m,, obtains c,,then chooses m,
etc.

«Chosen ciphertext attacks.

These are similar to the chosen plaintext attacks and
adaptively chosen plaintext attacks, where the roles of
plaintext and ciphertext are swapped.



e Adaptively chosen plaintext attack.

The attacker chooses a set of plaintexts m,, m,, ..., m,
interactively as he obtains the corresponding ciphertexts
Cqy €y «vvy Cq.

That is, the attacker chooses m,, obtains c,,then chooses
m, etc.

«Chosen ciphertext attacks.

These are similar to the chosen plaintext attacks and
adaptively chosen plaintext attacks, where the roles of
plaintext and ciphertext are swapped.



Cryptanalysis of simple substitution ciphers

«All natural languages (e.g., English) contain redundancy. Some
letters occur more often than others and also some sequences of
two and three letters occur more often than others.

«For (typical) English text the probabilities of occurrence of the
26 letters are given in Table:

a b ¢ d e f g h [
.082.015.028.043 .126 .022 .020.061.070
j k | m n o p q r
.002 .008 .040 .024 .067 .075 .019.001 .060
s i u v W X Yy zZ
.063.091 .028 .010.023 .001 .020 .001

«Some common sequences of two letters are “th”, “he”, and
“in”, and “the”, “ing”, and “and” are common sequences of

three letters.



The idea behind the Vigenere cipher, like all other polyalphabetic
ciphers, is to disguise the plaintext letter frequency to interfere
with a straightforward application of frequency analysis.

For instance, if P is the most frequent letter in a ciphertext whose
plaintext is in English, one might suspect that P corresponds to E
since E is the most frequently used letter in English.

By using the Vigenere cipher, E can be enciphered as different
ciphertext letters at different points in the message, which
defeats simple frequency analysis.


https://en.wikipedia.org/wiki/English_language

eFor an English text we expect that the two characters that
appear the most is “e” and “t”.

«The encryption function is e,(m) = am + b (mod 26) where
a and b are unknown.

We use Affine cipher.

«With the two guesses for “e” and “t” we get two
equations with two unknowns. If our guess is correct, we
can solve the equations. We then decrypt the ciphertext
and check whether the plaintext is meaningful. If we fail,
then we start over with other guesses.

Assume that we have intercepted the following ciphertext:
QMLRLBQMLYVHTMBODVODVOQMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ.



1.First count the frequencies of the letters in the ciphertext:

ABCDETFGHI JKLMNOPQRSTUVWXY Z
0443010401066 0406 30114722521
2.1t follows that three letters occur the most, each six times. The most

frequent two letters in an English text are “e” and “t”. We guess that “L” is
the encryption of “e” and replace all occurrences of “L” by an “e”:

- - @-@- - mee e @---- - @----------- @---------
QMLRLBQMLYVHTMBODVODVOQMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ

3. Next we guess that “Q” is the encryption of “t” and we get:

QMLRLBQMLYVHTMBODVODVOQMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ

4. Note that we have not been guessing completely at random. We now have a
situation where “t” and “e” occur three times with the same third ciphertext
letter, “M” between them, thus indicating that “M” is the encryption of “h”
(since “the” is a common three-letter sequence).

We arrive at:

t he-e-the----h---=---- the ---« ~t-----@-h--=--=--- eth------ t
QMLR LB QMLY VHTMBODVODVOQMLRXYWCQXCB JRLHMXZ WCCXHXFLQMVODUBHQ



5. One possible way to continue from above is:
theweather---ha------- thew-r- -t--a-we-h--------- eth----a-t

QMLRLBQMLYVHTMBODVODVOQMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ
6. Believe ,H” is ,s”, ,,X” is ,,0”:

t heweather ischangingin thewor ldtodayweshou | ddosomething fast
QMLRLBQMLYVHTMBODVODVO QMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ

or theweatherischangingintheworldtodayweshoulddosomethingfast
or THE WEATHER IS CHANGING IN THE WORLD TODAY WE SHOULD DO SOMETHING FAST

7. Let believe ,V” is ,,i”:

t heweatheris-ha--i--i-thewor- -to-a-wesho- ----- o-ethi---a-t
QMLRLBQMLYVHTMBODVODVOQMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ

At some point when we have identified enough plaintext characters we can
simply derive the rest of them from the context in the text:

t heweatheris-ha--i--i-thewor- -to-a-wesho- ----- o-ethi---a-t
QMLRLBQMLYVHTMBODVODVOQMLRXYWCQXCBJRLHMXZWCCXHXFLQMVODUBHQ



Modern symmetric block ciphers

eThese ciphers are called product ciphers.
k

J/ A block cipher encrypts block x of n bits
into block y of n bits using key k of € bits.

X—> e —vV

eMost of the block ciphers in use today are product ciphers. These
ciphers often use severallayers of substitutions and transpositions.

A product cipher is called an iterated cipher if theciphertext is
computed by iteratively applying a layer of small ciphers a number of
times.

«One iteration is also called a round.

eThe two most prominent modern symmetric encryption systems are:
the Data Encryption Standard (DES) and the Advanced Encryption
Standard (AES).

System Year Block size (n) Key size (¢)

DES 1977 64 56 16

AES 2002 128 128, 192 or 256 | 10, 12 or 14

BSTU Information Protection, part 7 P.Urbanovich



Cipher DES - Data Encryption Standard

Since 11.21.1976 - the national standard of the United States,

since 1981 - the encryption standard for individuals (ANSI X3.92;
DEA - D.E. Algorithm).

DES can be seen as a special implementation of a Feistel cipher:

L; = R;.4,
R;=L;;+F (Ri.,Kiq),

where L;, R; - respectively left and right parts of the encrypted data block, K - key

«The 64-bit plaintext, x, is split into two halves, L, and R, of 32 bits
each. The right half is input to a function F together with a subkey.

The left half of the plaintext is added bitwise modulo 2 to the
output of F.

e These operations constitute one round of DES.

e These operations are now repeated but with a new subkey in every
iteration.

*DES runs for 16 rounds, so it needs sixteen subkeys of 48 bits each.



Key to DES

eThe input key to DES is only 56 bits, and so the sixteen subkeys
are all derived from the 56-bit key in a so-called key-schedule
(every eighth bit of 64 bits of the key - parity bits - discarded).

28 bit 28 bit

Key to round i

>
48 bit

BSTU Information Protection, part 7 P.Urbanovich



Initial Key Preparation Matrix

(compressive permutation before the first round)

57 49 41 332517 09
01585042 342618 28 bit
10 02 59 51 43 35 27
19 11 03 60 52 44 36
63 5547 39 312315
07 62 54 46 38 3022 28 bit
14 06 61 53 45 3729
2113 05 28 20 12 04

without 8, 16, 24, 32, 40, 48, 56, 64 bits

BSTU Information Protection, part 7 P.Urbanovich




Table of shifts for calculating the key

BSTU

Round number

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16

Information Protection, part 7

Shift left (bit)

N MNMMMNMMNMN-_MNMNMNMMMNMNMNN— -

P.Urbanovich




Compressive permutation of the key before
the first round

1417 11 24 01 05
0328 1506 21 10
23191204 26 08
16 07 27 20 13 02
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32



A round of DES

The round function of DES consists of the function F plus the

swapping of the two halves.

32 bit

4BDIt v (48 bit)

BSTU Information Protection, part 7 P.Urbanovich



Expanding permutation

The goal of expansion - avalanche effect.

«The meaning of such a transformation (extension) is that the
influence of one bit of the message on the overall result
increases.

«The avalanche effect increases the cryptographic resistance
of the system.

1 2 3 4 5
5 6 7 8 9

13 14 15 16 17
17 18 19 20 21
21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1



S-box (Substitution box) and P-box (Permutation box)

o After 48-bit subkey (derived in the key-schedule) is
exclusive-ored to the text the result is divided into eight
chunks of six bits each (8 * 6 = 48 bits).

eEach chunk of six bits is input to an of 8 S-boxes
(substitution boxes) which returns four bits
(8 * 4 = 32 bits).

«S-box is a matrix of 4 rows and 16 columns.

eLet a = (a5, a4, a3, @,, a1, ay) be a six-bit input:
as, a, - row address (00, 01, 10, 11),
a4, a3, a5, a4 - column address (0000, 0001, 0010, ..., 1111);



Example. Consider S-box S1.

14 4 13 1 2 15 /11 8 3 0
o 15 7 4 14 2 (13| 1 10| 6 (12 11| 9 | 5 | 3
4 ' 1 14 8 (13 6 | 2 |11 15 12| 9 | 7 | 3 |10 5 B
15/12 8 | 2 | 4 9 1|7 5 |11 3 14,10 0 | 6 Bk

If input six bits are 011110, then row address is 00 (red)
and column address is 1111 (green); box returns four
bits: 0111 (digit 7).

Example of Permutation table:

17 20 21 29 12 28 17 16 15 23 26 5 18 31 10
2 8 24 14 32 27 3 9 19 13 30 6 22 11 4 25

BSTU Information Protection, part 7 P.Urbanovich



Flowchart of DES

13
R

BSTU Information Protection, part 7 P.Urbanovich




Decryption is an identical algorithm, but the keys are in the reverse order.

BSTU Information Protection, part 7 P.Urbanovich




Features of DES

«DES works with binary numbers: 0 and 1. Each group of 4
bits is converted to a hexadecimal number: binary "0001"
equals hexadecimal "1", "1000" - "8", "1111" is equal to "F".

«DES encrypts groups of 64-bit messages (16 hexadecimal
numbers).

«DES uses keys (16 hex or 64 bits, each 8th key bit is ignored
by the DES algorithm, so the effective key size is 56 bits).

M = 8787878787878787 (length - 64 bits),

K =0E329232EA6DOD73,

Encryption DES: C = 0000000000000000.

Deciphering with the same key: M = 8787878787878787.



M = 0123456789ABCDEF (M - hex form).
M in binary form(64 bits):

M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010
1011 1100 1101 1110 1111

L = 0000 0001 0010 0011 0100 0101 0110 0111
R =1000 1001 1010 1011 1100 1101 1110 1111

K =133457799BBCDFF1

or K = 0001 0100 01010111 01111001 10011011 10111100
11011111 11110001

57 49 41 33 25 17 9

1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15

7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4



We obtain the 56-bit permuted key:
K+ =1111000 0110011 0010101 0101111
0101010 1011001 1001111 0001111

M = «Your lips are smoother than vaseline» - text message

with a lWé bytes (72 hex numbers).
Mg = 7572206C69707320617265 6F6F746865722074

68616E2076617365 6C696E650D0A.

72 hex numbers represent a string in English, «0D» - this hex for
transferring the carriage to the next line and «0A» - a new line).

The message must be complemented with bytes (the length is a
multiple of 8 bytes (or 16 hex numbers or 64 bits), usually ,,0”:
complement M with zeros at the end to receive the length of 80
hex numbers:

596F7572206C6970 732061726520736D 6F6F746865722074
68616E2076617365 6C696E650D0A0000.



Use key: 0E329232EA6DOD73.

Encryption: C = CO999FDDE378D7ED 727DA00BCAS5A84EE
47F269A4D6438190 9DD52F78F5358499 828AC9B453EOE653.

C=cy ...Cqp
c, = CO999FDD,
¢, = E378D7ED,

By decryption the added zeros are discarded.

The Kerberos (Cerberus) protocol is based on DES : it assumes a
highly reliable server that stores the original copies of the keys to
interact with each user on the network.



Cryptographic resistance of DES

» The key size of DES is only 56 bits, which is too short today.

«Finding a 56-bit key can be done in relatively short time. This was
demonstrated in 1997. In a US led initiative a group of Internet users
joint efforts in a distributed project to break a DES key. After about 90
days of computation, the key was found.

eAnother project was started in January 1998 and found a DES key in
39 days.

e In 1998 a special-purpose DES key search machine was built at the
cost of US dollars 250,000. This machine found a DES key in less than
three days .

e In 1999 in a joint effort with almost 100,000 PCs connected to the
Internet the key search machine found a DES key in only 22 hours.



3DES

eIntroduced in 1998, 3DES, also known as Triple DES, Triple DEA,
TDEA, or the Triple Data Encryption Algorithm.

« Formally Triple DES specifies the use of three distinct DES keys,
for a total key length of 168 bits.

e Let E (*) and D,(+) denote encryption and decryption using DES.
In 3DES encryption with three independent keys k1, k2, and k3,

the Encryption and Decryption operations are:

3DES,(m) = E3(Ey2(Ei1(m))),
3DES™"; (c) = Dys(Dyz(Dy3(m))).

« 3DES operates in three steps: Encrypt-Decrypt-Encrypt (EDE).
It works by taking three 56-bit keys (K1, K2 and K3), and encrypting
first with K1, decrypting next with K2 and encrypting a last time

with K3.



With 3DES, therefore, each of the three rounds can be run in
either direction: encrypt or decrypt - using the DES algorithm.

This results in some different possible modes for 3DES:
EDD - Encrypt - Decrypt - Decrypt ,
EDE - Encrypt - Decrypt - Encrypt ,
EED - Encrypt - Encrypt - Decrypt ,
EEE - Encrypt - Encrypt - Encrypt .

«The reason for going through this multiple encryption exercise
is to build a composite cipher that is stronger than Single DES.

eBecause of meet-in-the-middle attacks, the effective
cryptographic resistance 3DES is only 112 bits.

o Two-key 3DES (which is no longer approved for encryption due
to its susceptibility to brute force attacks) thus has 112 bits of
strength (56 multiplied by two).

eThe speed of 3DES is 3 times lower than that of DES.



A public-key (asymmetric) cryptosystem

«In symmetric cryptosystems the sender and receiver share
the same secret information, the secret key.

e In public-key cryptosystem the key is “split into two
halves”, the private key and the public key.

A public-key cryptosystem is a function which is easy to
compute one way (encryption), but hard to compute the
other way (decryption).

In part 6 of our course we analyzed two approaches in
asymmetric cryptography:
-functions based on the problem of factoring integers ,

-functions based on the so-called discrete logarithm
problem.



The factoring problem.

Given n = pq, find p and g, where p and q are different primes.
It is clear that if n is small, it is easy to find the factors p and q.

However, if both p and g are large, different primes, then it is
difficult to find the factors, at least when p and q are randomly
chosen (or appear to be so).

It is relatively easy to generate large prime numbers, and the
function behind the factoring problem is then a candidate for a
trapdoor one-way function.

The discrete logarithm problem.

Given a,n, and y = a* mod n, find x.
For the discrete logarithm problem to be hard, the numbers
involved must be relatively large.

Often n is chosen to be a prime and x is chosen at random. The
value of a can almost be chosen at random, but there are some
bad values that one should avoid, e.g., a = 1.



Diffie-Hellman algorithm
(Diffie-Hellman key exchange)

«This idea of a public-key cryptosystem - by
W. Diffie and M. Hellman (1976).

*DH - is a method of securely exchanging cryptographic
keys over a public channel and was one of the first
public-key protocols.

e DH Algorithm

Two parties, A (Anna) and B(Borys).

The implementation of the protocol uses the multiplicative
group of integers modulo n, where n is prime, and a is a
primitive root modulo n.



1. A and B agree to use a modulus n = 23 and basea = 5
(which is a primitive root modulo 23).

2. A chooses a secret integer x, = 4, then sends B number
Y, = a*»mod n:
Y,=54mod 23 = 4,

B chooses a secret integer xz = 3, then sends A number
Yy = a*¢ mod n:
Yg = 53 mod 23 = 10.
3. A computes K, = (Yg)* mod n: K,=10*mod 23 = 18,
B computes Kz = (Y, )** mod n: Ks =4° mod 23 = 18

Anna and Borys now share a secret key (the number 18).

Note, that only x,, x5, and (a**emod n = a*=*«mod n)
are kept secret.



lllustration of the idea of Diffie-Hellman
key exchange by color

Alice Bob

Common Paint

3

Secret Color

Public Transport

assume that
mixture separation
is expensive

Secret Color

%
-

Common Secret

“TCR IR

Source: https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_e
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The RSA cryptosystem

W. Diffie and M. Hellman came up with the idea of a public-key
cryptosystem, but they didn’t actually find a system for doing it.

In 1977 R.Rivest, A.Shamir, and L.Adleman published such a system,
soon named RSA after the initials of the designers.

To set up the RSA public-key encryption system, the user (or group
of users) does the following.

|. Key creation:
1. Find two big, different primes p and g and compute n = pq.

2. Find an integer e, such that GCD(e, ¢(n)) = 1, where
@(n) = (p - 1)(q - 1) and where ¢ (.) is Euler’s phi-function.

3. Compute the multiplicative inverse, d, of e mod ¢(n), such that

ed =de = 1 mod ¢(n).

Public key: (n, e), where n = pq,

Private key: (n, d), where ed = 1 mod ¢(n);
numbers p, g also need to be kept secret.



Example.

1. Choose two random prime numbers
2. p = 61 and g = 53;Compute n = pq
3. n==61=%53=3233
4. Compute the totient ¢(n) = (p — 1)(g — 1)
5 -¢(n)=(61—1)(63 — 1) = 3120
6. Choose e > 1 coprime to 3120
7. e=17
8 Choose d tosatisiy de =1 (mod ¢(n))
9 -d=2753
10. - 17 % 2753 = 46801 =1 4 15 % 3120 .

Public key: (n, e) = (3233, 17)
Private key: (n, d) = (3233, 2753)
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ll. Using Key to encryption/decryption.

To do this, both the sender and receiver of the message use the
receiver's keys: the sender encrypts the message (m) with a publ
key (e, n), and the receiver decrypts the cryptogram (c) with own
secret key (d, n):

Encryption. The encryption of m:
c(m) = m¢ mod n.
Decryption. The decryption of c:
m(c) = c? mod n.

Example.
To encrypt m = 123, we calculate:

¢ =123"7mod 3233 = 855;

To decrypt ¢ = 855, we calculate:
m = 8552753 mod 3233 = 123.
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Security of RSA

Assume that the attacker has access to the public key
(n, e), where n = pqg for secret primes p and q.
Here are some of the opportunities to break the system.

If an attacker can find the factors of n, then he can break
the system:

if an attacker can find factor n and thereby get p and g, he
can find the decryption exponent in exactly the same way
as was done in the setup of the system.



If an attacker can find ¢(n), then he can find factor n and
break the system:

recall that: @em)=(p-1)(q-1),

so with ¢(n) an attacker can set up a system of two equations
with two unknowns, since he knows also that n = pq.

Expanding the expression in ¢p(n) gives:
@o(n)=n-p-q+1=p=n-@n)-q+1.
Since p = n/q we get.: n/g=n-e@(n)-q+1,
which leads to the degree-two equation:
0=qg°+q (p(n)-n-1)+n.

The two solutions to this equation are the primes p and q.



Example. Let n = 7454108611.

Assume that:
(n) = 7453207872 is known to attacker.

Then he computes:

0=qg*+q(p(n)-n-1)+n
and
0 = q2- 900740 q + 7454108611.

The square root of the discriminant of this system is 884034,
so solving for g gives two solutions: 8353 and 892387 .
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If an attacker can find the decryption exponent d, then he
can find factor n.

In this case, it is necessary to perform a more complex
analysis than in the previous cases.

Details can be found, for example, in:
eKnudsen L. R., Robshaw M., The Block Cipher Companion, Springer, 2011.
«Jason Hinek M., Cryptanalysis of RSA and its Variants, CRC Press, 2010.

«Abdulaziz Alrasheed and Fatima, RSA Attacks,
https://www.utc.edu/center-information-security-assurance/pdfs/course-

paper-5600-rsa.pdf



For the RSA cryptosystem to be secure, it is recommended
(in year 2011) that the modulus in RSA (the integer n) is a
number of 1024 bits or more.

Here is an of a 1024-bit RSA modulus:

13506641086599522334960321627880596993888147560566702752448
51438515265106048595338339402871505719094417982072821644715
51373680419703964191743046496589274256239341020864383202110
37295872576235850964311056407350150818751067659462920556368
55294752135008528794163773285339061097505443349998111500569
/7236890927563



RSA today

Example. An example of n = 2048-bit:

251959084756578934940271832400483985714292821262040320277771378360436
620207075955562640185258807844069182906412495150821892985591491761845
028084891200728449926873928072877767359714183472702618963750149718246
911650776133798590957000973304597488084284017974291006424586918171951
187461215151726546322822168699875491824224336372590851418654620435767
084233871847744479207399342365848238242811981638150106748104516603773
060562016196762561338441436038339044149526344321901146575444541784240
209246165157233507787077498171257724679629263863563732899121548314381
67899885040445364023527381951378636564391212010397122822120720357

http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
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The lengths of symmetric and asymmetric keys with
the same degree of resistance to brute-force attacks.

_Sym key, bit Asym key, bit
56 384
64 512
80 768
112 1792

128 2304
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Exercises.

e Consider an RSA system with p =3 and q = 11.
Argue why encryption exponent e = 7 is allowed.

1. Find the corresponding decryption exponent d.
2. Find Encrypt m = 11.

3. Find Decrypt c.

e Consider an RSA system with the same parameters.
Let M = «Borys».

1. Find the encryption (C) of the message M for m1=‘B’
is number 1, m2=‘0’ is number 15... (use eng. alf.).

2. Find the decryption of the ciphertext C.



El-Gamal Public-Key Encryption

«Diffie and Hellman used the discrete logarithm problem
(DLP) in the mid 1970s.

«Only in 1985 that a public-key cryptosystem based on this
problem was presented by Taher El-Gamal.

The El-Gamalpublic-key cryptosystem

Public key: (n, a, y),chosen such that DLP (n) is difficult,
and where n is an odd prime, a is such that a®™ mod n = 1.

y = a* mod n.

Private key: x, 1< x < n.




Encryption.

For message m:

1. Choose random k (keep k secret), 1< k < n-1,
2. Calculate (yq4, ¥,), Where:

y, = akmod n,
y, =m yk mod n.

Decryption.

Fory = (v.,V,):
m = y,((y,)*)"" mod n.
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Exercises.

eConsider the El-Gamal public-key encryption system with
the parameters n = 167, a =5, y = a2’ = 55 mod n.

1. Find the encryption of the message m = 10 using k = 79.
2. Find the decryption of the ciphertext (87, 149).

«Consider the El-Gamal public-key encryption system with
the parameters n = 167, a = 5, x = 3 and M = «Borys».

1. Find the encryption (C) of the message M for m1= ‘B’ is
number 1, m2 = ‘0’ is number 15... (use eng. alf.).

2. Find the decryption of the ciphertext C.
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