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The cryptographic key matching can be based on artificial neural network
technologies. Kinzel-Kanter protocol uses neural networks (A and B) ability in mutual
learning and generating common secret key [1]. This idea was developed (in particular,
see [2-4]). In this report a probabilistic approach that combines network parameters and
the time of their synchronization is analyzed. Each neurocryptographic net (machine, PM)
defines three values: K, N, L. We're talking about a two-layer neural network. In the
entrance layer we have K neurons. Each of these neurons has N inputs. Let w;
(i=1,2, ..., K) be the weight vector for the neuron with index i. Let j be the weight for the
entry with the index j in the neuron with the index i. Each of the weights can assume
a value between (-L; L). We analyze the neurocryptographic machine PM(K, N, L). The
set of the initial values of weights is the set: (~L;+L)Nx(=L;+L)Nx, x(~L;+L)N, being the
Cartesian product of the K same collections. Without reducing the generality of the task
(determining of the space size) we can deal with determining the size of space (~L;+L)N
only for one neuron. In literature the safe PM key exchange system is considered to be
where N>100. For such a large N value, the exact determination of the space dimension
(within a reasonable time) is computationally not possible. Therefore, another way to
determine the size of the space should be introduced. Probability value |PM(K, N, L)|p
that the randomly selected point in the synchronization process of A and B sets will be
compatible with the solution can be a measure of the space size. Due to the possibility of
determining of the space size, you can explore and appropriately chosen values
of K, N, L. While intuitively it seems that increasing the value of parameters is
proportional to the strength of the system, it is not so obvious which of the systems is
better: PM(K=3, N=20, L=5) or PM(K=3, N=15, L=10). 100 tests completed. In each test
points were randomly selected until 10 correct solutions were found among them, i.e.
points which in the synchronization process were correct solutions. The following table
shows some of the resuits.

Parameters: K, N, L | Average of |.|p for one neuron Average of |.|p for the whole
(K=3, N=40, L=5) 0.025100000208 0.000015625
(K=8, N=40, L=5) 0.28698 0.00055861
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