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B. b. Kpumiranocon
Bbenopycckuii rocyjapcTBEHHbBIH TEXHOJIOTHYECKU YHUBEPCUTET

YI'PO3bI U PUCKH IUD®POBOI SJKOHOMUKHA HA CEKTOPAJIbHOM YPOBHE

BEIsBIICHBI OCHOBHEIC MTOJIXO/IBI K OIICHKE PUCKOB, CBS3aHHBIX C BHEIIPCHUEM COBPEMEHHBIX IH(PO-
BBIX TEXHOJIOTHH, BKIItoUyas obdmrue Texnosorndeckue kommnoneHTol (IoT, BDA, Al, Blockchain, Cloud)
1 OU3HEC-OIepallMOHHbIE (TPOU3BOICTBEHHbBIC) CHCTEMbI HA YPOBHE ONPEICICHHBIX CEKTOPOB M OTPAaC-
neii. Beienensl Hanboee ysi3BUMbIE TIPOU3BOJICTBEHHBIE CHCTEMBI C TOUKH 3pEHHSI KHOEpyrpo3, PUCKU
B3JIOMa KOTOpI)IX IIOTCHIIMAJIBHO MOFyT HAHECTU MaKCl/lMaHbelﬁ ypOH JCATCIIBHOCTHU HpeﬂHpHHTHﬁ.
O00cHOBaHbBI B3aMMOCBSI3aHHOCTH B OLIM(POBAHHBIX CPe/laX JABYX COOTBETCTBYIOIUX OCHOBHBIX CETEH:
WH(POPMAIIMOHHON 1 MPOU3BOICTBEHHOH (B IIPOMBINIUICHHOCTH, SHEPT€THUKE, CEITLCKOM X KOMMYHAJIEHOM
X03HCTBAX, TEJIEKOMMYHHUKAIIUAX, JIOTHCTHKE, (PUHAHCOBOM CEKTOPE, TOPrOBJIE), KOTOPhIE 00YCIOBIIH-
BAaIOT yBEIMYCHHE MOBEPXHOCTH aTAKH M MPEJIOCTABISIOT OOJIbIIEe BO3MOXKHOCTEH ISl X pacmpocTpa-
Henusi. Cleanbl SMIMPUYECKUE OLIEHKH PUCKOB U YTPO3 [0 OCHOBHBIM BHJIaM KUOEpaTak 1o MeTO10JI0-
run CIA. BrusiBnensl Hanbosee pacipocTpaHeHHbIe KHOepyrpo3bl B TMHAMUKE UX PacIpOCTPaHEHUSI.

KaioueBsie cioBa: nndpoBu3aiys, pUucky 1 yrpo3bl, CEKTOpa U OTPACIIH.
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ypoBHe // Tpynst BI'TY. Cep. 5, OxoHomuka u ynpasierue. 2022. Ne 1 (256). C. 28-52.
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THREATS AND RISKS OF DIGITAL ECONOMY AT THE SECTORAL LEVEL

There were identified the main approaches to the risk assessment associated with the introduction of
modern digital technologies, including general technological components (IOT, BDA, Al, Blockchain,
Cloud) and business operating (production) systems at the level of certain sectors and the branches. There
were highlighted the most vulnerable industrial systems from the point of view of cyber threats, the risks
of hacking of which can potentially apply the maximum damage to enterprises. It has been substantiated
the reasonable interconnections in digitized environments of two relevant main networks: information
and industrial (in industry, energy, agricultural and communal farms, telecommunications, logistics,
financial sector, trade), which manifests the increase in the surface of the attack and more opportunities
to distribute them. There have been made the empirical assessments of risks and threats in the main types
of cyberatak on CIA methodology. There have been identified the most common cyber threats in the
dynamics of their spread.
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Bgenenue. luppouzaiys S5KOHOMUAKA BEET K
(OpMUPOBaHUIO HE TOJBKO MAaKPOIKOHOMHYECKHX
PHCKOB, HO U PUCKOB, 3aTparuBaroOlIMX OIpPE/IEIeH-
HBIE CEKTOpa, OTPACHH, a TaKXKe MMEIOIINX TOTeH-
yaa A MyJIbTHOTPACIIEBOTO / MyJIbTHCEKTOPAITh-
Horo pacnpoctpaneHus. Kpome toro, iudpoBbie Tex-
HoJoruu, B ToM umcie Big Data, Al / ML, no3Bossitor
OTIEIBbHBIM KOMITAHUSIM Ha CEKTOPAJIbHOM YPOBHE ar-
pErupoBaTh OOJBITHE MACCHBHI TIEPCOHATIBHBIX JaH-
HBIX KJIMEHTOB JJIS1 LIETIE LIEHOBOW AMCKPUMHUHALUY.

CremyeT OTMETUTBD, YTO IIU(PPOBU3ALHS OTpacei
COBPEMEHHON PKOHOMHUKHU TMPEIoNaraeT BHEIPEHUE
KOMITIeKCa WH(OPMAIMOHHBIX CHCTEM, BKIFOUYArO-
mmx oOmme TexHojormdeckue koMmoHeHTH (IoT,
BDA, Al, Blockchain, Cloud) u 6nu3Hec-onepannion-
HbIe (IIPOU3BOJICTBEHHBIC) CHCTEMBI (TalI. 1).
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OcHoBHasg 4actb. COrIacHO SMIUPHYECKUM
OIIEHKaM PHCKOB M yTPO3 M0 OCHOBHBIM CHCTEMaM
VIPaBJICHUS W WHTEIUICKTyaIM3aIiy, Hauoojee
VS3BUMBIMH CHCTEMaMH C TOYKH 3pEHUs Kubep-
YIpO3, PUCKH B3JI0Ma KOTOPBHIX MOTCHIIUATHLHO MO-
TyT HAaHECTH MaKCHUMAJbHBIM YpOH AESITEIbHOCTH
npeanpusitui, seisitorcs: PDM, SCADA, CAM,
MES, BPM, cucremsl Al, IoT u poboruzupoBan-
HbIE YCTPOWCTBA KOHBeepa.

KirouepiMu 6510KaMU PUCKOB HIMILIEMEHTAIIUH
texHonornyeckux perienuii [oT, Cloud, Al, BDA,
Blockchain, kak moka3zano B Tabm. 2 (cM. Ha c. 30-31),
B SKOHOMHYECKYIO, COIMaJbHYI0, OOIIECTBEHHYIO
CUCTEMBI CUHTAIOTCS: KHOepOEe30MacHOCTh CHCTEM,
KOH(DHUICHITNATFHOCTD JaHHBIX, OTCYTCTBHE OOTITHX
CTaHIApTOB U COBMECTHUMOCTb.
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Tabnuua 1
IudpoBbie TexHOJOrMYecKHe pelieHs B pamkax koHuenuun «Hosas sxonomuka 2.0» (pa3padoTano aBTopom)
OUHAHCOBBIH Cenbckoe Crpoutens- Tpacropr
[IpomBIIIeHHOCTS / OHepreTuka / . u noructuka /| Toprosis /
Industry 4.0 cexTop / Smart Grid XO3AUCTBO / | cmo/ Smart Smart Supply | E-Commerce
FinTech Agriculture 4.0 | Construction Chain
IoT, BDA, Al, BDA, BDA, IoT, Cloud IoT, Cloud | BDA, IoT, | BDA, Cloud
Blockchain, Cloud | Blockchain, | Blockchain, Cloud
Al Cloud 10T, Cloud
PDM, MES ERP, ERP, RPA, ERP,SSM, | PLC/CALS, | BIM,KM, | ERP,SSM, | ERP, SSM,
CAD, CAE, CAPP, | SSM, CRM, |CRM, SCADA, AITS BPM, Rob | CRM, KM, CRM,
SSM, CRM, KM CAM, KM, BPM PLC/CALS,
PLC/CALS, BPM KM
SCADA, CAM, KM,
3D, TQM, BPM, Rob

Ilpumeuanue. 3D — anIuTHBHBIE TEXHOJIIOTHH U cUCTeMEI; Al — nckyccrBeHHbIH nHTeNIeKT; AITS — cucrema npenTuuKa-
LM, PETHCTPALMH, IPOCICKUBAEMOCTH KUBOTHBIX M MPOAYKIHMHU XMBOTHOI'O HMpoHcXxoxaeHus; BDA — ananmnTuka GoibpIIMX
nauspix; BIM (Building Information Modeling) — cucteMbl HHPOPMAIIMOHHOTO MOACIHUPOBAHHS B 00IACTH MPOMBILUICHHOTO U
rpaxaaHckoro crpoutensctBa; BPM (Business Perfomance Managment) — mponeccHoe ynpasienue opranmzanueii; CAD,
CAE (Computer-Aided Design; Computer-Aided Engineering) — cucremsl nudpoBoro mpoeKTUPOBAHUS U MOJCIHUPOBAHUS,
CAPP (Computer-Aided Process Planning) — cucremsl mianupoBanus npousBojacta; Cloud — o6madHoe NMpOU3BOACTBO;
ERP (Enterprise Resource Planning) — nudpoas cucrema mmanupoBaHus pecypcos npeanpustusi; loT — MaTepHeT Bemeit;
KM (Knowledge Management) — ynpasiicHHe 3HaHUSIMU 1 HAaBBIKAMH Ha Pa3JINIHBIX YPOBHAX ynpasneHus; MES (Manufacturing
Execution System) — mudpoBas cuctemMa ynpasieHHs IPOU3BOICTBeHHbIME nporieccamu; PDM (Product Data Management) —
cuctembl ynpasneHus umkeHepHsiMu ganHeiME; PLC / CALS (Product Life Cycle, Continuous Acquisitionand Lifecycle
Support) — cucTeMbl yIpaBIeHHs )KH3HEHHBIM IIUKJIOM IpoMbIiieHHOTo mpoaykra; SCADA, CAM (Supervisory Control And
Data Acquisition, Computer-Aided Manufacturing) — cucremsl aBTOMaTH3anHuU NEeXOBBIX HponeccoB; SSM, CRM — cucremst
npojaxxku u ympasienus cepsucom; SCM (Supply Chain Management) — cUCTeMbI yIpaBJICHUS IeMOYKaMu MOCTaBok; TQM
(Total Quality Managment) — Moaynu obuiero ynpasieHus KadecTBoM; Rob — pobororexHuueckue (poOOTH3MPOBaHHBIE) CH-

CTCMbI 1 aBTOMAThI.

Baxxno ormetuth, uto cucteMsl loT [1] cBs-
3aHBl MPU HAIWYUU peajbHBIX aKTUBOB, 00BEIU-
HEHHBIX B CETH M KOHTPOJIHPYeMBIX yepe3 MHTep-
HET, HE TOJIBKO ¢ SKOHOMHYECKUMHU HJIM COLMAIIb-
HBIMH PHCKaMH U yTpO3aMH, HO U C (pU3HUECKON
0e30omacHOCTRIO TpakaaH. Takum oOpa3om, Tpen-
CTaBJIIETCS BO3MOXKHBIM pPacCMaTpPUBaTh JaHHBIC
TEXHOJIOTHH B pa3pese kubepdusndeckoit Oezomnac-
HocTH. Kpome Toro, cuctemsr 10T [2] sBnstroTes Te-
TEPOT'CHHBIMHU 110 CBOCH MPUPOJIC, UTO YBEITHUUBACT
CJIO)KHOCTh MEXaHU3MOB 0€30MacHOCTH U KOH(U-
JIEHITNATBHOCTH.

Jlns Takux CEKTOPOB, KaK MPOMBIIIICHHOCTD,
CEIIbCKOE XO3AHCTBO, HEpreTHKa (BKIIOYas saep-
HYIO DJHEPIreTHKY), JIOTUCTHKA (BKJIIOYas TpaHC-
MOPTHYIO MHPPACTPYKTYPY), TOPOACKOE yIpaBiie-
HUE, BBIIEISIFOT PUCKH, CBSI3aHHBIE C BHEJIPEHUEM
texuosoruii loT, B ToM "mcite kubepOe30MmacHOCTb,
obOecrnieueHrne KOH(MUACHIMAIBHOCTH JaHHBIX, OT-
CyTCTBHE HOPMATHUBHBIX CTaHIApTOB W, COOTBET-
CTBEHHO, HECOBMECTUMOCTB T€TEPOTEHHBIX CHCTEM,
JIAKyHBI B 3aKOHOATEIbHOM PEryJIMPOBAHUU.

Kpowme Toro, cuctemsl IoT B HacTos1iee BpeMs
00pabaTeIBAIOTCA IIEHTPATU30BAHHBIMU 00Jad-
HBIMH CHUCTEMaMH yIpaBJCHUS JaHHBIMHU, YTO

YBEIUYMBAET UX YSI3BUMOCTD, aKTYaJTU3UPYsI MPO-
0JIeMaTHKy TENOCTHOCTH, KOH(PHUISHIIMATHHOCTH U
JOCTYITHOCTH HH(OPMALIMOHHOMN 3aIlIUTHI JAHHBIX OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyIa, W3MEHEHUS WU
ynanenus [16]. CymecTByeT puCK O€30MacHOCTH
TIPUKJIaTHBIX MPUIOKEHU W TMPOMBIIIIEHHBIX 00-
JIAYHBIX TUIaTGOPM B YCIIOBUSX OTPAHUYCHHOCTH HX
HOJTHOLIEHHOM U30JIAIMU OT BHEIIHKX ceTeli'. Buen-
peHre OO0JauHBIX TEXHOJOTWH B TaKHMX CEKTOpax,
KaKk 0aHKOBCKUH, TEIEKOMMYHUKAITUH, IIPOU3BOJICT-
BEHHBIE TPENNpUATHsS, (HOPMHUPYET CIEAYIOIINI
KOPITyC YIpO3 W PUCKOB: OE30MaCHOCTh MCIIONB3ye-
MOT0 IPOrPaMMHOTO 0OecTieueH s, HaIeXKHOCTh HH-
(hpacTpykTyphbl, obecriedeHre 6e30macHOCTH XpaHe-
HUAS TTUQPOBBIX JaHHBIX, ceTeBas 0OE30I1acCHOCTb,
rapaHTvs aHOHUMHOCTH JaHHBIX, oOOecleueHue
[EJTOCTHOCTH, KOH(DHIEHITNATHHOCTH U TOCTYITHO-
¢ty nH(pOpMaIHH.

B nienom cnegyer OTMETUTH, YTO pacIIMpeHue
OTKPBITOTO, B3aUMOCBSI3aHHOT'O M HHTEJUICKTYallb-
HOTO Pa3BUTHSA B IPOU3BOJICTBEHHOH, CEITHCKOXO-
351UCTBEHHOM, TPAHCIOPTHOM, HHEPreTUYECKOU
chepax, TOpProBie W KOMMYHAIbHOM XO3SHCT-
BE€ CTalKMBAaeTCS C CEpPhEe3HBIMH IpoOIeMamMu
6e3omnacHoctH [17].
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TexHONMOTNYECKUE MHHOBALUH CIOCOOCTBYIOT
uHTerpanuu MHTEpHeTa M TpaAMIMOHHBIX OTpac-
JIeH, TIOJIKITIOYEHUIO OOJIBIIOT0 KOJIMYECTBA MPOU3-
BOJICTBEHHOT'0 000pPY/IOBAHHUS U CHCTEM YIIPaBIICHUS
K cetd. CIOXHOCTH OLU(POBAHHBIX IMPOU3BO-
CTBEHHBIX (TOPrOBBIX, TPAHCIIOPTHHIX) cpel PaKTu-
YECKH ONPEeIeTCs] HATMIUEM JIBYX B3aMOCBSI3aH-
HBIX OCHOBHBIX CeTeil: WH()OPMAITMOHHONW W TIPO-
W3BOJICTBEHHOH (TOproBoii, TpaHcmopTHOI) [18].
PesynpTupyromnue B3auMOCBSI3aHHOCTH B ouludpo-
BaHHBIX Cpellax CO3Jal0T YBEJIMYEHHYIO IOBEpX-
HOCTb aTaku M 0O0JIbIe BO3MOXKHOCTEH Ul UX pac-
MPOCTPAHEHHUS.

KubepaTtaka MOXXeT pacIpOCTPaAHITHCS 110 BCeH
WH(OPMAITMOHHOM CETH ¥ HAHOCUTH 3HAYUTEIbHBIN
yiepd Kak WHPOPMAIMOHHOHN, TaK W TMPOU3BOI-
cTBeHHOl ceTn’. TakuM 06pa3om, yiiepO, BhI3BaH-
HBIH KHOEpaTakoi, He TOJNIBKO CHUXKAeT (hYHKIHO-
HAJILHOCTh CaMOr'0 aTaKOBAHHOI'O CETEBOTO Y3Ia,
HO TaKK€ MOJKET PaclpOCTPAHITLCA Kak B HH(POpMa-
LUOHHBIX, TaK U B IPOU3BOJICTBEHHBIX CETIX U3-3a UX
B3aMMOCBsI3aHHOCTH. Kpome Toro, mpoMmblluIeHHbIE
cuctemsl ynpasnenus (ICS) Tpaguimonso ¢pyHKIMO-
HHUPOBAJIM B M30JMPOBaHHBIX cpenax. C pa3BUTHEM
UH()OPMALIMOHHBIX U KOMMYHHUKALMOHHBIX TEXHOJIO-
U 1 (QYHKITMOHAIBHBIX TpeOOBaHWN Bce OOJBIIE
ICS nepeBoasTcs B 00IIEIOCTYIHYIO CETh sl 00ec-
TIEYEHNs] yAAIeHHOTO KOHTPOJIA M HajaA30pa 3a MH-
¢pactpykrypamu [19]. anHblii daxTop yBenudu-
BAeT BEPOSITHOCTH BHEITHETO 3JI0HAMEPEHHOTO TPO-
HUKHOBCHUS BO BHYTPEHHHE CHCTEMBI yNPaBICHUS
HPEANPUSTAIMH.

TenneHuns: BHEAPEHUSI WHTEIUIEKTYAIbHBIX CH-
CTEM B SHEpreTHYeCcKHe CUCTEMBI (KaK Ha YpOBHE UH-
TEJUIEKTYaJIbHBIX AUCTIETYSPCKUX CHCTEM, TaK U CH-
CTEM YIPaBJICHHS) aKTyaJIM3UpOBajia MpoOIeMaTuKy
PHUCKOB ITU(PPOBHU3ALINY ISl CTAOMITBHOTO (DYHKIIHO-
HUPOBAHUS HE TOJIBKO JAHHOTO HAIPaBJICHUS B CEK-
TOpAJILHOM pa3pese, HO ¥ HaIlMOHAJIBHBIX 3KOHOMUK
B menoM. Smart Grid xapakTepusyercsi OBICTPBIM
JBYCTOPOHHHMM TOTOKOM HH(OPMAalMUd MEXIy CO-
CTaBHBIMU DJIEMEHTAMH CETH, OJIOKaMH I'eHepaluy,
nepenayn, pacmpeaenenus u norpeduremsamu’ [20].
PacnpeneneHnHble TeTepOreHHbIE 3HEPTOreHEpH-
pYIOIIe MOIIHOCTH, THOKME HArpy3KH U BHEIIIHHE
MPHUPOTHBIC W AHTPOIIOTCHHBIE (PAKTOPHI BIHSIOT
Ha 0€30MacHOCTh M CTa0MIIBbHYIO paboTy dJeKTpHUie-
ckux cereit [21]. BaxHO OTMETUTH, YTO KOHIEMIIUS
Smart Grid mpenmonaraer nuppOBU3AINIO OCHOB-
HBIX YEThIPEX KOMIIOHECHTOB SHEPTOCUCTEMBI: 3HEp-
TOT€HEPUPYIOMINX MOIIHOCTEeH, B3HEepronepeaad,
pacripefenieH!s 1 KOHEYHOTO OTPeOIeHNS, KaxK bl
13 KOTOPBIX ABJSIETCA YS3BUMBIM ISl pa3HOTO BHIA
BHemHuX arak. [IpoBenenHoe B 2016 r. uccnenosa-
Hue [22] o 3apeructpupoBaHHbIX aTtakax B CIIIA no-
Ka3aJio, YTO SHEpreTuuecKas HHPPacTpyKTypa sBIIs-
JIaCh METBI0 TaKMX aTak B 54% ciydaes [23].
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BaxHO OTMETHTB, UTO 3JIEKTPOIHEPTETHUKA SBIIS-
€TCAd COCTaBHOW YacThIO KPUTHYECKOW HALMOHANb-
HOW WH(QPACTPYKTYphl, KOTOpas ONpenenseT cTa-
OUIBHOCTD (PYHKIIMOHHPOBAHUS KU3HEHHO Ba)KHBIX
chep B KOHTEKCTE, B TOM YHCJI€ IKOHOMUYECKOH
Oe3onacHocTH rocyaapctsa. JIrobas cucrema MOXeT
CTaTh KPUTUIECKOH, KOTAA YA3BUMOCTH CTaHOBSTCS
yrpo3aMu, BEI3bIBAIOLIMMH Pa3INYHbIE BUABI Pa3py-
IIUTEJIFHOTO BO3IEHCTBHS Ha COLIMAIbHBIE CUCTEMBI,
SHEpreTHKy, 0e30MacHOCTh, 3I0POBhE HACENEHHS U
BaskKHBIE IIEMEHTHI 00miecTBa . OTKa3 HHPPACTPyK-
TYPBI WM HEJOCTYIHOCTh YCIyT MOXKET IPUBECTH K
3HAYUTEIBHBIM Pa3pyLICHUSIM U OKa3aTh HETaTUBHOE
BIIMSIHUE Ha [IPOMBIIIIIEHHOE POU3BOJCTBO, Oe30mac-
HOCTB JKM3HM U UMyIecTsa® [24]. JIanubli c60ii Mo-
JKeT paclipoCTPaHUThCA Ha JIPYyTHe YacTH, BBI3bIBAs
KacKaJHble COOM BO MHOTUX APYTHX CBA3AaHHBIX MH-
(dpacTpyKTypax € HapacTalOIIUMHU HETaTHBHBIMU
MOCJICICTBUSIMU B 9KOHOMHUKE. B mocnietane ropt o1-
MeYaeTcsl TCHACHINS YBEINUCHUS! KOJIMYECTBA BbISIB-
JICHHBIX B3JIOMOB CHCTEM YIPABIICHHUS KPUTHIECKOU
MH(PACTPYKTYpPHI C LETbIO BEIBOAA €€ U3 CTPOsI MO0
mmuoHaxka . Peammsanms konunenumu Smart City
CTAJIKUBAETCS C YTpOo3aMH O€30IIaCHOCTH MO BO3ZEH-
CTBHEM KHOEpaTakK 1o MPUYUHE XPYIKOCTH CUCTEMBI U
IIIUPOKUX BO3MOKHOCTEH IS YTEUKH JaHHBIX [25, 26].
Kpome Toro, ormedaercs mpoOiema uHGOPMAIMOH-
HBIX OCTPOBOB B CITy4yae PacIIUPEHUS H30JISAIUN 1aH-
HBIX 1 HECOBMECTHUMOCTH MEXY Pa3IMYHBIMHU CHCTE-
Mamu 1 opraumsamuamu ' [25]. Intellectual Transport
Systems (yMHBIE TpaHCIIOPTHBIE CHCTeMbl) [27] B
pamkax koHtermmn Smart City cTaHOBSTCSI Bce Ooiree
MHTEIJIEKTYaIbHBIMH 6J1aroAapsi U pOBEIM TEXHO-
norusiM. TpaHCIIOpTHBIE CpENCTBA, OCHAIlEHHBIE
CHUCTEMaMHU KOMIIBIOTEPHOTO 3pEHMSI, PA3INIHBIMU
BUJaMH JAaTYUKOB U KaMep, 0OMEHHUBAIOTCS APYT C
IpyroM uHpoOpMaLue B pexuMe peaJbHOTo Bpe-
MeHH. B 3TOM CBSI3U IENOCTHOCTD JAHHBIX SBIISICTCS
OCHOBHOM Mpo0eMoii 6e30MacHOCTH, CBA3aHHOM C
0€30MacHOCThIO0 HHTEIJIEKTYaIbHON TPAHCIIOPTHOM
CUCTEMBI.

HanpHeiimas nudpoBU3anis CEKTOpPa TEICKOM-
MYHHKAIMI BBIPaXKaeTcsi B POCTE€ MOILICHHUYECKHX
OIlepaliii C UCIIOIb30BAHUEM IOIIETIbHBIX UIICHTH-
(hUKAIOHHBIX aHHBIX (HanpuMmep, OaHKOB, HAJIOTO-
BBIX OpraHOB) JJIsI COBEPIIEHHS HeXelaTebHbIX
3BOHKOB U OTIIPABJICHUS COOOIICHNH, YTO TIPHUBOJUT K
dunancosM moTepam'! [28]. OIHIM 13 caMBIX orac-
HBIX C TOYKH 3PEHUS TIOTEPH (PHHAHCOBBIX PECYpPCOB
¥ 3aTParuBaroOLIMX KaK PeryJsITopa, Tak 1 HOCTaBIIH-
KOB TEJIeKOMMYHHKAIIMOHHBIX YCIYT SBIAETCS MO-
[IEHHHYECTBO C 00X0I0M WIIH MOIIIEHHIYECTBO ¢ SIM
Box'%. JlaHHblii BUI NpecTyIUIEHHH pacpoCTpaHeH B
PErvoHax WM CTpaHax, Tae Tapu(bl Ha MEXXITyHApOA-
HYIO CBSI3b 3HAUUTENBHO BBIIIE, YeM MECTHBIC 3BOHKH
Ha CTaIlMOHAPHBIN WM MOOMIHHEIA HOMEp. MolreH-
HHUK{ pa3MemiaioT ycrpoiicteo SIM Box, koropoe
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TO3BOJISIET TIEPEHAIIPABIIATEH BHI30BBI OT MEXKIyHaPO/I-
HOT'O BBI3BIBAIOIIETO A00OHEHTA K BHI3BIBAEMOMY a00-
HEHTY, MAaCKHUpysl 3BOHOK KaK MPOMCXOMASIIMNA C
MECTHBIX MOOWJIBHBIX WM TeJICPOHHBIX (HUKCHPO-
BaHHBIX CTaHIMH, TAKUM 00pa3oM, 00X0Jsd COOpBI,
YIUTAaYUBaeMbIe PETyIATOPY 32 MEXKIYHApPOIHBIN /
MEXyTOPOIHUI BBI3OB.

Blockchain wHTerpupyeTcss Kak B TpaJaWIIHOH-
HBIe OTpaciu Ha 6a3e koHnenuii Industry 4.0, Smart
Grid, Smart Supply Chain u nip., TaK ¥ rJIaBHBIM 00-
pazoM B FinTech-unnycrpuro. Cpenu pucKoB BHE-
pEeHMsI JAaHHOH TEXHOJOTUH BBIIEISIOT TUIOXYIO 3a-
IIUTY KPUNTOBAIIOTHON HWHIYCTPHH, YTO CO3/aeT
MOTEHIHAI U KPakKd KPUNTOBATIOTHBIX aKTHBOB
MOJIb30BaTeNiel, B OCOOCHHOCTH C IPUMCHEHUEM
criernuanbHO paspaboTaHHoro BpenoHocHoro [10 [29].
B31moMbI kak OMPIKEBBIX, TAK U KPUIITOBAITFOTHBIX KO-
IIETTbKOB CTaiy OoJiee paclpoCTpaHESHHBIMH M Mac-
MTa0HBIMH KaK Ha YPOBHE KPUNTOBATIOTHBIX OWp-
eBbIX iatdopm'”, Tak n FinTech-opranmsanmii'®.
CornacHo wuccinenoBanuto CipherTrace [30], B
2018 r. ¢ OUpKEBBIX MJIOMIAT0K OBLIO TOXHUIIECHO
950 mia gomn. CIHA (360% k ypoBHio 2017 r.).
B otimume ot perynupyeMbix OUpiK, Ha OOJBIIHH-
CTBO KPUNTOOHPK HE PACTIPOCTPAHAIOTCS OOBIYHBIE
TpeOOBaHMUS K TOCTATOYHOCTH KaIlMTalla, IPEyCMOT-
peHHble hrHAHCOBBIM periiamMeHToM [31]. bonbmma-
CTBO KPUNTOOUPXK HEIOCTATOYHO KalUTAJIU3UPO-
BaHbI, U B Cly4ac HapyUICHUs OE30MacHOCTH 3TH
OHMp>KH HE TIOKPBIBAIOTCSA CTPAaXOBKOW M HE UMEIOT
JOCTAaTOYHBIX (DMHAHCOBBIX BO3MOXHOCTEH IS TIO-
KpBITHS TTOTEph. 1o mpuyunHE BBHICOKOTO MHBECTH-
IIMOHHOTO PUCKA U BO3MOXKHOCTEH JIJIsi MOIICHHHU-
YEeCTBA PSII FOPUCIUKIINN, Takux Kak Kutait u FOx-
Has Kopes, B 2017 r. 3anpermnn ICO. CornacHo
oruery Ernst & Young 3a gexabps 2017 1., u3 06-
mero o0bema cpeacTs, npusiedeHHbX [CO B pas-
mepe 4 mupn gomn. CHIA, okono 10% moxwuieHs!
kubeprpecTynHuKamu [32].

BMmecre ¢ TeM, Kak TOKa3ajiu pe3ysibTaThl HC-
cnenoBanust CipherTrace, B 2020 r. 3HaYUTEIBEHO
COKpPATHJIOCh YHCJIO TMPECTYIUICHUH, CBI3aHHBIX
C KPUNTOBAIIOTHOM MHAYycTpuel [33]. AHaTUTHKU
OTIpEAEINIIN, YTO JAHHBIH 1MOKa3aTelbh CHU3WIICS Ha
57% B 2020 1. O0OBeM KpUMHHAIBHBIX OMEpaIHii
B KpuNToc(epe COKpATHUIICS OPUEHTHPOBOYHO O
1,9 mupna mom. CHIA®. B 2019 r. He3akoHHas
JIeITenbHOCTh, cocTaBuia 2,1% or Bcero oObe-
Ma TpaH3aKIUi C KPUNTOBAIIOTOH, WM OKOJIO
21,4 mipxa nomn. CILIA mepeBomoB. Bmecte ¢ Tem B
2020 . 107151 HE3aKOHHBIX OIEPAIid ¢ KPUIITOBAITIO-
toit ymana o 0,34%, wm Ha 10 Mupa momn. CHIA
B 00BbeMe TpaH3akiuii [34].

WuctpyMmeHTapuii 0aHKOBCKHUX KHOepaTak mpe-
MoJIaraeT WCIIOBb30BaHUE BPEIOHOCHBIX MPOTPaMM
(BKiIOYass GAHKOBCKHE TPOSIHCKHE MPOrPaMMEI'®) u
Pa3IMYHbIX CIICIUATU3UPOBAHHBIX (HopM Kubeparak

(Bxmrouast DDoS'7), HanpaBIeHHBIX HA yA3BUMOCTH
CHCTEeMBI OHNaitH-6ankuHTa [35-38]'%.

Tax, cormacHo otuery «Jlabopatopuu Kacmep-
ckoro» 3a 2021 1. [39], BBIOEISIOTCS CIEAYIOIIHE
KuOepyrpo3sl B 0aHKOBCKOM cdepe:

1) mepenponaxka aAocTyna K OaHKOBCKHM CHC-
Temam'’;

2) aTaku TporpaMM-BBIMOTaTesieli Ha OaHKOB-
cKue cetn’’;

3) pazpaboTka CIeNUaIbLHOTO IPOTPAMMHOTO
oOecrieueHus Ajsl ataku komMmepueckux VPN-mpo-
BaliJIepOB M YCTPOWCTB, paboTaromInx B HH)pa-
CTPYKType WX KIueHTOB. Kpome TOro, 310yMBIII-
JICHHUKH CO3J[aBAT MUKPOIIPOTPaMMBI JITsI CKaHH-
poBaHHMA ceTell 1 cOopa JaHHBIX;

4) 3apaxenne MHTepHET-6aHKOB TPOSHIIAME®

5) araku (PUHAHCOBBIX MPHUJIOKEHHUH, BKIIOYAS
TIPHIIOKEHHS KPUMTOBATIOTHBIX OGPk’

6) Kpaka TaHHBIX TIATEKHBIX KapT>;

7) BpeIIOHOCHOE TIPOTpaMMHOE oOOecIeueHne
ans atak Ha POS-TepMuHAsIBI 1 GaHKOMATBI .

ITo nmamaeiM COepbanka Poccuu, exemHEBHO
¢ukcupyercs G6omee 100 kubeparak Ha HH]pa-
CTPYKTYpy W (PMHAHCOBBIE CEPBUCHI DaHKa, COBEp-
mraercst 6osee 10 ThIC. TOMBITOK MOIIEHHHYECTBA B
oTHOMmeHNH KimeHToB [40]. B 2021 r. 3adukcupo-
BaHa «camasi MOIIIHAsl B MHUpE aTaka Ha (PHHAHCOBBIH
ceKTop» pacmpenencHHoro Tuna DDoS Ha 12 KpyTHBIX
¢uHaHCOBBIX opranm3anuii Poccun, a Taxke mpo-
[[ECCUHTOBBIE KOMITAaHWU U VIHTepHET-TIpOBaiIepHI.
Jlns yBenmmueHnsT MOIITHOCTH aTaky KHOETPeCTyITHH-
KaMH HCIoIb30Batack nHppacTpykrypa loT [41].

Cornacuo nanaeM Llentpanpaoro 6anka Poccun,
B II kBapraine 2021 r. 00bem omneparuii 6e3 cornacust
KJIMEHTOB BBIPOC 110 CPABHEHHIO C aHAJIOTUYHBIM Tie-
puonom 2020 . Ha 23%, npu 5TOM 00bEM YKpaJeH-
HBIX CPEICTB MPEBBICKIT 3 MIpJ poc. pyo. (pocT Ha
38%) [42]. Ilpu 3TOM cpean TUIIOB IHA(POBBIX aTak
JOMUHHPYIOT aTaKu C 3JIEMEHTaMH COLUAIBHOMN WH-
JKeHepuu U GUIIMHroBble ataku. Cpenu cTpaH, Moj-
BEPTIIMXCS 3HAYUTENBHBIM KuOeparakam B 2006—
2020 rr., mumupyrotr CIIA, BemukoOpuranus, Wn-
nusi, OPT" u FOxnas Kopest.

C y4eToM BBISBICHHBIX YTPO3 U OTPaHWIEHHIH CO-
BPEMEHHBIX TEXHOJIOTHYECKUX pElIeHHH Ha YpOBHE
oTpacJel HHTerpalys U(PPOBBIX KOHICTITOB TeHEPH-
pyer ciexymouye pucku (Tadam. 3).

Taxum 00pazom, ¢ yueTom crienuuky BHEAPS-
eMBIX IUQPOBBIX CHCTEM Ha YypOBHE oOTpacieit
TIPECTABIIIETCS. BOBMOXKHBIM Cc(pOpMHPOBATH Clre-
IYIOUIYI0 MaTpUIly KHOepyrpo3 B 3aBUCHMOCTH OT
CeKTOopoB (cM. Tabm. 4 Ha c. 37-41).

B Hacrosiee Bpemsi, Kak Mmokasaj MpPOBEACH-
HBIA aHaNW3, Cpelr Hauboyiee PacIpoCTPaHEHHBIX
W ONAaCHBIX MHCTPYMEHTOB KHOEpaTaK BBLACISIOT
BpenoHocHbIe TiporpaMmbl (BII), 1mieneBrsie xudep-
ataku (APT) u DDoS-artaku.

Tpyabl BI'TY Cepus 5 Ne 1 2022
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O06BeM yrpo3bl BO3ICHCTBUS Ha SKOHOMHUKY
A (TMOTEeHIIMATHHBIN )

Bricokmit

BpenonocHeie
MIPOrPaMMBbl

Cexrop
HU3KUX
u
CPEIHUX
PHCKOB

Huskuit

DDoS-araku

CeKTop BBICOKUX PUCKOB

APT-araku

Bricokas

Huskas

»

BeposaTHOCTE BO3AECUCTBYSI HA DKOHOMUKY

Marpura pucKoB Ha ypOBHE IKOHOMHKH ISl Pa3IMIHBIX KHOSPUHCTPYMEHTOB (pa3paboTaHO aBTOPOM)

1. BpenoHOCHBIE MPOTpaMMEI, TaKHUE KaK YepBH,
BUPYCHI, TPOSIHBL, BBIMOTATEIH, O9KI0PBL, INMTHOHCKOES
IO u T. A., UCTIONB30BATIMCH MOIIICHHUKAMU JJISL Op-
TaHU3allUU aTaK Ha KOMIBIOTEPHBIC CUCTEMBI C IIe-
JIBI0 HApYIICHUS KOH(UICHIIMATBHOCTH, LIEIIOCTHO-
CTH TIePeJaBacMbIX JTAHHBIX W JIOCTYMHOCTH YCIYT,
Tpe/IaraeMbIx 6a30Boi HH(pacTpyKTypoii [38, 53].

2. IleneBbie kubepataku’' (APT) mpenmona-
raroT ckpbitoe BHenpeHue B MTK-cexkrop opranu-
3allid, KaK MPaBWIO, C IENBI0 KPaXXH JaHHBIX U
MPOMBIIIUICHHOTO IITTHOHAXA.

3. DDoS-ataku HUMEIOT IIENbI0 OTKIIOYCHUE
KOMITBIOTEPHBIX CHCTEM MU ceTeir’” [63].

Crenuguka HCIIONB30BaHUS KHOEpaTak pas-
JIMYHOTO BUJA B OTHOIICHUHM 3KOHOMHYECKUX, CO-
IUANBHBIX W OOIIECTBEHHBIX OOBEKTOB BO3JCH-
CTBUS TO3BOJISIET IPOBECTU CIEAYIOMIUI CpaBHU-
TEJIBHBIN aHAIN3 UX XapaKTSPUCTHK (Tald. 5).

HUcnone3ys merononoruto McKinsey [66], npen-
CTaBJISICTCS. BO3MOXKHBIM ITOCTPOUTD CEAYIOIIYIO MaT-
pHIly PHUCKOB Ha YPOBHE MaKpOIKOHOMUKH JUISL pa3-
JIMYHBIX MHCTPYMEHTOB KUOEPIPECTyIUICHUH (pUcy-
HOK). Kak moka3aHo Ha pUCYHKE, B CEKTOpE OCOOBIX
PHUCKOB 11 MAKPO3KOHOMUKH HAXOMATCSA BCE UHCTPY-
MEHTBI KHOepaTak, OJJHOKO BO3JICHCTBUE Pa3iIMIaeTCs.
HawuGonbiass BeposTHOCTH yinepda U YS3BUMOCTH
00BEKTOB JIJIsI CTAOWITBHOCTY HAIIMOHATBHOW 3KOHOMH-
YecKOl cucteMbl ucxomut oT APT-arak, HaleNneHHbIX
Ha HanOoJIee KPYITHBIC ¥ 3HAYMMbIC WH/IMBU/Ty ATLHEIC
00BEKTBI HHPPACTPYKTYPHI U YIIPABICHUSL.

DDoS-aTaku OpUCHTHPOBAHBI TJIaBHBIM 00pa-
30M Ha croenuduuecKkue CerMeHThl Ou3Heca U
YIPAaBJICHUS, MMO3TOMY HA YPOBHE KOMIIAaHUH MX
BO3JICHCTBUE HE SIBIISCTCS KpUTHUECKUM. BMmecTe ¢
TeM B Clly4ae aTaKud TOCYJapCTBEHHBIX HH(pa-
CTPYKTYPHBIX OOBEKTOB M CHUCTEM YIIPABICHUS

Tpyabl BITY Cepus 5 Ne 1 2022

yiepO MoKeT OBITh CEPhE3HBIM (C YIETOM KOCBEH-
HBIX, PEMyTAlOHHBIX U BTOPUYHBIX H3/ACPHKEK).
BpenoHocHble mporpamMmbl SIBISIIOTCSL  Hambolee
pacmpocTpaHeHHBIM HWHCTPYMEHTOM KuOepIpe-
CTYIUICHHIA, OTHAKO CPEAHSSI BEPOSITHOCTD IPOPHIBA
CHCTEM 3aIlUTHl U OTCYTCTBUE (JOKyCa B OTHOILE-
HUH OOBEKTOB BO3JAEHCTBHUS NeNIaeT 3TOT UHCTPY-
MeHTapuil MeHee kputudeckum, yeM APT, Ho 6o-
Jiee 3HAYMMBIM 110 cpaBHeHHIO ¢ DDoS-aTakamu.

3akawuenue. Takum oOpazoM, pucku nudpo-
BU3aIMK Ha 0a30BOM YpOBHE OTpaciell ¥ mpeanpu-
SITUi 00y CIIOBJIEHBI, B TOM YHCJIE, BHEAPECHUEM TEX-
monorui IoT, BDA, Al, Blockchain, Cloud, a
TaKke OW3HEC-OMEepPaluoOHHBIX (TIPOU3BOJICTBEH-
HBIX) cucTeM. [y unpoBeIX HHHOBAMK M MeTa-
TEXHOJIOTHUH, B TOM uncie kKonenmuii Industry 4.0,
Agriculture 4.0, Smart Grid, Smart Supply Chain,
E-Commerce u Smart City, npeamonaraercs ¢op-
MHUpOBaHHE OUU(POBAHHBIX cpeld B (opMe ABYX
B3aUMOCBSI3aHHBIX CeTei: HMH()OPMAIMOHHOH WU
NpPOM3BOACTBEHHOH. Pe3ynpTupytomue B3auMo-
CBSI3U B OLM(POBaHHBIX NPOM3BOACTBEHHBIX Cpe-
Jax CO3Jal0T YBEJIMUYCHHYIO MOBEPXHOCTh aTaku H
OoJblIe BO3MOKHOCTEH ISl MX pacpOCTpaHEeHUSI.

C yudeToM crienupUKN BHEAPSIEMBIX HU(POBBIX
CHCTEM Ha YpOBHE OTpaciieii copMupoBaHa MaT-
pHLa ceKTopaJbHBIX Knbepyrpos. Cpenu Hanboee
pacnpocTpaHeHHBIX U OMACHBIX HHCTPYMEHTOB KU-
Oepartak BbIIEICHBI BPEIOHOCHBIEC TPOTPaMMBI, Lie-
nesole kubepataxu 1 DDoS-ataku. [IpoBenen cpas-
HUTENBHBIA aHAIN3 XapaKTEPUCTHK pPa3IHYHBIX
JaHHBIX KHOSPUHCTPYMEHTOB C YYE€TOM MX IOTCH-
UaJbHON HANpPaBIEHHOCTH B OTHOLICHHU CEKTO-
POB M CETMEHTOB 9KOHOMHKH, a TaKKe pa3paboTaHa
MaTpHla PUCKOB Ha YPOBHE 3KOHOMHUKH IJIsl pa3-
JMYHBIX KHOEPUHCTPYMEHTOB.
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B 2020 r. npousBoaurens snekTponrky Garmin cran xeprTBoii Bupyca-BeiMoraresst WastedLocker, kotopsiil sammdposai
BHYTPCHHIOIO CETh KOMITAaHUH U HEKOTOPBIE IIPON3BOJICTBEHHEIE CUCTEMEI. B pe3ynbraTe kubeparaku ObUIH 3a0I0KMPOBaHBI PyHK-
[MOHAIIPHBIC OIEpalii BHYTPCHHHUX CEPBHCOB, KOJUI-IIGHTpa, caiita W mpoMmbinuieHHoro mpoussozactea (http:/cyber-
safety.ru/2020/07/russkie-hakery-evil-corp-paralizovali-proizvoditelya-umnyh-chasov-garmin/27/07/2020).

’TTo Muenuio Muno6opousl CIIIA, B HacTosiee BpeMs y npoussoauTeneii [oT-060py10BaHUs NPAKTHYECKU OTCYTCTBYET CTH-
MyJI 47151 pa3paboTku QyHKIHH 6e30MaCHOCTH B IPOrPaMMHOM 00ECIIEYeHHH CBOUX TPOAYKTOB [4].

3B 6otrete [0T pasiaudHble CKOMIIPOMETHPOBAHHBIE HHTEILIEKTyalbHbIe 00beKThI 10T, TaKKe Kak KaMephl, JaTYIMKH U HOCHMBIE
YCTPOWCTBA, 3apaxkeHHBIE BpefoHOCHBIM 10, TO3BOIISAIOT 37I0yMBIIUICHHIKY KOHTPOJIIMPOBATh HHTEIUIEKTyanbHble 00beKThI [oT s
BBITIOJTHEHUS ICHCTBHI KaK B TpaJUIUOHHOM OoTHeTe. OCHOBHOE pa3iHine MeX.y TpaJUIHOHHBIM OOTHETOM U 60T-ceTsmu loT
3aKJII0YAeTCsl B TOM, UTO B IIOCIIEHEM ClTydae 3apakeHHbIe ycTpoiicTBa loT mpomoimkaroT pactpocTpaHsaTh cBoe BpegoHocHoe [10
Ha MHorue japyrue ycrpoicra. boraer IoT umeer Gonpiumit MacmiTad 1Mo CpaBHEHHIO C TPaIULIMOHHBIM OoTHeToM. B 2016 1. B
CIIA 6bu1a ocymectBiiena DDoS-ataka oy Ha3BaHueM «Mirai», B pe3ysbTaTe KOTOPOH ObLIO 3apakeHO OOJIBIIOE KOJIMYECTBO
ycrpoiictB loT, BKItoUYast BUIEOPETHCTPATOPHl M KaMephl BUACOHAOMIONCHNSA. DTH CKOMIPOMETHPOBAHHbIE YCTPOICTBA 3aTEM HC-
MOJTB30BAIUCH ISl HULMKpoBaHuss DDoS-arak npotus nocrasiunka yciayr DNS «DYN» myTem 3arpy3ku MaccuBa Tpaduka JaH-
HBIX B (hopMaTe MOUCKOBBIX 3ampocoB DNS [56].

“TIpu HANMMYMK YS3BUMOCTEIT IPOrPAMMHOTO 0GECTIEUEHHS 30y MBIIUIEHHAK MOYKET MONYYHTh JEHCTBUTENBHBIN KII0Y ceaHca
WY KaKUM-JII00 00pa30oM IepexBaTuTh ceTeBoi Tpaduk. Takum 00pa3oM, 30yMBIIUICHHIK MOXKET KOHTPOJINPOBATH BCIO CHCTEMY.
IMpoBenenHsIit anann3 Tpaduka napkHera B Mae 2018 r. BELIBII M(POBEIE JaHHEIE ¢ 6oee 129 Thic. yHUKanbHBIX yeTpoicTs [oT,
pacnpeneneHHbIX B 199 cTpaHax (OCHOBHBIMHU M3 KOTOpBIX Obun Mekcuka (14%), Bpasumus (12%), Kuraii (9%), Manonesus (5%),
Poccus (4%), CILIA (4%), BoetHam (4%)), pa3meliieHHbIX B 43 pa3iuvHbIX cekTopax. Hanbonee 3aTpOHYTHIMU CEKTOPAMH CTAJIH
npoBaiinepsl IHTepHET-yCIIyT, TeleKOMMYHUKaMi [12].

STlo maHHBIM OTpacieBoro perynsropa Benukobpurannun Make UK, B 2018 1. 24% GpUTaHCKHX MPOM3BOAUTENEH MOHECIH
(uHAHCOBBIC WM WHBIE YOBITKU B pe3ynbTaTe kubepatak [57].

®Hanpumep, «yMHBII» CUETYHK MOKET [EpeAaBaTh MHOOPMALHUIO C CaiiTa KIMEHTa HA KOMIBIOTEP MOCTABLIMKA yCiyr. Eciu
3TOT HOTOK MH(OPMAINH TOJDKEH OCYIIECTBIATHCA IO OSCIPOBOJHON CETH MM dYepe3 OOIIeAOCTYIHBIC CEeTH, KaHaJbl JaHHBIX,
BO3MOXKHO, JOJDKHBI OBITH 3alIHINEHEI. JJaHHBII MacCHBHBII MOTOK JAQHHBIX MOXKET IPEJCTaBISTh CEPhe3HbIEe MPOOIEMBI KHOep-
0€30I1aCHOCTH.

7B 2013 r. 6b11a B3n10OMaHa mioTuHa boymen-aseHio B HLIo—ropKe (CHIA), n xakepaM yaajaoCh NOTYYUTh KOHTPOIb HAJT IIUTIO-
3amu. VccienoBanus MOKa3aiM, YTO OHM MOTJIM JIETKO W3MEHHTH ITapaMeTphl, CB3aHHBIE C TOTOKOM BOJBI, WIIM JaXkK€ N3MEHUThH
KOJIMYECTBO XMMHYECKHIX BEILECTB, HCIIOJIB3YEMbIX MIPH 00paboTKe BOABL, 10 KatacTpoduueckoro 3G dekra, 4To IPUBENIO ObI K pa3-
pyHIHUTENbHBIM HocaeacTBusM. B 2016 r. xakepbl IPOHUKIIN B cUCTeMy yrpasieHus Bogokanana Kemuri Water Company (CILA)
1 U3MEHUIHN YPOBHU XHMHKATOB, HCIOJIB3YEMBIX JJIs1 00pabOTKH BOAOIPOBOLHOM BOIBI, MAHUITYJIUPYS KIallaHAMH, KOHTPOIHPYIO-
MMM TTOTOK XuMHKaToB. B 2016 r. menenanpasnenHas DDoS-aTaka OTKIIIOYMIA TEMIO W TOPSYYIO BOLY B ABYX JKHIIBIX JOMax
OunnsHaMY B cepeanne GpuHckoi 3uMsbl [23]. B 2018 1. o maHHBIM CITyk05I 6€3011aCHOCTH Y KpauHBbI, OblIa OCYIECTBICHA KHOep-
aTaka Ha cTaHIuo o9ucTKy Boabl OO0 «Ayibscknil XJI0pHBIH 3aBog» (00cTy)uBaeT HaceneHne B Ykpanne, Monnose u berapycn),
OpraHn30BaHHAsi HHOCTPAaHHBIM rocyaapctBoM. [Ipy atake MCIobp30Bajochk BpeoHOCHOe nporpamMmHoe obecrieuenne VPNFilter,
KoTopoe 3apazuiio He menee 500 Thic. MappyTH3aTopoB u yctpoiictB loT. IIponomkenne kubeparaku MOTJIO IIPUBECTH K CPBIBY
TEXHOJIOTHYECKUX NPOLIECCOB U BO3MOXKHOHU aBapuu [58]. DxcnepTsl «PocTenexom» o0Hapy UM IBYKPATHBIA POCT YHCIIA XaKep-
CKHX aTak Ha cTparerndeckue npeanpusatus B Poccun B 2020 r. KubeprnpecTyIHUKH, KaK IPaBUIIO, IBITAJINCH 3aBIaACTh MOYTOM
TOII-MEHEIKEPOB IPEANPHUATHI U IEPEXBATHTh KOHTPOIIb HaJ MHQPACTPyKTypoil. PocT Takoro poma aTak Ha cTpaTerndecKue mpe-
MpUATHA 00YCIIOBIICH MIEPEX0IOM Ha YAAJICHHYIO PaboTy COTPYIHMUKOB U 00pa30BaHHEM YSI3BUMOCTEH B MHPOPMAIIMOHHON HH(ppa-
cTpykrype. Llentp MoruTopHHTa 1 pearuposanus Ha knoepataku Solar JSOC kommnanuu «Pocrenexom-Conapy 3a SHBaps — HOSIOph
2020 r. 3auxcuposai 6oxpire 200 mpodecCHOHATBHBIX XaKePCKHUX aTak HAa POCCUICKUE KOMITAHUN (ABYKpAaTHBIA POCT MO CpaBHe-
Huto ¢ 2019 1.), B ToM unciie 30 aTak co CTOPOHBI IPYNIIMPOBOK HanboIIee BEICOKOTO YPOBHS, pPAOOTArONIMX Ha HHOCTPAaHHbIE TOCY-
napcta. Yamie Bcero npodeccnoHagbHble IPYNIUPOBKU MBITAIMCH B3JIOMAaTh O0BEKTH KPUTHUECKOW MH(POPMALMOHHON MH(pa-
CTPYKTYpBI: OaHKH, aTOMHBIE MPEANPUATHS, OOBEKTHI 3[]paBOOXPAaHEHHs, NEKTPOCHAOKEH!s, BOSHHbIE O0OBEKTHI U OpraHU3aluU
rocynapcreenHoro ynpasnenus (https:/www.kommersant.ru/doc/4593929). B mae 2021 r. kpymHeHuyo TpyOOnIpoBOAHYIO KOM-
naruto CHIA Colonial Pipeline atakoBana rpynma xakepos DarkSide. Washington Post cunraer, uto DarkSide — 3To rpymmna xake-
poB u3 Bocrounoit EBponsl. Tpy6onpoBox Colonial Pipeline mpoxoauT mo mobepexpro MeKCHKaHCKOTO 3ajMBa Ha IOT U BOCTOK
CIIA. ITanuka BOKpYT aTaky BBI3BajJa HEXBATKYy ra3a Ha IOr0-BOCTOKE M MOBBICHIA 00ECIIOKOCHHOCTh O pacTyIIeH yrpose mpo-
rpamm-BeiMoratenelt (https://www.washingtonpost.com/business/2021/05/08/cyber-attack-colonial-pipeline/). ATaka Ha KpymnHeiH-
nrero nepepaborunka msca B CIIIA (komnanuro JBS) 6bu1a coBepiena 30 mast 2021 r. M3 cTpost ObuIN BBIBEAEHBI ISTh MsicoIepe-
pabaThIBAIOIIUX 3aBOIOB, KOTOPBIC 00eCeYnBarOT 25% HAIMOHAIBHBIX MOCTABOK roBauHbI U 20% CBUHHUHBL BbIBens u3 cTpos
3aBO/Ibl, XaKepbl MOTPeOOBaN BBIKYII TAK JKe, Kak 3To ObLI0 ¢ atakoii Ha Colonial Pipeline. ITo cioBam cninkepa Benoro noma Kapun
XKan-ITbepa, 3a atakoit Ha JBS crosT, no Beeil BuanmMocty, poccuiickue xakepsl (https://echo.msk.ru/news/2847776-echo.html).

8Heynmaunas kubepartaka Ha HedTexumuueckuii 3aoa B CaynoBckoit Apasuu B aprycre 2017 r. 6blia IIpH3BaHa HE TOJILKO
cab0oTrpoBaTh paboTy 3aBOAA, HO U BHI3BATH B3PHIB, KOTOPHII MOT MPHUBECTH K YEIOBEYECKUM >kepTBaM. OHAKO OMMOKa B KOM-
MBIOTEPHOM KOJI€, UCTIOIB30BaHHOM 3JI0YMBIIIJICHHIKAMH, IPeIOTBpaTiia B3phB. B okTsa0pe 2017 r. DDoS-ataku Ha TpaHCIOPT-
Hy!0 ceTb B IlIBenuy npuBeny K 3aJepaKKe ABHKECHUS 110e310B [23].

°Ilo naHHbIM HccienoBanus Komnanuu «Pocrenekom-Conapy, Kaxuas JecaTas KpUTHIECKU 3HauuMast MH(OPMAIMOHHAS UH-
¢pactpykrypa B Poccun ckomnpomerrpoBana BpenonocHbM [10. Peus uner o rocopranax, 6aHkax, 000OpOHHBIX M TPAHCIOPTHBIX
oobekrax (https://www.kommersant.ru/doc/48383042tg).

9B Kurae, re «yMHbIE FOpOia» Hayanu passuBathes mocie 2010 r., orMedeHa npobiemMa oOMeHa JaHHBIMM ¥ MHTET DALMY,
Hanpuwmep, B r. HaHkuHe 13-32 HECOBMECTHMBIX ()OPMATOB JJAaHHBIX M CTAHJAPTOB MEXY CHCTEMAMH METPO U aBTOOYCOB MECTHBIM
OpraHaM BIIACTH MPHUIILIOCH IIOHECTH JOMOIHUTEIbHBIE PACX0OAbl B pasmepe 100 MITH oaHel AT MX MHTETpaluy B paMKax oOmiein
IIATEKHOM CUCTEMBL.
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'TTo paunbvM Acconuanuu o 6opsde ¢ MomenrnuecTBoM B cBsi3u (Communications Fraud Control Association — CFCA), B
TEJICKOMMYHHUKAIMOHHOH OTpaciy [0 BCeMy MUPY HakoIIeHo okoio 2,25 tpiH gomt. CIIA y6siTkoB [59]. HexenaTtensHble 3BOHKH
WM CTIaM-3BOHKH TTO3BOJISIFOT MOIIICHHUKAM 3apabathiBath 6oiiee 38 muipa qom. CIHIA B roa, uto cocTtapisier okoio 1,69% obmiero
JIOX0J1a OT TeJIeKOMMYHHKanuil. OCHOBHBIMH KaTETOPHUSIMH MOIICHHUYECTBA B TEJIEKOMMYHHUKAIIMOHHBIX CETSX SBISIOTCS: (ajb-
cuduxauust SMS (0,8 mupa gomn. CIIA), pummsr u ¢papmusr (1,6 mupa nomn. CIHA), ataka odpatHoro Bbi3oBa (Baurupn)
(1,8 mapa monn. CILA).

12B pesybTaTe MOIIEHHHYECTBA CPEIHETOAOBbIE YOBITKH cOocTaBIsIoT 4,3 Mupa nomn. CIIA.

130cnosannas B 2010 r. B [onkonre mwiatdpopma o6MeHa Kpuntopamoramu Bitfinex nocrpazana or cepun kubepaTax, KpynHek-
masi U3 KOTOPHIX IpuBena K kpaxe okoso 700 Teic. GutkonHOB B 2014 1. D10 cocrasmio okono 473 mmH nomt. CIIA n sBisercs
BTOPBIM I10 BEIMUYHMHE B3JIOMOM OOMeHa OMTKOMHOB. B nekadbpe 2017 r. kubGeprpecTyTHUKY TOXUTHIN OUTKOUHEI HA CYMMY OKOJIO
70 mmH momn. CHIA y NiceHash — miatdopmsl mis Toprosny 1upoBBIMH BaTIOTaMH, pacnoioxeHHol B CioBeHnu. B siHBape
2018 r. kubepnpecTyHUKH B3toMaH oupxy kpurrroBamoT Coincheck Inc. u moxutim oxono 530 miH TokeHoB NEM. B centsiope 2020 r.
6buta B3nomana kpunrodupxka KuCoin, nmoxumero 6onee 150 mun mowt. CHIA B xpunroBamore (https://whattonews.ru/vzlomana-
kriptobirzha-kucoin-pohishheno-bolee- 150-mln-v-kriptovaljute/). Poccuiickas kpunroBamtotHas Ooupxa Livecoin B nexabpe 2020 r.
00BSBHIIA O CBOEM 3aKPBITUH IOCIIE PE3KOT0 MPEKpaeHNsI onepanuil. bupska mogsepriiack CINIaHUPOBAHHOM aTake, B pe3yJIbTaTe
KOTOpOI1 OHA MOTepsiyIa KOHTPOJIb HaJ BCEMU CBOMMH cepBepaMi. B paMkax MHIUICHTa XaKepaM yAaloch 3aXBaTHTh HHPPACTPYK-
Typy Livecoin 1 ©3MeHHTH LIeHBI Ha OHUpXKe 10 aHOMaNbHO BBICOKHX 3HadeHui (https://cointelegraph.com/news/after-alleged-hack-
russian-crypto-exchange-livecoin-shuts-down).

1“DAO Gbula OCHOBaHA KaK OpraHM3alys BEHIyPHOro Kanurana Ha ocHose Ethereum, koTopas mo3Bosisiia co31aBaTh U BHE-
pate DApps (neueHTpani30BaHHbIe IPUIIOKEHH) Ha cBoei miatdopme. B mae 2016 r. kpayadanaunr mist DAO npusnek Gonee
150 muH momn. CIUA. Iporpammuslil n3bsia DAO no3Bonun kubepnpectynHukam ykpacts S0 mia gomt. CHIA.

SHanpumep, B 2019 r. OpecTyIHUKH COBEPILMIM C LM(PPOBLIMH aKTHBAMHU CIENIKH Ha 0011yI0 cymmy 110 4,5 mupa gosut. CLIA.

16TrickBot — epBbIii ¥ €MHCTBEHHBIA GAHKOBCKMI TPOSIH, IIPEAHA3HAYEHHBIH IS KJIMEHTOB KPYIHBIX 6aHKOB, KOTOPHIE OXBa-
THIBAIOT MHOXKECTBO reorpa(puaeckux H sI3BIKOBBIX 30H M0 BceMy Mupy. CHagana TrickBot mpenHasHavancs st QHHAHCOBBIX yUpe-
KIICHHUH, pacroioKeHHBIX B BenukoOpuranuu, ABctpanuu u llBeinapun. B Hacrosmee Bpems omepaTtopsl TrickBot mpoBoasT
CBOM aTaK! IIepeHANpaBIeHHs IPOTUB 6aHKOB B 19 pa3HbIx cTpanax [60].

"®uHancoBbIN GOTHET — 3TO PACIPE/IENICHHAS CETh 3aPAKEHHBIX KOMIILIOTEPOB, KOTOPOM MOKHO YIAICHHO YIPABIATh € OJl-
HOTO U TOTO XK€ CepBepa yIPaBJICHHsI H KOHTPOJIS C LIENIbI0 aTaKu Ha (PUHAHCOBBIX KJIMEHTOB [61].

18B pesynbrare kubeparaxu Ha 6ank JPMorgan Chase B 2016 1. 65110 B3I0MaHO OKOJIO 76 MIIH y4eTHBIX 3anuceil. DDoS-artaka
Ha HSBC B 2018 r. npuBena k IBYXJAHEBHOMY IPOCTOI0 B CUCTEMaX OHJIaH-OaHKUHIa JAHHOTO KPEIUTHOTO YUpPEKICHUs [62].
B 2021 r. momennunyectBo ¢ MHTepHeT-6ankuHroM B BennkoOGputanuu Beipociio Ha 117% mno o6bemy u Ha 43% 1Mo CTOMMOCTH IO
cpaBHeHHIO ¢ ypoBHeM 2020 r. [38].

19CymecTByeT PHIHOK MPEITIOKEHHI M0 yIATEHHOMY JIOCTYITY K Pa3INIHBIM OAHKOBCKMM CHCTEMAM M0 Becemy Mupy. Kaxk mpa-
BIJIO, KHOSPIIPECTYITHUKH MOTyYaloT JOCTYH Yepe3 YS3BUMOCTH, a 3aTeM MEeperpo/aloT ero 3I0yMbIIUICHHHKAM, IpeciIe Iy oM
cBOM (PMHAHCOBEIE HHTEPECH], HAIPHMEP OIlepaTopaM IPOrpaMM-BEIMOTaTENCH.

20Pa3nuuHbIe TPYIIBI BEIMOTATENEH POBOJMIIM 1IEJIEBLIE ATAKK Ha OaHKM 110 BceMy Mupy, Hanpumep B Kocra-Puke, Uunu u
Ha CellenbcKuX 0CTpoBaxX. OTH TpHU cliydast mupoko ocemanuck B CMU. 3a araku B Kocra-Puke HeceT 0TBETCTBEHHOCTh rpyIina
Maze, a 3a atakamu B Uninu crosiia rpynna REvil (Sodinokibi). [Tpu aToM sxepTBa HamaaeHusl, 3ariaTUBILIAs BBIKYII, HE TTOSIBIISIETCS
B CIIUCKE OPTaHHU3aIUi, MOABEPTIINXCS aTaKe.

2TIpumepamu, MOATBEPKAOIIMMH JaHHYIO TEHIEHLMIO, ABJIAIOTCS TaKue IporpamMmel, kak Ginp, Ghimob, Anubis u Basbanke.

2[IpumepoM CiIy)uT ceMeiictBo Ghimob.

BIpumepom siBisiorcs ataku Magecart 3.0.

24Tpymma Prilex, pacipocrpanstomas Bpegonocuoe 10 no monenn MaaS, Hauana repexBaTbiBaTh JaHHBIE, KOTOPHIMU 00Me-
HUBAIOTCS IUIATE)KHbIE TepPMUHANBL. BpenonocHoe nporpammuoe obecnedenne CESSO crano npemnocTaBisIThCs Kak yciyra JUis
atak Ha GankoMatsl Diebold, Wincor n NCR u kpaxku IeHeXHBIX CpeAcTB B eBpo, noitapax CIIA, Bamrorax jJaTHHOAMEpHUKaH-
CKHUX CTpaH.

25 AJUIMTHBHOE NPOU3BOJICTBO UMEET P/l YA3BUMOCTEMH, CBA3aHHBIX ¢ TeXHOJIOrUeH AM, ycyrybusemoii ee uudpoBoii mpupo-
JIOH, MOJKET MOTEHIHAIBHO [T03BOJIMTH 37IOHAMEPEHHBIM areHTaM BHOCUTH BHYTPEHHHE Je(EKTHI, TaKHE KaK OBl TN BHYTPCHHHE
TEOMETPHIECKHE HETOYHOCTH, CTaBs O] YIPo3y MEXaHWIeCKHe U (DyHKIIMOHAIBHBIE CBOMCTBA MPOAYKTa, 0€3 BO3MOXKHOCTH MX
oOHapy>KeHUs TPaJUIIOHHBIMI METOolaM KBanudukanuu [63]. B To xe BpeMst 04eHb BaKHO yUHTHIBATh IOTPEOHOCTH, CBI3aHHBIC
¢ 3aJa4aMy IPOSKTHPOBAHUS U IIPOBEPKH KNOSPHU3NIECKHUX CHCTEM [64].

26MexaHUUYeCKHUE [E€Talu BHYTPU pOOOTOB, TAKUE KaK 3aXBaThl, JJBUTATENH, IECTEPHH, KOJIECA WM TIOPIIHH, KOTOPBIE O3B0~
JISIFOT poOOTaM MepeMelaTh, 3aXBaThIBaTh U IIOJHUMATh MTPEAMETHI, IPEACTABISIOT CEPHE3HYI0 YIPO3Y, €CIIU UMH YIPABIISIOT 3J10-
YMBIIITEHHUKH.

?’Takue npeanpusTus, kak Fiat, Chrysler, T-Mobile USA, IRS, CVS, Costco, BOCTOHCKMiT METMIMHCKKI LEHTP M JIp., HOCTPa-
JTa7i OT KHOepaTak 1o MPUIUHE B3JIOMA UX CTOPOHHUX ITOCTAaBIIUKOB.

28KubepaTaku Ha KPUTHUIECKYTO HHYPACTPYKTYPY KIACCU(DUIMPYIOTCS Ha YETHIPE OCHOBHBIX TUIIA: aTaKa HA yCTPONCTBA, aTaka
Ha nu(poBHIC TaHHEIC, aTaka Ha KOH(QUACHIIMAIBHOCTE U ceTeBas ataka [23, 47, 48]: a) aTaka Ha ycTpoiicTBa HalpaBiIeHa HA KOM-
IIPOMETAINIO U YIIPaBJIICHHE CETEBBIM YCTPOUCTBOM. YacTo 3TO HaYaNbHBIHA 3Tall KPYITHOI aTaky, KOTra OJHO B3JIOMaHHOE YCTPOii-
CTBO HCHOJB3YETCsl B KAUECTBE TOUKH BXOJA IJIS 3aIlyCKa JAIBHEHIINX aTak M B3JIOMa OCTaJbHON YaCTH MHTEIUICKTYAIbHOH ceTn
(HanpyMep, CKOMIIPOMETHPOBAHHBIN JATIUK MOXKET MCHOJIB30BaThCs ISl OTIIPABKU BUPYCa, 3aMacKUPOBAHHOTO IO IOJUTMHHBIE
JTaHHBIE 0OHAPY)KEHUsI, U, CIEe0BAaTEILHO, PACIIPOCTPAHEHHSI €ro 10 OCTaJIbHOW YacTH CEeTH M 3apakeHus Bceil ceTH); 0) aTaka Ha
u(poBbIE JAHHBIC HANIPaBJIeHa Ha HE3aKOHHOE N3MEHEHUE WM yjajieHne U(POBBIX JaHHBIX HJIM KOMAHbI yIIpaBieHus B Tpaduke
CETH CBSI3H, YTOOBI BBECTH B 3a0JIy)KACHUE CHCTEMY YIIPABICHUS Ul IPUHATHS HENPABHJIBHBIX PEIICHUH / NeHCTBUI (HampuMep,
KOT/Ia KJIMEHT MAaHUITYJIHPYeT MHTEIUIEKTYaIbHBIM CYETUYHKOM, YTOOBI M3MEHUTH CBOM JAHHBIE O MOTPEOICHNH, YTOOBI OTPa3UTh
MEHBIINE CYMMBI B CBOEM CUETE 3a 3JIEKTPOIHEPTHIO); B) aTaka Ha KOH(HICHINAILHOCTh HAIPABIEHA HAa W3BJICUYCHHE TTEPCOHATb-
HOHM MH(OpMAINK T0JIL30BATEINICH; T) ceTeBas aTaka, Kak IPaBUIIO, OCYIIeCTBIsieTCsl B hopMe oTkaza B obcimyxusanuu (DoS) n
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HalpaBJIeHa Ha HCIIOJIb30BaHUE WM Meperpy3Ky KOMMYHHKAIIMOHHBIX W BBIYHCINTENBHBIX PECYpCOB CETH KPHTHUYECKON MHppa-
cTpyKTYpHL. B nexabpe 2015 r. xakepaM yajioch 3aXBaTUTh KOHTPOJIb HAJT TOJKIIIOUYCHHOIN CHCTEMOI yIIpaBIIeHHUsI SJHEPTOCHCTEMON
YKpauHbl, YCIEIIHO B3JIOMaB CUCTEMY HaJ30pa U cOopa JaHHBIX (supervisory control and data acquisition SCADA) cetu ¢ momo-
LIBI0 BPEIOHOCHOTO mporpaMmHuoro obecnedenus BlackEnergy. DTo BBI3BajI0 MacCoBOE OTKIIFOYECHHE HICKTPOIHEPTHH, B PE3yJlb-
Tate Kotoporo 6onee 700 ThIC. YEMOBEK OCTANUCH O€3 3MEKTPUYECTBAa Ha HECKOIbKO 4acoB [65]. B utone 2017 r. 6puta aTakoBaHa
NIEKTPUYECKas CeTh, KOTOpast IOCTABIAET dIeKTposHepruto B Benukobpuranuto u Upnanauo. Kubeparaka Obuta HampasiieHa Ha
IIPOHUKHOBEHHE B CHCTEMBI YIIPABJICHHS TUTAHUEM, YTOOBI OHM MOTJIH OTKIIFOUHTH BCIO HJIM YaCTh IEKTPOCETH. DTO OBLIO CAEIAHO
C UCTIONB30BAHUEM ITOASIIBHBIX IIEKTPOHHBIX NHCEM, TIPEJHA3HAYECHHBIX JJISI HEKOTOPBIX CTAPIINX COTPYAHUKOB YHEPTeTHIECKON
KOMIaHUH. DJIEKTPOHHBIEC MIIChMa COJIepKalll TEXHNYECKyIo nH(opmarmio o Smart Grid, npenHasHadeHHYIO Ul TOTO, YTOOBI BEI-
JIaBaTh MX 32 IOUIMHHYIO IIOYTY, HO Ha CaMOM JieJIe TIpeAHa3HAYaNnCh ISl He3aKOHHON HH(OPMAINK WIH JUIS TOTO, YTOOBI TOJIb-
30BaTeNM HAKMMAJIM Ha CCBUIKH JUIS 3aIlyCKa BPEIOHOCHOTO IPOrpaMMHOro obecriedeH s B TaK Ha3bIBaeMOi (DHIIMHI-aTaKe.

B crielManM3upoBaHHolN Jteparype [66, 67] kubeparaku Ha cuctembl VANET nompasiensior Ha aKTUBHBIE U TACCUBHBIE B 3aBHCH-
MOCTH OT HX XapakTepa. AKTHBHBIE aTaKH — 3TO T€, B KOTOPBIX 37I0YMBIILICHHUK aKTHBHO yJACTBYET B aTaKe UL H3BJICUCHHS KOH(PHICHIH-
ayIbHOI HH(OpMALHH 13 ceTH. B ciTyyae maccHBHOM aTaky 310YMBIIUICHHHK ITACCHBHO COOMPAET MH(OPMAIIHIO O CETH, He BMEIIINBAsICh B Hee
1 He BBOJI KaKyI0-TM00 MH(OpMAIHIO B CeThb. PackpbITHe HICHTH(UKAIMOHHBIX JAHHBIX SIBILSIETCS IPHMEPOM ITACCHUBHOI aTaKy.

300ruer «Jla6oparopun Kacrepckoro» 3a 2015 r. mokasai, 4ro u3-3a aTak BpEIOHOCHBIX IIPOrPaMM 32 1B rojia i3 (PMHAHCOBBIX
yupexxaeHuii Bcero mupa Obuto ykpageHo no 1 mupn momn. CIHA (http://25zbkz3k00wn2tp5092n6di7bSk.wpengine.netdna-
cdn.com/files/2015/02/Carbanak APT eng.pdf). KommaecTBo BperoHOCHBIX Iporpamm yBenumdamwiock Ha 358% B 2020 r., a komu-
4eCTBO IPOTrpaMM-BBIMOTaTeNei Bo3pocio Ha 435%, mpu 3ToM 0o0Ias CTOMMOCTb KPUIITOBAJIIOTHI, MOMy4YeHHAs [0 afpecaM Ipo-
rpaMM-BbIMOTaTelel, yBenuumiach B 4 pasa [38].

3!eneBble KnOEPATAKH TIO3BOIISIOT CO3/[ABATH BO3MOYKHOCTH [IIsl IOCTIKEHHS LETEH TIOCPEICTBOM PA3TMUHBIX BEKTOPOB HATIA/IEHUS
(HanpuMep, HHHOPMAIIOHHBIX, (PU3NYECKUX ¥ OOMAHHBIX ). ITH 1M OOBIMHO BKJIIOYAIOT YCTAHOBJICHHUE M PACIIMPEHHE CBOETO MPUCYT-
CTBHSI BHYTPU HH(OPMAIOHHO-TEXHOJIOTHIECKOH HH(PACTPYKTYPHI IIEJIEBOH OpPraHM3aIHH UL OCYIIECTBICHNS HAMEPEHHI H3BIICICHUS
nH(pOpPMALIH, CPBIBA WK CO3AHMS IIOMEX KPUTHIECKIM acIeKTaM BBINOIHAEMOMH 3a/1a4u, POrpaMMBbI WIIH CITYKOBI.

32DoS - oTKa3 B 06CTyXMBAHHUH; aTaKU DOS ¢ MPOMCXOKIEHUEM U3 HECKOIBKUX MCTOYHMKOB HA3BIBAIOTCS ATAKAMHU PACIIPELIE-
JICHHOTO O0TKa3a B o0ciyxuBannu — DDoS.

Cnucok JquTepaTypsl

1. The 5G business potential. Ericsson. Stockholm: Ericsson AB., 2017. 10 p. URL:
https://www.terminsstarttelekom.se/upload/termin/pdf/pres475.pdf (date of access: 10.02.2019).

2. Securing IoTs in distributed Blockchain: Analysis, requirements and open issues / S. Moin [et al.] //
Future Generation Computer Systems. 2019. No. 100. P.32546-343. URL: https://doi.org/10.1016/
j-future.2019.05.023 (date of access: 14.03.2019).

3. Singh S., Jeong Y.-S., Park J. A Survey on Cloud Computing Security: Issues, Threats, and Solutions //
Journal of Network and Computer Applications. 2016. No. 75. P. 200-222. DOI: 10.1016/j.jnca.2016.09.002.

4. GAO. Internet of Things. Enhanced assessments and guidance are needed to address security risks.
DOD United States Government Accountability Office Report to Congressional Committees. GAO-17-668.
July 2017. URL: https://www.gao.gov/assets/690/686203.pdf (date of access: 17.08.2020).

5. Kumar N., Mallick P. Blockchain technology for security issues and challenges in IoT // International
Conference on Computational Intelligence and Data Science (ICCIDS 2018). Procedia Computer Science.
2018. No. 132. P. 1815-1823. DOI: 10.1016/j.procs.2018.05.140.

6. Chatfield A., Reddick C. A framework for Internet of Things-enabled smart government: A case of
IoT cybersecurity policies and use cases in U.S. federal government // Government Information Quarterly.
2018. No. 36 (2). P. 12. DOI: 10.1016/j.giq.2018.09.007.

7. Atlam H., Wills G. Intersections between [oT and distributed ledger // Advances in Computers. 2019.
Vol. 115. P. 74-113. DOI: 10.1016/bs.adcom.2018.12.001.

8. Mylrea M. Smart energy-internet-of-things opportunities require smart treatment of legal, privacy and
cybersecurity challenges // Journal of World Energy Law and Business. 2017. No. 10 (2). P. 147-158.

9. Tweneboah-Koduah S., Skouby K., Tadayoni R. Cybersecurity threats to [oT applications and service
domains // Wireless Personal Communications. 2017. No. 95 (1). P. 169—185.

10. Zeadally S., Das A., Sklavos N. Cryptographic technologies and protocol standards for internet of
things // Internet of Things. 2021. No. 14. P. 11. DOI: 10.1016/j.10t.2019.100075.

11. Attack and anomaly detection in IoT sensors in IoT sites using machine learning approaches /
M. Hasan [et al.] // Internet of Things. 2019. No. 7. P. 14. DOI: 10.1016/j.10t.2019.100059.

12. Comprehending the IoT cyber threat landscape: A data dimensionality reduction technique to infer
and characterize Internet-scale IoT probing campaigns / M. Pour [et al.] // Digital Investigation. 2019.
No. 28. P. 40-49. DOI: 10.1016/j.diin.2019.01.014.

13. IoT architecture challenges and issues: Lack of standardization/ S. Al-Qaseemi [et al.] // Proceedings
of FTC 2016 — Future technologies conference 2016. United States. San Francisco, 2016. P. 731-738.

14. Hogan M., Piccarreta B. NIST interagency report (NISTIR) 8200, interagency report on status of
international cybersecurity standardization for the Internet of Things (IoT). URL: https://csrc.nist.gov/
publications/detail/nistir/8200/draft (date of access: 20.02.2022).

Tpyabl BITY Cepus 5 Ne 1 2022



B. b. KpuwtaHocos 47

15. Minoli D., Occhiogrosso B. Blockchain mechanisms for IoT security / Internet of Things. 2018.
No. 47-2. P. 1-13. DOI: 10.1016/j.10t.2018.05.002.

16. Tumpe M., Jagdev B. Investigating Security Issues in Cloud Computing // Complex, Intelligent and
Software Intensive Systems (CISIS): Eighth International Conference IEEE. Birmingham, 2—4 July 2014.
Birmingham, 2014. P. 141-146.

17. Edge computing: A survey / W. Khan [et al.] // Future Generation Computer Systems. 2019. No. 97.
P. 219-235. DOI: 10.1016/j.future.2019.02.050 0167-739X.

18. Estimating the impact of IT security incidents in digitized production environments / O. Burger
[et al.] // Decision Support Systems. 2019. No. 127 (10). P. 11. DOI: 10.1016/j.dss.2019.113144.

19. Asghar M., Hu Q., Zeadally S. Cybersecurity in industrial control systems: Issues, technologies, and
challenges // Computer Networks. 2019. No. 165. P. 16. DOI: 10.1016/j.comnet.2019.106946.

20. Sorini A., Staroswiecki E. Cybersecurity for the smart grid / The Power Grid: Smart, Secure, Green
and Reliable / edited by B. D’Andrade. Elsevier, 2017. P. 233-252. DOI: 10.1016/B978-0-12-805321-
8.00008-2.

21. A review of machine learning for new generation smart dispatch in power systems / L. Yin [et al.] //
Engineering Applications of Artificial Intelligence. 2020. No. 88. P. 12. DOI: 10.1016/j.engappai.2019.103372.

22. Impact of Cyber-Attacks on Critical Infrastructure / K. Thakur [et al.] // IEEE 2nd International
Conference on Big Data Security on Cloud (BigDataSecurity), High Performance and Smart Computing
(HPSC) and Intelligent Data and Security (IDS). New York, April 2016. DOI: 10.1109/BigDataSecurity-
HPSC-IDS.2016.22.

23. Kimani K., Oduol V., Langat K. Cyber Security Challenges for IoT-based Smart Grid
Networks // International Journal of Critical Infrastructure Protection. 2019. No. 25. P. 18. DOI:
10.1016/}.jcip.2019.01.001.

24. Tariq N., Asim M., Khan F. Securing SCADA-based Critical Infrastructures: Challenges and Open
Issues // Procedia Computer Science. 2019. No. 155. P. 612—617. DOI: 10.1016/j.procs.2019.08.086.

25.Lam P., Ma R. Potential pitfalls in the development of smart cities and mitigation measures:
An exploratory study // Cities. 2018. No. 91. P. 146-156. DOI: 10.1016/j.cities.2018.11.014.

26. Townsend A. Smart cities: Big data, civic hackers, and the quest for a new utopia. New York: WW
Norton & Company, 2013. 400 p.

27. Doku R., Rawat D. Big Data in Cybersecurity for Smart City Applications // Smart Cities
Cybersecurity and Privacy / edited by D. Rawat. 2019. P. 103—112. DOI: 10.1016/B978-0-12-815032-0.00008-1.

28. Consumer-facing technology fraud: Economics, attack methods and potential solutions / M. Ali
[et al.] // Future Generation Computer Systems. 2019. No. 100. P. 408-427. DOI: 10.1016/j.future.2019.03.041.

29. Nian L., Lee D., Chuen K. Introduction to Bitcoin // Handbook of Digital Currency: Bitcoin,
Innovation, Financial Instruments, and Big Data / edited by D. Lee. Elsevier, 2015. P. 6-30.

30. Cryptocurrency anti-money laundering report / CipherTrace. Cryptocurrency Intelligence. 2019.
URL: https://ciphertrace.com/q4-2019-cryptocurrency-anti-money-laundering-report/ (date of access: 25.07.2020).

31. Falliere N., Murchu L., Chien E. W32.stuxnet. dossier. URL: https://www.symantec.com/content/en/us/
enterprise/media/security response/whitepapers/w32 stuxnet dossier.pdf (date of access: 20.02.2021).

32. Chen K. Information asymmetry in initial coin offerings (ICOs): Investigating the effects of multiple
channel signals // Electronic Commerce Research and Applications. 2019. Vol. 36 (4). P. 11. DOL:
10.1016/j.elerap.2019.100858.

33. Yucno mpecTyIUIeHUH, CBI3aHHBIX C KPUITOBAIIOTaMH, CHU3MI0ch Ha 57%. URL: https://coinspot.io/
analysis/chislo-prestuplenij-svyazannyh-s-kriptovalyutami-snizilos-na-57/ (zata obpamenus: 18.08.2021).

34. Crypto Crime Report 2021. URL: https://go.chainalysis.com/2021-Crypto-Crime-Report.html (date
of access: 03.04.2021).

35. A flow-based approach for Trickbot banking trojan detection / A. Gezer [et al.] / Computers &
Security. 2019. No. 84. P. 179-192.

36. Szopinski T. Factors affecting the adoption of online banking in Poland // Journal of Business
Research. 2016. No. 69 (11). P. 4763-4768. DOI: 10.1016/j.jbusres.2016.04.027.

37. Lopez P., Martin H. Hardware Trojans against virtual keyboards on e-banking platforms — A proof
of concept / AEU-International Journal of Electronics and Communications. 2017. No. 76. P. 146—151.
DOI: 10.1016/j.aeue.2017.04.003.

38. The Global Risks Report, 2022 / World Economic Forum. URL: https://www3.weforum.org/
docs/WEF _The Global Risks Report 2022.pdf (date of access: 19.01.2022).

39. Kubepyrpossl mist punancoBbix opranuzammii B 2021 roxgy. Otyer JlaGoparopuu Kacnepckoro
GReAT or 1 mexabpsa, 2020. URL: https:/securelist.ru/cyberthreats-to-financial-organizations-in-2021/99420/
(mata obpammenus: 08.08.2022).

Tpyabl BI'TY Cepus 5 Ne 1 2022



48 Yrpo3bl U pUCKK LMPPOBOI SKOHOMMKM HA CEKTOPAAbHOM YPOBHE

40. MomeHHuKM He wmIagaT OaHKOBCKMX kinueHtoB // Kommepcants. 2021. 9 wmroms. URL:
https://www.kommersant.ru/doc/48977437tg (nara oopanienns: 10.08.2021).

41. byitnos M., [lementseBa K., Crenanona lO. MHTepHeT Bemiel mpuiien 3a aeHsramu. Poccuiickue
Oanku oTpasunu kpynaeiyto DDoS-araky / KommepcanTs. 2021. 3 cent. C. 7.

42. O630p OTYETHOCTH 00 MHIMEHTAX HH()OPMALIIOHHOW 0e30MTaCHOCTH MPH TIEPEBOJIC ICHEKHBIX CPEICTB /
Bank Poccun. URL: https://www.cbr.ru/analytics/ib/review 2q 2021/ (nata oopamenus: 08.10.2021).

43. Cyber attack models for smart grid environments / P. Eder-Neuhauser [et al.] // Sustainable Energy,
Grids and Networks. 2017. 22 p. URL: http://dx.doi.org/10.1016/j.segan.2017.08.002 (date of access:
04.12.2019).

44. Bhardwaj A., Avasthi V., Goundar S. Cyber security attacks on robotic platforms // Network
Security. 2019. October. P. 13—19. DOI: 10.1016/S1353-4858(19)30122-9.

45. Papakostas N., Newell A., Hargaden V. A novel paradigm for managing the product development process
utilising blockchain technology principles // CIRP Annals — Manufacturing Technology. 2019. No. 68. P. 137-140.

46. Simon J., Omar A. Cybersecurity investments in the supply chain: Coordination and a strategic attacker //
European Journal of Operational Research. 2020. Vol. 282 (1). P. 161-171. DOI: 10.1016/j.ejor.2019.09.017.

47. Ferrag M., Ahmim A. Security Solutions and Applied Cryptography in Smart Grid Communications.
Hershey: PA. IGI Global, 2016. 464 p. DOI: 10.4018/978-1-5225-1829-7.

48. Securing Smart Grid: Cyber Attacks, Countermeasures, and Challenges / X. Li [et al.] / IEEE
Communications Magazine. 2012. Vol. 50, no. 8. P. 38—45. DOI: 10.1109/MCOM.2012.6257525.

49. Kitchin R. Getting Smarter About Smart Cities: Improving Data Privacy and Data Security. Dublin;
Ireland: Data Protection Unit: Department of the Taoiseach, 2016. 82 p.

50. McClure S., Scambray J., Kurtz G. Hacking exposed: Network security secrets and solutions.
Berkeley; California: Osborne/McGraw-Hill, 2001. 703 p. URL: https://theswissbay.ch/pdf/Gentoomen%
20Library/Security/Hacking%20Exposed-Network%20Security%20-%20Secrets%20%26%20Solutions%2C%
202nd%20Ed.pdf (date of access: 23.02.2020).

51. Bailey T., Maruyama A., Wallance D. The energy-sector threat: How to address cybersecurity
vulnerabilities / McKinsey Report. 2020. November. P. 12. URL: https://www.mckinsey.com/~/media/
mckinsey/business%20functions/risk/our%20insights/the%20energy%20sector%20threat%20how%20t0%
20address%20cybersecurity%20vulnerabilities/the-energy-sector-threat-how-to-address-cybersecurity-
vulnerabilities-f.pdf?shouldIndex=false (date of access: 11.12.2020).

52. O0 yTBepKICHUY MIEPEUHs yrpo3 0€30MaCHOCTH, aKTyaJIbHBIX IPH 00pab0TKe OMOMETPHUYECKUX Mep-
COHAJIBHBIX TAaHHBIX, UX IPOBEPKE U Mepenaue HHYOPMAIHU O CTEIICHH X COOTBETCTBUSI IPEOCTABICHHBIM
OMOMETPUYECKUM MEPCOHATBHBIM TaHHBIM (PU3UYECKOTO JIMIA B MH(POPMAIMOHHBIX CHCTEMax OpraHu3a-
M, OCYIICCTBISIONINX UACHTU(DUKALUIO U (WMITH) ayTCHTH()UKAIMIO C HCIIOIB30BaHUEM OMOMETPHYECKUX
NEPCOHAIBHBIX JaHHBIX (PU3MYCCKUX JIMI, 33 UCKIIOUCHHEM €JMHOW MH()OPMAIIMOHHOW CHCTEMBI MEPCO-
HaJIbHBIX JJAHHBIX, OOecreunBaroieil 00paboTKy, BKIrOUYast COOp U XpaHEHUE OMOMETPHYECKUX TTIEPCOHAITb-
HBIX JIaHHBIX, UX TIPOBEPKY U Mepeaady HHPOPMALUH O CTEIICHH UX COOTBETCTBUSI MPEIOCTaBICHHBIM OHO-
METPUYECKHM NEPCOHANBHBIM JaHHBIM (PU3NUESCKOTO JIMIA, @ TAK)KE aKTyalbHBIX TIPH B3aUMO/ICHCTBIH TO-
CYIapCTBEHHBIX OpPraHOB, OPraHOB MECTHOTO CaMOYINPABJICHUS, WHIMBHIYAIbHBIX NpPEANPUHUMATEICH,
HOTapHyCOB M OpraHHU3alMii, 32 UCKJIFOUYCHUEM OpraHu3aluii (PUHAHCOBOTO PBIHKA, C YKa3aHHBIMU UH(OP-
MAalMOHHBIMU CHCTEMaMH, C YUYETOM OLICHKH BO3MOXKHOTO BpE/ia, IPOBEICHHON B COOTBETCTBUU C 3aKOHO-
natenbcTBoM Poccuiickoit denepaliy o MepcoHANBHBIX JaHHBIX, U yYETOM BHIa aKKPEIUTALMN OpTraHu3aliH
13 Yycia OpraHu3alivi, ykazaHHbIX B yacTsx 18.28 u 18.31 crareu 14.1 denepansroro 3akoHa ot 27 uronst 2006 ro-
na Ne 149-03 «O6 undopmanyu, HHGOPMALHMOHHBIX TEXHOIOTHAX U O 3alIUTe HHPOPMALUI»: prKa3 MuHHU-
crepcTBa U(POBOTo Pa3BUTHS, CBSA3M M MacCOBBIX KOMMYyHHUKaui Poccuiickoit @eneparyu ot 01.09.2021
Ne 902 // OdunmansHeii nHTEpHET-IOpTan npaBoBoil mHPopmanmu. URL: http://publication.pravo.gov.ru/
File/GetFile/0001202111030007?type=pdf (nata oopamenus: 07.01.2022).

53. Mahdavifar S., Ghorbani A. Application of deep learning to cybersecurity: A survey //
Neurocomputing. 2019. No. 347. P. 149-176. URL: https://doi.org/10.1016/j.neucom.2019.02.056 0925-
2312 (date of access: 05.11.2020).

54. Maestre V. Swarm and Evolutionary Computation. 2017. 15 p. URL: http://dx.doi.org/ 10.1016Z;.
swevo.2017.07.002 (date of access: 25.03.2019).

55. Tirole J. Economics for the Common Good // Princeton University Press. 2017. 576 p. URL:
https://gdsnet.org/Tirole2019FrontMatterChapt1.pdf (date of access: 04.12.2018).

56. PoRX: A reputation incentive scheme for blockchain consensus of lioT / E. Wang [et al.] // Future
Generation Computer Systems. 2020. No. 102. P. 140-151. DOI: 10.1016/j.future.2019.08.005.

57. Heritage 1. Protecting Industry 4.0: challenges and solutions as IT, OT and IP converge // Network
Security. 2019. October. P. 6-9. DOI: 10.1016/S1353-4858(19)30120-5.

Tpyabl BITY Cepus 5 Ne 1 2022



B. b. KpuwtaHocos 49

58. Mansfield-Devine S. Nation-state hacking threat to everyone // Computer Fraud & Security. 2018.
August. P. 17-20. DOI:10.1016/S1361-3723(18)30077-0.

59. Communications Fraud Control Association (CFCA). Announces Results of Worldwide Telecom
Fraud Survey. 2016. URL: https://goo.gl/H1VLae (date of access: 14.02.2019).

60. Kessem L., Widens T. Its attack scope in Spain, Brings redirection attacks to local banks. July 19,
2017. URL: https:/securityintelligence.com/TrickBot-habla-espanol-trojan-widens-its-attack-scope-in-
spain-brings-redirection-attacks-to-local-banks (date of access: 07.12.2018).

61. A taxonomy of botnet behavior, detection, and defense / S. Khattak [et al.] / IEEE Communications
Survey & Tutorials. 2014. Vol. 16 (2). P. 898-924.

62. InsurTech and FinTech: Banking and Insurance Enablement / T. Yan [et al.] / Handbook of
Blockchain, Digital Finance, and Inclusion. 2018. Vol. 1. P. 249-281. DOI: 10.1016/B978-0-12-810441-
5.00011-7.

63. Cyber-physical Vulnerabilities in Additive Manufacturing Systems: A Case Study Attack on the STL
file with human subjects / L. Sturm [et al.] // Journal of Manufacturing Systems. 2017. No. 44. P. 154-164.

64. Stark M., Kind S., Neumeyer S. Innovations in Digital Modelling for Next Generation Manufacturing
System Design // CIRP Annals Manufacturing Technology. 2017. No. 66 (1). P. 169-172.

65. Lee R., Assante M., Conway T. Analysis of the Cyber Attack on the Ukrainian Power Grid / Electricity
Information Sharing and Analysis Center. E-ISAC, 2016. URL: https://media.kasperskycontenthub.com/
wp-content/uploads/sites/43/2016/05/20081514/E-ISAC_SANS Ukraine DUC_5.pdf (date of access:
07.11.2017).

66. Sharma S., Kaushik B. A survey on internet of vehicles: Applications, security issues & solutions //
Vehicular Communications. 2019. September. P. 1-44.

67. Manvi S., Tangade S. A survey on authentication schemes in VANETS for secured communication //
Vehicular Communications. 2017. No. 9. P. 19-30.

References

1. The 5G business potential. Ericsson. Stockholm, Ericsson AB., 2017. 10 p. Available at:
https://www.terminsstarttelekom.se/upload/termin/pdf/pres475.pdf (accessed 10.02.2019).

2. Moin S., Karim A., Safdar Z., Safdar K., Ahmed E., Imran M. Securing IoTs in distributed Blockchain:
Analysis, requirements and open issues. Future Generation Computer Systems, 2019, no. 100, pp. 32549343,
Available at: https://doi.org/10.1016/j.future.2019.05.023 (accessed 14.03.2019).

3. Singh S., Jeong Y.-S., Park J. A Survey on Cloud Computing Security: Issues, Threats, and Solutions.
Journal of Network and Computer Applications, 2016, no. 75, pp. 200-222. DOI: 10.1016/j.jnca.2016.09.002.

4. GAO. Internet of Things. Enhanced assessments and guidance are needed to address security risks.
DOD United States Government Accountability Office Report to Congressional Committees. GAO-17-668.
July 2017. Available at: https://www.gao.gov/assets/690/686203.pdf (accessed 17.08.2020).

5. Kumar N., Mallick P. Blockchain technology for security issues and challenges in loT. International
Conference on Computational Intelligence and Data Science (ICCIDS 2018). Procedia Computer Science,
2018, no. 132, pp. 1815-1823. DOI: 10.1016/j.procs.2018.05.140.

6. Chatfield A., Reddick C. A framework for Internet of Things-enabled smart government: A case of
IoT cybersecurity policies and use cases in U.S. federal government. Government Information Quarterly,
2018, no. 36 (2), p. 12. DOI: 10.1016/.2iq.2018.09.007.

7. Atlam H., Wills G. Intersections between loT and distributed ledger. Advances in Computers, 2019,
vol. 115, pp. 74-113. DOI: 10.1016/bs.adcom.2018.12.001.

8. Mylrea M. Smart energy-internet-of-things opportunities require smart treatment of legal, privacy and
cybersecurity challenges. Journal of World Energy Law and Business, 2017, no. 10 (2), pp. 147-158.

9. Tweneboah-Koduah S., Skouby K., Tadayoni R. Cybersecurity threats to [oT applications and service
domains. Wireless Personal Communications, 2017, no. 95 (1), pp. 169—185.

10. Zeadally S., Das A., Sklavos N. Cryptographic technologies and protocol standards for internet of
things. Internet of Things, 2021, no. 14, p. 11. DOI: 10.1016/}.10t.2019.100075.

11. Hasan M., Islam M., Zarif 1., Hashem M. Attack and anomaly detection in IoT sensors in [oT sites
using machine learning approaches. Internet of Things, 2019, no. 7, p. 14. DOI: 10.1016/j.10t.2019.100059.

12. Pour M., Bou-Harb E., Varma K., Neshenko N., Pados D., Choo K.-K. Comprehending the [oT cyber
threat landscape: A data dimensionality reduction technique to infer and characterize Internet-scale loT
probing campaigns. Digital Investigation, 2019, no. 28, pp. 40-49. DOI: 10.1016/j.diin.2019.01.014.

13. Al-Qaseemi S., Almulhim H., Almulhim M., Chaudhry S. IoT architecture challenges and issues:
Lack of standardization. Proceedings of FTC 2016 — Future technologies conference 2016. United States,
San Francisco, 2016, pp. 731-738.

Tpyabl BI'TY Cepus 5 Ne 1 2022



50 Yrpo3bl U pUCKK LMPPOBOI SKOHOMMKM HA CEKTOPAAbHOM YPOBHE

14. Hogan M., Piccarreta B. NIST interagency report (NISTIR) 8200, interagency report on status of
international cybersecurity standardization for the Internet of Things (IoT). Available at:
https://csrc.nist.gov/publications/detail/nistir/8200/draft (accessed 20.02.2022).

15. Minoli D., Occhiogrosso B. Blockchain mechanisms for 10T security. Internet of Things, 2018,
no. 47-2, pp. 1-13. DOI: 10.1016/j.i0t.2018.05.002.

16. Tumpe M., Jagdev B. Investigating Security Issues in Cloud Computing. Complex, Intelligent and
Software Intensive Systems (CISIS): Eighth International Conference IEEE. Birmingham, 2014, pp. 141-146.

17. Khan W., Ahmed E., Hakak S., Yaqoob I., Ahmed A. Edge computing: A survey. Future Generation
Computer Systems, 2019, no. 97, pp. 219-235. DOI: 10.1016/j.future.2019.02.050 0167-739X.

18. Burger O., Hackel B., Karnebogen P., Toppel J. Estimating the impact of IT security incidents in
digitized production environments. Decision Support Systems, 2019, no. 127 (10), p. 11. DOL
10.1016/j.dss.2019.113144.

19. Asghar M., Hu Q., Zeadally S. Cybersecurity in industrial control systems: Issues, technologies, and
challenges. Computer Networks, 2019, no. 165, p. 16. DOI: 10.1016/j.comnet.2019.106946.

20. Sorini A., Staroswiecki E. Cybersecurity for the smart grid. The Power Grid: Smart, Secure, Green
and Reliable; edited by B. D’Andrade. Elsevier, 2017, pp. 233-252. DOI: 10.1016/B978-0-12-805321-
8.00008-2.

21.Yin L., Gao Q., Zhao L., Zhang B., Wang T., Li S., Liu H. A review of machine learning for new
generation smart dispatch in power systems. Engineering Applications of Artificial Intelligence, 2020,
no. 88, p. 12. DOI: 10.1016/j.engappai.2019.103372.

22. Thakur K., Ali M., Jiang N., Qiu M. Impact of Cyber-Attacks on Critical Infrastructure. /IEEE
2nd International Conference on Big Data Security on Cloud (BigDataSecurity), High Performance and
Smart Computing (HPSC) and Intelligent Data and Security (IDS). New York, 2016. DOI: 10.1109/
BigDataSecurity-HPSC-1DS.2016.22.

23. Kimani K., Oduol V., Langat K. Cyber Security Challenges for IoT-based Smart Grid Networks.
International Journal of Critical Infrastructure Protection, 2019, no. 25, p. 18. DOI: 10.10167j.ijcip.2019.01.001.

24. Tariq N., Asim M., Khan F. Securing SCADA-based Critical Infrastructures: Challenges and Open
Issues. Procedia Computer Science, 2019, no. 155, pp. 612—617. DOI: 10.1016/j.procs.2019.08.086.

25.Lam P., Ma R. Potential pitfalls in the development of smart cities and mitigation measures: An
exploratory study. Cities, 2018, no. 91, pp. 146—156. DOI: 10.1016/j.cities.2018.11.014.

26. Townsend A. Smart cities: Big data, civic hackers, and the quest for a new utopia. New York, WW
Norton & Company, 2013. 400 p.

27.Doku R., Rawat D. Big Data in Cybersecurity for Smart City Applications. Smart Cities
Cybersecurity and Privacy; edited by D. Rawat. 2019, pp. 103—112. DOI: 10.1016/B978-0-12-815032-
0.00008-1.

28. Ali M., Azad M., Centeno M., Hao F., van Moorsel A. Consumer-facing technology fraud:
Economics, attack methods and q potential solutions. Future Generation Computer Systems, 2019, no. 100,
pp- 408-427. DOI: 10.1016/.future.2019.03.041.

29.Nian L., Lee D., Chuen K. Introduction to Bitcoin. Handbook of Digital Currency: Bitcoin,
Innovation, Financial Instruments, and Big Data; edited by D. Lee. Elsevier, 2015, pp. 6-30.

30. Cryptocurrency anti-money laundering report. 2019. Available at: https://ciphertrace.com/q4-2019-
cryptocurrency-anti-money-laundering-report/ (accessed 25.07.2020).

31. Falliere N., Murchu L., Chien E. W32 stuxnet. dossier. Available at: https://www.symantec.com/
content/en/us/enterprise/media/security response/whitepapers/w32 stuxnet dossier.pdf (accessed
20.02.2021).

32. Chen K. Information asymmetry in initial coin offerings (ICOs): Investigating the effects of
multiple channel signals. Electronic Commerce Research and Applications, 2019, vol. 36 (4), p. 11. DOL:
10.1016/j.elerap.2019.100858.

33. The number of crimes related to cryptocurrencies has decreased by 57%. Available at:
https://coinspot.io/analysis/chislo-prestuplenij-svyazannyh-s-kriptovalyutami-snizilos-na-57/ (accessed 18.08.2021)
(In Russian).

34. Crypto Crime Report 2021. Available at: https:/go.chainalysis.com/2021-Crypto-Crime-
Report.html (accessed 03.04.2021).

35. Gezer A., Warner G., Wilson C., Shrestha P. A flow-based approach for Trickbot banking trojan
detection. Computers & Security, 2019, no. 84, pp. 179-192.

36. Szopinski T. Factors affecting the adoption of online banking in Poland. Journal of Business
Research, 2016, no. 69 (11), pp. 4763—4768. DOI: 10.1016/j.jbusres.2016.04.027.

Tpyabl BITY Cepus 5 Ne 1 2022



B. b. KpuwtaHocos 51

37. Lopez P., Martin H. Hardware Trojans against virtual keyboards on e-banking platforms — A proof
of concept. AEU-International Journal of Electronics and Communications, 2017, no. 76, pp. 146—-151. DOL:
10.1016/j.aeue.2017.04.003.

38. The Global Risks Report, 2022. Available at: https://www3.weforum.org/docs/WEF _The Global
Risks Report 2022.pdf (accessed 19.01.2022).

39. Cyber Threats for Financial Organizations in 2021. Report of Kaspersky Lab. Available at:
https://securelist.ru/cyberthreats-to-financial-organizations-in-2021/99420/ (accessed 08.08.2022) (In Russian).

40. Scammers have no mercy to bank customers. Kommersant” [Kommersant], 2021, 9 July. Available
at: https://www.kommersant.ru/doc/4897743?tg (accessed 10.08.2021) (In Russian).

41. Buylov M., Dement’eva K., Stepanova Yu. The Internet of Things came for money. Russian banks
reflected the largest DDoS attack. Kommersant” [Kommersant], 2021, 3 September, p. 7 (In Russian).

42. Reporting review on information security incidents when transferring funds. Available at:
https://www.cbr.ru/analytics/ib/review 2q 2021/ (accessed 08.10.2021) (In Russian).

43. Eder-Neuhauser P., Zseby T., Fabini J.,, Vormayr G. Cyber attack models for smart grid
environments. Sustainable Energy, Grids and Networks, 2017, 22 p. Available at: http://dx.doi.org/
10.1016/j.segan.2017.08.002 (accessed 04.12.2019).

44. Bhardwaj A., Avasthi V., Goundar S. Cyber security attacks on robotic platforms. Network Security,
2019, October, pp. 13—19. DOI: 10.1016/S1353-4858(19)30122-9.

45. Papakostas N., Newell A., Hargaden V. A novel paradigm for managing the product development
process utilising blockchain technology principles. CIRP Annals — Manufacturing Technology, 2019, no. 68,
pp. 137-140.

46. Simon J., Omar A. Cybersecurity investments in the supply chain: Coordination and a strategic
attacker. European Journal of Operational Research, 2020, vol. 282 (1), pp. 161-171. DOI: 10.1016/
j-€jor.2019.09.017.

47. Ferrag M., Ahmim A. Security Solutions and Applied Cryptography in Smart Grid Communications.
Hershey, PA. IGI Global, 2016. 464 p. DOI: 10.4018/978-1-5225-1829-7.

48.Li X., Liang X., Lu R., Shen X., Lin X., Zhu H. Securing Smart Grid: Cyber Attacks,
Countermeasures, and Challenges. IEEE Communications Magazine, 2012, vol. 50, no. 8, pp. 38—45. DOL:
10.1109/MCOM.2012.6257525.

49. Kitchin R. Getting Smarter About Smart Cities: Improving Data Privacy and Data Security. Dublin,
Ireland, Data Protection Unit, Department of the Taoiseach, 2016. 82 p.

50. McClure S., Scambray J., Kurtz G. Hacking exposed: Network security secrets and solutions.
Berkeley, California, Osborne/McGraw-Hill, 2001. 703 p. Available at: https://theswissbay.ch/pdf/Gentoomen
%?20Library/Security/Hacking%20Exposed-Network%20Security%620-%20Secrets%620%26%20Solutions%2C%
202nd%20Ed.pdf (accessed 23.02.2020).

51. Bailey T., Maruyama A., Wallance D. The energy-sector threat: How to address cybersecurity
vulnerabilities. McKinsey Report, 2020, November, p. 12. Available at: https://www.mckinsey.com/~/
media/mckinsey/business%20functions/risk/our%20insights/the%20energy%20sector%20threat%20how%
20t0%?20address%20cybersecurity%20vulnerabilities/the-energy-sector-threat-how-to-address-cybersecurity-
vulnerabilities-f.pdf?shouldIndex=false (accessed 11.12.2020).

52. On approval of a list of security threats that are relevant in the processing of biometric personal data, their
verification and transmission of information on the degree of compliance with the physical biometric personal
information provided by the biometric personal data in the information systems of organizations carrying out
identification and / or authentication with the use of biometric personal data of physical persons, with the
exception of a unified information system for personal data, including the collection and storage of biometric
personal data, their verification and transmission of information about the degree of their compliance with the
physical person provided by biometric personal data, as well as relevant in the interaction of state bodies, local
governments, individual entrepreneurs, notaries and organizations, with the exception of the organizations of the
financial market, with the indicated information systems, taking into account the assessment of possible harm
conducted in accordance with the laws of the Russian Federation of personal data, and taking into account the type
of accreditation of an organization among the organizations referred to in parts of 18.28 and 18.31 of Article 14.1
of the Federal Law of July 27, 2006 No. 149-FZ “On information, information technologies and information
protection”: Order of the Ministry of digital development, communications and mass communications of the
Russian Federation of 01.09.2021 No. 902. Official Internet portal of legal information. Available at:
http://publication.pravo.gov.ru/File/GetFile/0001202111030007?type=pdf (accessed 07.01.2022) (In Russian).

53. Mahdavifar S., Ghorbani A. Application of deep learning to cybersecurity: A survey.
Neurocomputing, 2019, no. 347, pp. 149-176. Available at: https://doi.org/10.1016/j.neucom.2019.02.056
0925-2312 (accessed 05.11.2020).

Tpyabl BI'TY Cepus 5 Ne 1 2022



52 Yrpo3bl U pUCKK LMPPOBOI SKOHOMMKM HA CEKTOPAAbHOM YPOBHE

54. Maestre V. Swarm and Evolutionary Computation. 2017. 15 p. Available at: http://dx.doi.org/
10.1016Zj.swevo0.2017.07.002 (accessed 25.03.2019).

55. Tirole J. Economics for the Common Good. Princeton University Press, 2017. 576 p. Available at:
https://gdsnet.org/Tirole2019FrontMatterChapt1.pdf (accessed 04.12.2018).

56. Wang E., Liang Z., Chen C.-M., Kumari S., Khan M. PoRX: A reputation incentive scheme for
blockchain consensus of lioT. Future Generation Computer Systems, 2020, no. 102, pp. 140-151. DOL:
10.1016/j.future.2019.08.005.

57. Heritage 1. Protecting Industry 4.0: challenges and solutions as IT, OT and IP converge. Network
Security, 2019, October, pp. 6-9. DOI: 10.1016/S1353-4858(19)30120-5.

58. Mansfield-Devine S. Nation-state hacking threat to everyone. Computer Fraud & Security, 2018,
August, pp. 17-20. DOI:10.1016/S1361-3723(18)30077-0.

59. Communications Fraud Control Association (CFCA). Announces Results of Worldwide Telecom
Fraud Survey. 2016. Available at: https://goo.gl/H1VLae (accessed 14.02.2019).

60. Kessem L., Widens T. Its attack scope in Spain, Brings redirection attacks to local banks. July 19,
2017. Available at: https://securityintelligence.com/TrickBot-habla-espanol-trojan-widens-its-attack-scope-
in-spain-brings-redirection-attacks-to-local-banks (accessed 07.12.2018).

61. Khattak S., Ramay N., Khan K., Syed A., Khayam S. A taxonomy of botnet behavior, detection, and
defense. IEEE Communications Surveys & Tutorials, 2014, vol. 16 (2), pp. 898-924.

62. Yan T., Schulte P., Lee D., Chuen K. InsurTech and FinTech: Banking and Insurance Enablement.
Handbook of Blockchain, Digital Finance, and Inclusion, 2018, vol. 1, pp. 249-281. DOI: 10.1016/B978-0-
12-810441-5.00011-7.

63. Sturm L., Williams C., Camelio J., White J., Parker R. Cyber-physical Vulnerabilities in Additive
Manufacturing Systems: A Case Study Attack on the STL file with human subjects. Journal of
Manufacturing Systems, 2017, no. 44, pp. 154—-164.

64. Stark M., Kind S., Neumeyer S. Innovations in Digital Modelling for Next Generation Manufacturing
System Design. CIRP Annals Manufacturing Technology, 2017, no. 66 (1), pp. 169-172.

65. Lee R., Assante M., Conway T. Analysis of the Cyber Attack on the Ukrainian Power Grid. 2016.
Available at: https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/05/20081514/E-
ISAC _SANS Ukraine DUC_5.pdf (accessed 07.11.2017).

66. Sharma S., Kaushik B. A survey on internet of vehicles: Applications, security issues & solutions.
Vehicular Communications, 2019, September, pp. 1-44.

67. Manvi S., Tangade S. A survey on authentication schemes in VANETS for secured communication.
Vehicular Communications, 2017, no. 9, pp. 19-30.

HNndopmanus o0 aBTope

KpumranocoB Buranuii bponnciaBoBu4 — KaHAUIAT SKOHOMHUYECKUX HayK, TOKTOpaHT bemopyc-
CKOI'0 rOCyJIapCTBEHHOr'0 TeXHONOoruueckoro yuuepcurera (220006, r. Munck, yn. Ceepanosa, 13a, Pec-
ny6mnuka benapycs). E-mail: Krishtanosov@mail.ru

Information about the author

Kryshtanosau Vitaly Bronislavovich — PhD (Economics), post-doctoral student. Belarusian State
Technological University (13a, Sverdlova str., 220006, Minsk, Republic of Belarus). E-mail:
Krishtanosov@mail.ru

Tocmynuna 28.02.2022



