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BE3OITACHOCTD JAHHBIX B OBJIAYHBIX BBIYNCJIEHUAX

Annomayun.Odn1aunvie BbINUCIEHUS CMAU BAICHOU UYACMbIO COBPEMEHHOU
yughposoii UHpacmpyKkmypei, npeoocmaeisis NoAb308AMENSAM 2ubKocmn,
macumaobupyemocms u 9KoHomuio pecypcos. QOHaKo ¢ pacnpocmpaneruem 00J1auHbIX
MeXHON02UNl  803POCIAU PUCKU 0OE30NACHOCMU OAHHbIX, CBA3AHHbIe C YMeuKamu,
HEeCAHKYUOHUPOBAHHLIM OOCMYNOM U Opyeumu Kubepyeposamu. B oannoti cmamve
paccmampusaiomes,  Kioyegble  ACneKkmuvl  0e30nACHOCMU  OAHHLIX 6  00JAYHbIX
BIYUCTICHUAX, — BKIIOYASL  UCHOJb3YeMble  MEXAHU3MbL  3AWumvl,  pecyisimopHble
mpebosanus U coepemeHHble No0xXoovl K ynpaesienuio puckamu. Ocoboe sHumanue
VO0eneHO  NPUMEHEHUN)  KpUnmoepaguueckux  memooos,  aymenmupuxkayuu u
COBPEMEHHBIX MEXHON02ULL 0151 NOBLIULEHUS YPOBHS 3AUUUEHHOCIU OAHHDBIX.

P.S. Myradov, A.M. Hamrayev

The State Energy Institute
Mary, Turkmenistan

DATA SECURITY IN CLOUD COMPUTING

Abstract. Cloud computing has become a vital part of modern digital
infrastructure, offering users flexibility, scalability, and resource efficiency. However, the
spread of cloud technologies has increased data security risks, including leaks,
unauthorized access, and other cyber threats. This article explores key aspects of data
security in cloud computing, focusing on protection mechanisms, regulatory
requirements, and modern risk management approaches. Special attention is given to the
use of cryptographic methods, authentication, and advanced technologies to enhance
data protection.

BBenenue

OOsauHble  BBIYUCIIECHUS KAPAMHAIBHO H3MEHMIM TOAXOA K
XpaHeHUuIo u 00paboTKe JaHHBIX, 00ECIEYHB JOCTYII K pecypcam B PeKUMe
peaibHOTO BpeMeHH U cHu3uB 3arpaThl Ha UT-undpactpykrypy. Bmecrte ¢
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TE€M, HCIOJIb30BaHUE OOJAYHBIX CEPBHCOB IPHUBEIO K BO3HHUKHOBEHHUIO
HOBBIX BBI30BOB B 00JIacTH O€30IMAaCHOCTH JAHHBIX, MOCKOJBKY JaHHBIC
NOKUJAIOT KOPIOPATUBHBIE TPaHUIBI U XPaHATCS Ha CTOPOHHUX
maTdopmax.

OcHOBHBIE 1ENM JAaHHOW CTaThbU — M3YYUTh KIIOUEBBIE YIPO3bI
0€30MacHOCTH TaHHBIX B OOJAYHBIX BBHIYHCICHUSX, OMTUCATh MPUMEHSICMbIC
METO/IbI 3AIIUTHI U MPEIIOKUTH EPCTICKTUBHBIE TTOAXO0/IbI K 00ECIIEUEHUTO
0e301acHOCTH B Oy Iy1IeM.

O030p 00/12a4HBIX BHIYUCJICHUI H UX APXUTEKTYPHI

Buasbl 00.1aKk0B:

Ilyonuunvie obnaxa (Hanpumep, AWS, Azure) mnpemocTaBIIsSIOT
YCIIYTH IHAPOKOMY KPYTY MOJIb30BATECH.

Yacmuvie obnaka CO3MAIOTCS A OAHOW OpTraHU3AIlMU C TIOJHBIM
KOHTPOJIEM HaJ TaHHBIMHU.

lubpuonsvie ob6naka OOBEOUHSAIOT MPEUMYIIECTBA YAaCTHBIX U
nyOJMYHBIX MOJIETIEH.

CepBuUCHBIE MO/IEJIN:

laaS (Infrastructure as a Service) NOpegOCTaBISIET IOCTYN K
BUPTYaAJIU3UPOBAHHON UH(PPACTPYKTYPE.

Paas$ (Platform as a Service) npearaer matdopmy a1 pazpaboTKu
U pa3BEPTHIBAHUS MPUITOKESHUM.

SaaS (Software as a Service) nmpenoCTaBiIsSIET TOTOBBIE MPUIIOKEHUS
M10JIb30BATEJISIM 110 MOJNHKCKE.

IIpo0JieMbl 0€30I1aACHOCTH B 00JIAYHBIX BHIYMCJICHUSIX

Hcnonp3oBanue 00Ja4HBIX TEXHOJIOTHI CBA3aHO C PSIIOM yTPO3:

YTeuka naHubix: J[aHHBIE MOTYT OBITH CKOMIIPOMETHPOBAHBI M3-32
OImMOOK KOH(HUTYpaINK UITK aTaK.

DDoS-araku: 370yMBIIUIEHHUKH MOTYT Meperpyxarb OOJadyHbIe
CEPBUCHI, HApYIIas UX padoTy.

HeaBTopu3zoBaHHbI AOCTYII: IIpu HEJIOCTATOYHOU
ayTEeHTU(PUKALMU 3JIOYMBIIUICHHUKHA TMOJYy4aroT JTOCTYN K KPUTUUYECKUM
JTAHHBIM.

Kpome Toro, pacnpenenéHnas mnpupojga OOJaKOB 3aTPyIHSET
KOHTPOJIb JIOCTyNla MW YNPABJICHUE JAHHBIMHU, YTO TOBBIIIAET PHUCKHU
KOH(UICHIIMATEHOCTH.

MeToabl 1 MeXaHU3MBbI O0ecriedeHusi 0€30MACHOCTH JTAHHBIX
Kpunrorpajpus:
Hcnonb3oBaHWE CUMMETPUYHOTO M aCUMMETPUYHOIO MU(GPOBaHUS
JUJIs1 3alMTHI JJaHHBIX MPHU XpaHeHuu U nepenade. Hanpumep, AES u RSA —
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NOMYJISIPHBIEC aJITOPUTMBI IIU(POBAHUS.

AyTeHTH(UKANUA ¥ yIPpaBJIeHUE JOCTYIOM:

Bxitouaer npumenenue mMHorodaktopHoit ayteHTudukammu (MFA)
Y TOKEHOB JIOCTYTIA.

3amuTa JTaHHBIX B COCTOSIHMH MOKOS W NPH Nepeaave:

Ucnons3ytores texHonoruu, takue kak TLS m VPN, mis 3amurtst
nepe1aBacMbIX JaHHBIX.

baoxueiin:

ObecnieunBaeT HEW3MEHSEMOCTh JAHHBIX H  KOHTPOJb  HX
IIEJIOCTHOCTH OJlarojiapsi ICIeHTPATU30BaHHON apXUTEKTYpE.

PeryasitopHblie TPeOOBaHUA U CTAHAAPTHI

ISO/IEC 27001 — crangapt ynpaBieHUs WH(OPMAIMOHHON
0€30MacHOCTHIO.

GDPR — O6umii pernmameHT no 3amure gaHHbix B EC.

PCI DSS — cranpmapr s 3amMThl JAHHBIX JEpKaTeled KapT B
(uHAHCOBOM CEKTOpE.

[IpoBaiinepbl 00JAYHBIX YCIYT JOJDKHBI COOTBETCTBOBATH ATHUM
TpeOOBAHUSIM U 00ECTIEYHBATh IPO3PAYHOCTh B YIIPABICHUU JTAHHBIMH.
CoBpeMeHHbIEe TEXHOJIOTUH U TEHACHINH B 00J1aCTH 0€30IIACHOCTH

HNckyccerBennblid nunTe/L1eKT (M) 1 mammnHoe o0yuenue (MO):

NN wucnonb3yeTcss sl BBISBICHHUS AHOMAlIM B TOBEICHUU
10JIb30BaTeNIe U OOHAPYKEHUS YTPO3.

Mopeanb Zero Trust:

[Tonxon, mpu KOTOPOM BCEM IIOJB30BATEIISIM W YCTPOMCTBAM
POBEPSIETCA JIOCTYI, HE3ABUCUMO OT UX MECTOIMOJIOKEHHUS.

I'omomopdHoe muppoBanue:

ObecnieunBaeT BO3MOXKHOCTh 00pabOTKM 3amupOBaHHBIX JAHHBIX
06e3 ux pacmu@ppoOBKU. ITO MEPCIEKTUBHOE HAMPABIEHUE I 00JIAYHBIX
BBIYMCIICHUU.

Keiic-ctaau: PeanbHble NpuMepbl aTaK U MePbI M0 3alIUTe

[Tpumepom ycrenTHON aTaku SBISETCS yTeYKa JAaHHBIX KOMITAHUHU
Capital One B 2019 rony, xorna koHduaeHmanbHas uHpopMalus ObuIa
CKOMIPOMETHPOBAHA M3-3a YSI3BUMOCTH KOHpUrypauuu. B kauecTBe Mepsl
3alUThl KOMITAHUW BHEIPSIOT aBTOMATH3UPOBAHHBIE CHCTEMbI KOHTPOJIA
KOHUTYpaluii 1 IPUMEHSIOT (P POBAHUE TAHHBIX.

O0cyx1eHHe U MePCeKTUBbI PA3BUTHS

OcHOBHBIC BBI3OBBEI 0€30IACHOCTH B OOJAYHBIX BBIYHUCIICHUSIX
BKIIIOYAIOT CJIIOKHOCTb YIPABJICHUSA OOCTYIIOM H HCO6XO,HI/IMOCTI> B
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MOCTOSIHHOM aJjanTaluy K HOBBIM yrpo3am. bynyriue uccienoBanus MOTYT
ObITh HaIlpaBJEHbl HA YIY4YllICHUE MEXaHU3MOB AayTEHTU(DUKAIUU U
pa3pabOTKy HOBBIX METOJIOB IIU(PPOBAHUS.

3akiouenue

Obecrnieyenre 0€30MaCHOCTH JAHHBIX B OOJIAYHBIX BBIYUCICHUSAX
TpeOyeT KOMIUIEKCHOTO TOJXOZa, BKJIIOYAIOIIET0  MCIOJIb30BAHUE
Kpuntorpadguu, ayTeHTU(PUKALUK U  COOTBETCTBHE  HOPMATHUBHBIM
TpeOoBaHUsIM. BHenpeHue coBpeMEeHHBIX TeXHOJIOTrHH, Takux kak WU u
roMmomMoppHOe HIM(PpPOBaHUE, OTKPHIBAET HOBBIE BO3MOXKHOCTH MJIs
MOBBIICHHS 0€30MaCHOCTH.
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THE IMPACT OF INFORMATION TECHNOLOGY ON OUR
LIVES: FROM ROBOTS TO DIGITAL MARKETING

Abstract. The article deals with the introduction of new technologies in the
modern world. The digital transformation of society is large-scale changes caused by the
introduction of digital technologies into all spheres of human life: science, medicine,
sports, culture. Technologies are becoming more advanced every year; in the future we
will see how actively artificial intelligence will be introduced into human everyday life.
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