BO3MOKHOCTH ISl pAOOTHUKOB ¥ KOMITAHUH B TIEJIOM.

OaHUM U3 KIIFOUEBBIX ACIEKTOB BIUSHUA IU(DPOBOI TpaHchopmauu
SIBIISIETCSl €€ TOTEHIMad B OOECIEYCHUH 3KOJOTHYECKOW YCTOWYHUBOCTH
obmectBa. [ludpoBble  TEXHOJIOTHH  MO3BOJSIIOT  ONTHMH3UPOBATH
IPOM3BOICTBECHHBIC TIPOIIECCHI, yIIydInaTh DHEPrETHUYECKYIO
3pdeKTUBHOCTh, 3(P(EKTUBHO YNPaBISATh pecypcaMH U  CHIKATh
HETraTUBHOE BO3/IEHCTBUE Ha OKPY’KAIOIIYIO CPEeay.

Takum  obOpazom, 1mdpoBas  TpanchopMamus  OTKPHIBAET
HEPCIEKTUBBI JJIs1 yCTOMYHUBOTO PA3BUTHS, SKOHOMHUUECKOT'O U COLMATBHOTO
nporpecca, a TakXe CO3/1aéT HOBbIE BO3MOXHOCTU MJIi WHHOBALIMKA U
yIydlieHus: kadecTBa >ku3HU. OMHAKO [JIi MAKCHUMH3AIMU TIOJIb3BI OT
1udpoBoil TpaHchopMaIIMK HEOOXOAMMO yAETUTh BHUMAHUE YIPABIICHUIO
pHUCKaMH, 00eCTIeUeHUIO JOCTYIMHOCTH U PaBEHCTBA B JIOCTYTE K HU(DPOBBIM
pecypcaM, a TakKe YCTOMYMBOMY MCIOJIb30BAHUIO ITU(DPOBBIX TEXHOIOTUN
B COIIMATIbHBIX M SKOJIOTHYECKHUX acCTIeKTax.
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Abstract. The article describes the setup of a corporate LoRaWAN network and
provides examples of the use of open source software required for the operation of client
devices, gateways, servers, and services that use the network to solve application
problems.

K.A. AOpaes

Wuctutyt TenekommyHnukaiuii u nuagpopmaruku TypKMeHHUCTaHA
Amnixaban, TypkmeHHCcTaH

LORAWAN KAK IIOCTPOEHUE KOPIIOPATUBHOU CETH

Annomayun. B cmamve onucvieaemcs Hacmpoika KOPROPAMUGHOU cemu
LoRaWAN u npusoosamcsi npumepsvl UCHOIb308AHUS OMKPLIMO20 HPOSPAMMHOZO
obecneuenust, He0OX00UMO20 01 PYHKYUOHUPOBAHUSL KIUESHMCKUX YCMPOUCME, ULTI0308,
cepeepa u ciyxHch, UCNONL3VIOWUX cemb Ol peuleHuss NPUKIAOHbIX 3a0a.

Wireless communication technologies today are the basis for building
modern automation systems for technological processes and household
infrastructure. The need for constant data exchange between control and
executive units determines high requirements for the radio channel, and the
airwaves congestion imposes certain restrictions on the parameters of radio
devices. The implementation of reliable communication systems with an
increased range and low power that meet the requirements of regional
legislation in the field of regulating the use of the frequency spectrum for
work without a license is a priority for developers.

The technology of building LoRaWAN radio networks in unlicensed
ISM bands using devices with a power of up to 14 dB provides a simple
solution to applied problems of data collection and remote control, being a
worthy alternative to the use of GSM devices and significantly surpassing
the latter in terms of energy savings. LoRa and the possibility of building a
point-to-point radio channel using radio modules based on SX12xx chipsets,
presented on the market by Semtech. Such a solution is the most budgetary
in terms of the components used, but, as a rule, requires significant efforts
from the programmer to implement an optimal radio exchange protocol that
meets the specified technical conditions. Radio chipsets are only simplex
radio transmitters, so the burden of network management falls entirely on the
applied task, significantly increasing the requirements for the software. The
user must take care of scheduling client device transmission sessions,
preventing collisions, processing data delivery confirmations and ensuring
retransmissions in case of packet loss. In addition, it is necessary to properly
implement encryption and authentication, blocking possible actions by
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intruders to interfere with the operation of the infrastructure served by the
radio network.

The manufacturer of LoRa radio modules, Semtech, together with
IBM, has developed a LoRaWAN network stack that provides out-of-the-
box the functions necessary for efficient management of a pool of client radio
devices and ensures reliable protection of radio communications.

Client devices are identified in the network by a unique eight-byte
device identifier (deveui) and a four-byte name (devaddr) assigned by the
user, which is displayed on the server. The purpose of the device is also
indicated: an eight-byte identifier of the service with which this device will
work (appeui), and a 16-byte authentication key in this service (appkey).
Registration in the network (JOIN) can be performed in two ways: using the
OTAA (over-the-air activation) procedure or the ABP (activation by
Personalization) procedure. OTAA requires the presence of the
corresponding deveui, appeui and appkey parameters in the device itself and
on the server. Session keys for data encryption (for the network level —
nwkskey, for the application level — appskey) will be generated
automatically during the initial registration in the network. The ABP
procedure requires specifying devaddr and directly nwkskey and appskey in
the client device and in the server settings, thereby eliminating the procedure
for obtaining session keys over the air: the client device will be ready to work
in its network immediately after the initial switch-on.

After registering with the network, the client device can operate in one
of three classes:

* Class A devices spend most of their time in sleep mode, periodically
wake up, send data, wait for confirmation from the server for a short time,
and then “fall asleep” again until the next session in accordance with their
schedule. This mode of operation, while providing maximum energy
savings, also has a drawback: between short data exchanges, the devices are
unavailable to the server, and the latter has to wait for the next
communication session.

* Class C devices spend the vast majority of their time in receive mode,
with the exception of short data transmission sessions. Such devices
consume significantly more energy, but they are available to the server at
any time.

* Class B devices provide a reasonable alternative: they spend most of
their time in sleep mode, but nevertheless, between data transmissions they
regularly “wake up” and listen to the air for a while. These time intervals are
strictly synchronized with the server. Thus, data transfer to a Class B device
1s much faster than to a Class A device, because there is no need to wait for
the next data transmission session. Unfortunately, today there is practically
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no free server software that supports class B devices.
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J.5. 'apanxaeBa
VHCTUTYT TEIEKOMMYHHUKAIMI U HH)OPMATHKH
Amrxaban TypkMeHUCTaH

BHEJIPEHUE BJIOKUYEMH-TEXHOJIOT'U B OBPA3OBAHMUE:
ITOBBIHIEHUE ITPO3PAYHOCTH, BE3OITACHOCTHU "
IPPEKTUBHOCTHU YIIPABJIEHUA JTAHHBIMH

Aunomauusn. B cospemennom obOpazosamenvHom npoyecce NOSGISAEHICS
HE0OX00UMOCMb 6 UHHOBAUUOHHBIX MEXHOJIO2UAX, MAKUX KAK O0OKYElH, 015 NOBbIULEHUS
npospauHocmu U Oe30NACHOCMU  OAHHBIX,  VIVYUIeHUs  KA4ecmeda  KOHMpPOJs
ycnegaemocmu U yugposou  cepmugurayuu. B cmamve paccmampusaromcs
npeumywecmseda u 6vl3068bl uHmMezpayuu OI0KYelUHd 8 00paz08amenbHvle NPoUeccol,
maxue Kax CmMouMOCMb GHeOpeHUs, HeoOX00UMOCHb adanmayuu 3aKOHOOAMENbHbIX
HOpM U nompebHocms 6 0Oyuenuu nepconana. Mcnonvzosanue 610K4eliH-MEXHOL02UL 8
00pA306aAHUU MOJCEM 3HAYUMETLHO YIPOCMUMb U 00€30NACUMb NPOYECChl nepeoayu
OAHHBIX, YIYYUAs MeM CAMbIM KAyecmeo 00pa308amesbHblX YCiye U 008epue K Uux
pe3yibmamam.
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