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IHPOI'PAMMHOE OBECIIEYEHME 110 YIIPABJIEHUIO
APYI'UMMU ITPOT'PAMMAMMU

Annomauus. B cmamve paccmampusaemcs npobiema paspabomxu npocpamMMHO20
obecneuenuss Onsi OMIAAOKU U PeyIUPOSAHUs. GHEUHUX OKOH NPOSPAMM, UCHOIb3YEMbIX
noavzosamenem. Ilenv npoepammvl - cocmasienue CNUCKA OKOH NPUTONCEHUL U NPOSPAMM,
padbomarowux 6 ONePayuoOHHOl CUCTEeMe U ONPeOeNeHUe COOEPHCUMO20 UCHOb3YEMbIX 8 HUX
00beKmMOo8 U KOMNOHEHMO8, GbINOJHEHUE DA3IUYHLIX ONepayull no HACMpPOUKe ¢ OKHAMU U
obvexmamu.

A.A. Ovezova, K.R. Annamuhammedov, D.M. Agayeva,

Ye.T. Yazlyyev
Yagshigeldi Kakaev International University of Oil and Gas
Ashgabat, Turkmenistan

SOFTWARE FOR MANAGING OTHER PROGRAMS

Abstract. The article considers the problem of developing software for debugging and
adjusting external windows of programs used by the user. The purpose of the program is to
compile a list of application windows and programs running in the operating system and
determine the contents of the objects and components used in them, and perform various
operations to configure windows and objects.

B cpene onepanvionnoit cuctembl Windows, B He 3aBUCUMOCTH OT €€
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BEpPCHUI U Pa3HOBUIHOCTEH, pabOTaIOT U UCHOJB3YIOTCS THICSYU IPOrpaMM
U NPUIOKEHUNH. Bce OHU BBIMOJIHAIOT pa3jinyHble (YHKIMHU: CUCTEMHBIE,
MOJIb30BaTENIbCKUE, CIyXKeOHbIC U T.1 [1].

[To pa3znuuHBIM NpPUYMHAM OHM MOTYT pabOTaTh HE KOPPEKTHO,
BbI3bIBasi TEM CaMbIM pa3jiMuHble cOOM B paboTe Bcel ONEepanMoOHHON
cucTeMbl. MOXHO KOPPEKTUPOBaTh pabOTy MNPUIOKEHHUM, YNpaBiss
COJIEP’KUMBIM €€ OKOH, T.€. Pa3IMUYHbIMU O0bEKTaMU U KOMIIOHEHTaMH.

Takum o0pasom, B maHHOW paboTe OblUIa TMOCTaBJICHA IIENb
pazpaboTarh MporpaMMHOE OOecredeHre, KOTOPOe CIIOCOOHO COCTaBUTH
CIMCOK OKOH MPHJIOKEHWH W MporpaMM, paOOTarolUX B OMNEpPallMOHHON
CUCTEME M OINpPEACIUTh COAEPKUMOE HCIOJIb3YEMbIX B HUX OOBEKTOB U
KOMITOHEHTOB, a TAaK)KE€ BBIIIOJHUTh PA3JIMYHBIE ONEpALMH I10 HACTPOMKE C
OKHaMHU U 00BEKTaMH.

B pesynpraTte pa®oThl Ha S3bIKE OOBEKTHO-OPHEHTHPOBAHHOIO
nporpammupoBanus Delphi Obu10 co3gaHo nporpaMmmHoe o0ecrieyeHue AJis
pabotel ¢ pynkuusamMu WinAPI ynpaBieHns BHEIIHUMH OKHAMM «YYKHX)»
NPUIOKEHUH [2].

Buemnnii Bua u uaTEpdEiic mporpaMmsbl IpUBEICH Ha puc. 1.

f T
@ Win&Pl arkaly Gzge penjireler bilen izlemek | = | =

Buyruklar Sanaw Komek

Gerek bolan penjiranin Ostiine ony saylamak Penjire barada maglumat:
dgin basmaly

- Esasy parametrler | Penjiranin stili

[2] Total Cummandt.

- Delphi XE4 - UMain [Built] _Ady: 1
- Diplom_WinAPI [Pexmum UrpaHMMEHHDﬁi— i Klasy: | TTOTAL_CMD
e eosiils " | | Deskriptor: | 19925550

Men\?un-yﬁ- .desl-criptory: i 2392@898 1
Sekili:
hInstance: | 4154304

2 plore _ Daredijisinifi ady:
- fdcl - Delphi XE4 - Unit2 ] -

- Flash drive computer locker - Word _Ddéredijisinifi deskriptory: | 0
-1 [2] Total Commander (x64) 8.51a - Br Cepden: -8
Yokardan: | -8
Bevikliai: | 722
|
Ini: 1382
i Aszakdan: 736
yWind - Sagdan: | 1374
4 s ] » — e
Displey konteksti: | 2852211417
Sanawy tazelemek Ulanmak: Prosesin identifikatory: , 5340
w &

Puc. 1 - Unrepdeiic nporpaMmmbl

JlanHbie GYHKIIMA OTOOpa)KarOT CIUCOK IMPOIIECCOB W KOMIIOHEHTOB
3arpyKEHHBIX B OINEPATHUBHYIO MaMsTh MPOrpaMM B JIEBOM 4YAaCTH OKHA
HaIero nporpamMmHoro ooecrnedenws (puc 1.). Camu mpoIecChl BHIICTCHBI
KUPHBIM TPU(TOM, a MX KOMIIOHEHTHI (KHOMKH, CKPUITHI, MEHIO) —
MOTYXIIUM LIBETOM.
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B mpaBoif yacTu OKHa pacroyIOkKEHbI JAOMOJIHUTENbHBIE 4 3aKiIaJKu
I paboThl ¢ BBIOpAaHHBIM OKHOM. YT0OOBI BBIOpaTh MpoIlecC WIU
porpamMmy, HYKHO JBaXKIbl IIEJIKHYTh N0 HeMy. B uTore, Ha 3akianke
“Esasy parametrler” («OcHOBHbIC IapaMeTpbl») IOKa3aHbl OCHOBHBIC
napameTpbl JaHHOTO OKHA.

Kpome TOro, MOXHO yIpaBisTh CO CTUISIMA W PACHIMPEHHBIMHU

CTUJISIMU 3JIEMEHTOB OKHa (puc 2.):
=

(5l WinAPI arkaly 5zge penjireler bilen islemek WinAPl arkaly Gzge penjireler bilen iglemek == g

Buyruklar Sanaw Kémek

stine ony saylamak  Penjire barada maglumat:

Buyruklar Sanaw Kémek
n:

[ Penjirani gifieldilen stil

i | Penjiranif kdasynyn stili |

stune ony saylamak Penjire barada maglumat:

Esasy parametrier Peniiranii stili

=l Esasy parametrier

jiranif stili

| pen;

[ ws_popPup

[7] ws_cHILD

[C] WS_MINIMIZE

[¥] Ws_VISIBLE

[[] ws_DISABLED

[¥] WS_CLIPSIBLINGS
[¥] WS_CLIPCHILDREN

- UMain [Built]
" UrDanwuennoﬁI* I

[¥] ws_MAXIMIZE
[¥] ws_capPTION

[¥] wS_BORDER

[¥] WS_DLGFRAME
[F] ws_vscroLL

[[] WS_HSCROLL

[¥] ws_sysMENU

[¥] WS_THICKFRAME
[¥] ws_croup

plors
elphi XE4 - Unit2

pi p - UmMain [Built]
Diplom_WinAPI [Pesxnm or parmuennod | (| £
- || £ ws_ex_topmosT

- locker - Word
r (x64) 8.51a - Br

Penjiranif gifeldilen stili | Penjiranin klasyny# stili

[C] wS_EX_DLGMODALFRAME
[F] WS_EX_NOPARENTNOTIFY

[C] WS_EX_ACCEPTFILES
[7] WS_EX_TRANSPARENT
] wS_EX_MDICHILD

[[] WS_EX_TOOLWINDOW
[¥] ws_EX_WINDOWEDGE
[7] WS_EX_CLIENTEDGE

[7] WS_EX_CONTEXTHELP
] WS_EX_RIGHT

[7] WS_EX_RTLREADING

7] WS_EX_LEFTSCROLLBAR
[¥] WS_EX_CONTROLPARENT
[[] WS_EX_STATICEDGE

[7] ws_EX_APPWINDOW

[#] ws_TABSTOP
[-l:! WS_MINIMIZEBOX
[F] WS_MAXIMIZEBOX

Ulanmak Sanawy tazelemek Ulanmak

Puc. 2 -anaB.JIeHne CTUJISAMHU 3JIEMECHTOB OKHA BblﬁpaHHOFO NMPUJIOKEHUS

B crpoke rnmaBHOro MEHIO MpUJIOKEHHUs Moj Ha3zBaHuem Buyruklar
(«Komanip1») mpenycMOTpeHbl HEKOTOPBIE ONEpalliy YIPABICHUS OKHOM.

@ WinAPI arkaly Gzge penjireler bile

Bu}mktaﬂ Sanaw  Komek

"?a;yrmak
Dikeltrek

Uly &lgege gegirmek
Gadagan etmek
Rugsat bermek
Bukmak

Garkezmek

‘?apmak

Puc. 3 -Cnmncoxk koMaH[ AJ1s1 ONlEPALMH ¢ OKHAMU

JlamHO€  MEHIO  TIO3BOJISIET  CKpBIBaTh,  BOCCTAHABIWBATb,
MaKCHMHU3HPOBATh, OJIOKMPOBATH, pa30JIOKHUPOBATH, IOKA3bIBATh, 3aKPHIBATH
OKHa JIPYTUX MPOrpaMM U TPUJIOKEHHUH (puc 3).

Crucoxk mporpaMM U TPUIIOKEHUH MOXHO OOHOBUTH Yepe3 MyHKT
Tazelemek («OOHOBUTHY) MeHIO Sanaw («CHHUCOK») W KHOINKY Sanawy
tdzelemek («OGHOBUTH CITUCOKY).

C nomompto kHomku Ulanmak («ITpuMeHHTH») MOXKHO COXpaHHUTh
JT00BIe BHECEHHBIC K OKHAM U3MCHEHHUS.

[Iporpamma BBIIOJHEHA B BUJE CTAHIAPTHOTO MPUIOKEHUS
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Windows. PabGota mnporpaMMbl COCTOMT €3 CIEAYIOIIUX O3TaloB:
nocpenctsoM ¢yHkiuuii WinAPl oHa MOXeT CKpbIBaTh, pPa3BEPHYTH,
3aKpbIBaTh OKHA MPWJIOKEHUN M MPOTrpamMM, OTKPBHITHIX U pabOTaIOIIUX B
onepaunoHHO cucteMe Windows, a Takke OTKIIIOUUTb, BOCCTAHOBHUTD
CIIUCOK UX O0BEKTOB, 3JIEMEHTOB U KOMIIOHEHTOB.

CnucoK MCNO0JIb30BAHHBIX HCTOYHHKOB
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PA3PABOTKA ITPOT'PAMM CUMVYJIATOPOB KUBEPYI'PO3

Annomauyus. B cmamve paccmampusaiomcs npocpammvl CUMYIAMOPOS PA3IUUHBIX
Kubepyzpos 8 yuebHom npoyecce npu no020MOosKe CReYUAIUCIO8 U OAKALIABPO8 NO HANPABLEHUIO
ungopmayuonnot  u  kubepbesonacnocmu.  Hcnonvzosanue  OanHulXx  pazpabomox 6
NPAKMUYeckux U Aa00pAmMoOpPHbIX 3AHAMUSX, NO360JSAM  CO30A6AMb YCA0GUSL, MAKCUMATLHO
NPUOTUINICEHHBLE K PeATIbHbIM YCLOBUAM AMAK.

M.M. Churiyev, D. Tejenow, M.R. Otuzov, S.O. Geldiyev

Yagshigeldi Kakaev International University of Oil and Gas
Ashgabat, Turkmenistan

DEVELOPMENT OF CYBER THREAT SIMULATOR
PROGRAMS

Abstract. The article discusses the features of the use of developed simulators of various
cyber threats in the educational process when training specialists in the field of information and
cyber security. The use of these developments in practical and laboratory exercises will create
conditions that are as close as possible to real attack conditions.

Pemenne mnpobGieMbl kuOepOe30MacHOCTH B COBPEMEHHOM MHpE
HEBO3MOXXHO ©0€3 TOATOTOBKM KBATH(DHUIIMPOBAHHBIX  CIICIIUAJKCTOB,
OakalaBpoB M  MarucTpoB B  oOjactu  HUHPOPMAIMOHHOM U
knbepOe30macHOCTH. A ATO B CBOIO ouepeqb yKe Jpyras mnpodsema. B
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