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AHHOMayus. B cospemeHHoM mupe c ygenudyeHuem o6vemos yugpposo20 KOH-
meHma u pocmom OHAAUH-NUPAMcmMead 3auuma aemopcKuUX npas cmaHosumcs sce 60-
nee akmyaneHol. CmezaaHozpagus npedocmasasgem 803MOXHOCMb 8CMPAUBAHUS UH-
gopmayuu 06 aemopcmee HANPAMYH 8 KOHmMeHm, obecrie4usas aghgheKmusHyro 3a-
wumy npas uHmesnnekmyansHoli cobcmeeHHocMuU 8 oHAalH-cpede, 20e pacrnpocmpa-
HeHue U Ucrosab308aHUE KOHMeHMa HernpepsisHO so3pacmaem. JJaHHas paboma pac-
cmampusaem npumeHeHue XapaKkmepucmuK pacmpuposaHuUs 8e6-00KymMeHMo8 KaK 00-
MosHUMe1bHOo20 Napamempa cKkpoimoli nepedavyu KOHPuUOeHyUaabHOU UHGopmayuu
8 cmezaHozpaghuyeckol modenu. lNpednazaemcs sapuaHm moougukayuu obweli cme-
2aHoepaghudeckoli Modesu ¢ y4emom pacmpupo8aHUs 8EKMOPHbIX 31eMeHMo8 00KY-
MeHMOo8-KoOHmMeUlUHepos.

Knroueesoble cnosa: cmezaHozpaghus, pacmpuposaHue, an20pumm, Mamemamu-
yeckas modesb, ysem, NpocmpaHcmeeHHas 0b1acms, A8MOPCKoe Npaeso, u3obpaxeHue.

B HacTosWee Bpemsa umndpoBas 3pa NPUBHOCUT 3HAUYUTE/IbHbIE UBMEHEHMUA B 00-
pPaboTKy M UCNONb30BaHME AaHHbIX. BONBLWKWMHCTBO AaHHbIX TENepPb NPUHUMAKOT dopmy
umdposbix GannoBs, UX XpaHEHUe, Nepeaaya U UCNO/Ib30BaHME CTAHOBATCA HEOTbEM-
JIEMOW YacCTbio HaLLEeN NoBCeAHEBHOM XM3HU. O4HAKO, C 3STUM TaKKe BO3pacTaeT yrpo3a
LUMPpPOBOro NMPaTCTBa — HECAaHKLIMOHUPOBAHHOIO KOMMPOBAHMUA U PACNPOCTPAHEHMUA
AaHHbIX. 9TO CO34aeT PUCK HapyLleHUA KOHOUAEHUMANbHOCTN N Be3onacHocTU UHPop-
MaLMK, a TaKKe SIKOHOMUYECKME NOTEPU ANA KOMNAHMIN M YacTHbIX Auu, [1].

Mo3TomMy cOBpeMeHHble KOMMaHUM U FocyAapcTBa A0NXKHbI aKTUBHO 60pOoTbCA
C UMdpPOBbLIM NMUPATCTBOM, pa3pabaTbiBas M BHEAPAA COOTBETCTBYOLLME MepPbl 3aLLUTbI
OAHHbIX. Takue mepbl BKAOYAKOT B cebs cnonb3oBaHme WMPPOBAHUA, YCTAHOBKY aH-
TUBUPYCHOrO NPOrPaMMHOro obecneyeHunsa, KOHTPOAb A0CTYNa K KOHPUAEHLUNANbHbBIM
AAHHBIM U TEXHOI0TUW 3aLMTbl NPaB MHTENNEKTYaNbHOM COBCTBEHHOCTH.
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[NA 3aWNTbl CBOETO MHTENNEKTYAIbHOTO TPYAA aBTOPbI aKTUBHO MULLLYT CNOCcobbI
npeaoTBpaLLEHNA HE3AKOHHOIO NCMONb30BaHUA CBOMX PaboT. Og4HMM U3 TaKMX CMOCO-
60B ABNAETCA cTeraHorpadums, HayKa O CKPbITOM pasmelleHnn MHGopmaLnm, KoTopas
B HacToslee Bpems npuobpetaeT Bce bonbluyto nonyaspHocTb. C ee NOMOLLbIO aB-
TOpPbl MOTYT BCTPAMBaTb CBOM CEKPETHbIE AdHHblE B LMPPOBbIE AOKYMEHTbI, 0becneyn-
BaA TEM CaMbIM A0Ka3aTeIbCTBa CBOMX NPaB Ha MHTENNEKTYabHYO COOCTBEHHOCTb.

CrteraHorpaduyeckas cuctema, Kotopas He TpebyeT npeaBapuTesnbHOro obmeHa
HEeKOTOpPOW cekpeTHOM HGopmaumeln (Hanpumep, cteraHorpadUYECcKUM KArYoMm), oT-
HOCMKTCA K TaK HAa3bIBAEMOM K4YUCTOM cTeraHorpadpum» [2]. PopmanbHO npouecc BCTpa-
nBaHMA (ocarkaeHuaA) TaliHbIX coobweHnin M, c NOMOLLbIO KOTOPOTO, B YaCTHOCTM, MOYKHO
pelwaTb YNOMAHYTYH 33434y 3aliMTbl aBTOPCKOro NpaBa Ha KOHTEHT, coAeprKalminca
B OKYMEHTax U3 MHoKecTBa €, MOXHO OnuncaTtb Kak oTobpaxkeHue E:

E:CxM—>S, (1)

Mpouecc n3snevyeHna M us cteraHOKOHTENHepPOB S (f0KyMeHTOB C ¢ pa3MeLL,eH-
HOM B HEM aBTOPCKOM MHbopmaumeir M) onucbiBaeTtcs GyHKLMEN, 0OpaTHOM K E:

D=E':s >Mm,cC. (2)

CreraHorpaduyecKkan cucTema Ha OCHOBE CEKPETHOrO K/H4a MOX0XKa Ha CUMMET-
PUYHYIO KpUATOCUCTEMY: OTNPaBuTenb BblbnpaeT KoHTenHep C (CeC,C={C,,C,,...,C,})

1 BHeapAeT cekpeTHoe coobuenne M (M eM, M ={M,,M,, ..., M, },r >n) 8 C c nomo-
Wpbto cekpeTHoro kntova K (K e K, K={K,,K,,...,K,}). PesynbTatom Takoro npeobpa-

30BaHuA byaeT cTerokoHTeiHep S, S€ S, S€{S,,S, ..., 5, }. Maccus 13 WecT MHOXKeCTB:

£:<CIMIKI$IDKIEK>I (3)

raoe
E, :CxMxK—S, (4)
D :CxK—>M (5)

OnuUCbIBaeT CTeraHoOCUCTEMY C OAHUM WM HECKOJIbKUMMU cTeraHorpapuyeckumm
KAtodamum [3].
®opmynebl (4) n (5) cnpasBeanmBbl TONbKO O cBOUCTBOM [4]:

Dy (Ex(C,M,K),K)=M; (D) =Ey. (6)

Ha pucyHKe 1 npusegeHa obuian CTpyKTypMpOBaHHAs cxema cteraHorpaduye-
CKOI CUCTEMBbI.
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CoobOmenne CoobmieHue
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Kirouenas
nHpOpMaIHs

PucyHoK 1. — O6was cxema creraHorpadpmueckom cuctembl

INEeKTPOHHbIE TEKCTOBbIE AOKYMEHTbI NOABEPratoTCA Pa3/IMYHbIM KOHBEPTALMAM
n moandukaumam. B pesynbraTe Takme AOKYMEHTbI MOMyT PAaCCMaTPMBATLCA KaK M306-
pa*keHuA 1, COOTBETCTBEHHO, MOTYT ObITb YaCTbO PACTPOBOWN UM BEKTOPHOM rpadumKu.
B 3TO cny4vae BO3HMKaeT npobsema pacTpMpoBaHMA TEKCTA, KOrAa KOHTYpbl OYKB cTa-
HOBATCA Pa3MbITbIMM, A LBET MO KOHTYPY NepexoamT B rpagMeHT. Tem He meHee, 3ToT
$aKT MOXHO MCNO/1Ib30BaTb AJ/1A CKPbITOrO BHEAPEHUA TAaMHOM MHPOPMAL MK, TAKOM KaK
undposoi BoaaHOM 3HaK (L|B3), B 3awmiaemoe cogepxmmoe. Jna yBenmyeHuna npo-
MYCKHOM CNOCOHBHOCTM TaKOTO CKPLITOro KaHana MOXHO MCNONb30BaTb Npeobiagatolme
OTTEHKM Cpean NepexoHblX OTTEHKOB PACTPUPOBAHHbIX CUMBOJIOB.

BBuAay TOro, YTo 3/IEKTPOHHbIE M300paXKEHMA-KOHTENHEPbI MOTYT NPUHAANEXKATb
pacTpoBoMy TUNY rpadUKM U COCTOATL M3 NUKCenen, HeobXoAMMO YYNUTbIBATb C KAKUMMU
KOHKPETHO nuKkcenamu byaeTt npomcxoanTb cTeraHorpadpuyeckoe npeobpasosaHme nam
anropuTm mx Bblbopa M3 BCETO MaccuBa NUKcesei. Tak Kak 3TO MOXKeT bbITb peanmso-
BAHO Pa3/IMYHbIMU METOAAMM, UCNOb3YHOLWMMM Pa3IMYHbIE aNrOPUTMbI BbIDOpa NUKce-
Nnei ons BHeApeHUA, He0bXo4MMO YyYMTbIBATb 3TO NPU onncaHum moaenu. MNycto Fe—
Habop PYyHKUUI, peanmsytomnx BbiIbop NMKcenen ana cteraHorpapuyeckoro npeobpa-
30BaHMA U3 KOHTeNHepa € Npu UCNONb30BAHUM KNOYEBOW MHDOPMALMK:

F.:CxK—Z, (7)

roe  Z— MHOXECTBO NMUKCcesel, UCNoJIb3yeMblX HENOCPeACTBEHHO A1A cTeraHorpadu-
yeckuoro npeobpasosanus, Z={Z,,2,,..., Zq}, npuyem q = n.

CnepoBaTenbHO, cTeraHorpadumyeckas cuctema byaet UMeTb cieayownii Bua,:

£:<CIMIKISID IE IFE>I (8)

npu yCcA0BMMN MCNONb30BaHUN OL4HOrO aAropuTMa Bblbopa Nnukcenen Ana BHeapeHUA
N U3BNEYEHUSA, NPU Pa3AnYHbIX Fp — HAbop GyHKLMIA, peanusytowmx BbIbop nuKkcenen
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ANA N3BNEYEHUA CEKPETHOM MHPOPMALLMKN N3 KOHTelMHepa € Npy UCNOb30BAHUM KALO-
4yeBOW MHPOPMALUK:

F,=F ':CxK—>2Z, (9)
§=<C,M,K,S,Dy,Ey, Fec,Fp>. (10)

Takum 06pa3om, OCHOBHbIM OT/IMYMEM OMMUCAHHON MaTEMATUYECKON MOAENN CTe-
raHorpaduyeckom cMcTembl OT U3BECTHbIX MOAeEe/EeN ABNAETCA NCNOIb30BAHUE PacTpu-
POBAHMA TEKCTa ANA CKPbITOM Nepenayun MHGopmaLmMn. 3To NO3BOAMUT B MOSHON mepe
MCNO/1b30BaTb PACTPMPOBAHME BEKTOPHbIX CUMBOJIOB /1A YBEIMYEHMA NPOMNYCKHOM CNo-
CO6HOCTU MEeTOA,0B BHEAPEHUA TalHON MHbOPMaLMK.
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