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A. Sluex', I1. I1. Yp6anoBuy®
! To6muuckuit Karomueckuit yausepcutet (ITonbna)
BenopyccKuii TOCYIapCTBEHHBIH TEXHOIOTHUECKNH YHUBEPCHTET

CUCTEMA HU®POBbLIX CEPTUPUKATOB B ObPA3OBAHUHA
HA OCHOBE BJIOKYHEUH-IIVIAT®@OPMbI ETHEREUM

COBpeMeHHOG O6pa3OBaHI/IC IIOCTOAHHO aJalITUPYETCA K JMHAMUYIHO MEHAIOIEMYCSA TEXHOJIOTUIE-
CKOMY naﬂuma(bTy, HIIECT MHHOBAIIMOHHBIC PECIICHUA AT NOAACPKKHU IMPOILECCOB O6le€Hl/ISI. Cpeun I3THUX
peHIGHI/Iﬁ TEXHOJIOTUSI OJIOKYEHH CTAHOBHUTCS HCpCHeKTHBHOﬁ 06J'IaCTLIO, INOTCHIIMAJIbHO pGBOHIOHHOHHOﬁ
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s cepsl oOpasoBanus. BHenpenue mudpoBeIX cepTr(UKAaTOB B 00pa30BaHHE IMOBBIIIACT dPPEKTHB-
HOCTB, 0€30I1aCHOCTS U INI00aIbHOE IPU3HAHUE KBATH(HUKALMHT, Aesiast IPOLeCC MOATBEPKICHUS TOCTH-
YKEHUI 00Jiee COBPEMEHHBIM M ITPO3pavyHbIM. B cTaThe aHann3upyroTCsi OCHOBHBIE OCOOCHHOCTH HUCIIOJIb-
30BaHUs TEXHOJIOTHI OJIOKYElH B crcTeMe 00pa3oBaHusl, Oa3upylomuecs Ha psiae QyHIaMEeHTaIbHBIX
TEOPETHYECKNX KOHIIEMIINH, a TaKXKe OMHMCBHIBACTCS aBTOPCKOE MPOTPAMMHOE CPEACTBO JUIS CHCTEMBbI
akajgeMudeckoi cepTuduranuu. OCHOBOI NPHIIOKEHUS SABIIAETCS ACLEHTPAIN30BaHHas 0a3za JaHHBIX,
nocrpoeHHas Ha miardopme Ethereum. IlpunoskeHue UCHONb3yeT CMapT-KOHTPAKTHI I O€30I1acCHOM
BBIJIaYM M MIPOBEPKH LU(PPOBBIX AUIIIOMOB. ONMCaHbl KIIOYEBbIE MOIYJIH NPUIIOKEHUS! 1 0COOEHHOCTH
WX TporpaMMHON peanu3anun. OMHON U3 0COOEHHOCTEH paccMaTpPUBaeMOW CHCTEMEI SIBISIETCST peallil-
3aIsl MEXaHM3Ma TOKEHH3alMK, OCHOBAaHHOTO Ha Habope MpaBui Ul CMapT-KOHTPAKTa TOKEHA B CETH
Ethereum (ERC-20), KoTOpBIif rapaHTHPYET, YTO ATH TOKEHbI B3aUMO3aMEHSIEMbI 1 COBMECTUMBI C JPY-
T'MMH TOKEHAMH ¥ IIPIIOKeHNAIME B 3kocucTeMe Ethereum. IpencraBnens! Taxke mpuMeps pakTuye-
CKOT'O MCIIOJIb30BaHMUS TAHHOTO TIPHIIOKEHHS.

KiroueBble ¢JIoBa: TEXHOJIOTUS OJOKYEHH, cucTtema obOpasoBanus, uatdopma Ethereum, xam-
(yHKIHS, aITOPUTM KOHCEHCYCa, IPOrPaMMHOE 00eCIIeYCHHE.

[ untupoBanus: SIuex A., Yp6anosuu I1. I1. Cucrema nudpoBbix cepTuuKaToB B 00pa3oBaHUN
Ha ocHOBe OnokuerH-atdopmsl Ethereum // Tpyast BI'TY. Cep. 3, ®usznko-mMaTeMaTndeckue HAyKH U
unpopmaruka. 2025. Ne 2 (296). C. 47-57 (Ha anri.).

DOI: 10.52065/2520-6141-2025-296-8.

Introduction. Modern education is continuously
adapting to the rapidly evolving technological land-
scape, seeking innovative solutions to support learn-
ing processes [ 1-3]. Among these, blockchain tech-
nology is emerging as a promising area with the po-
tential to revolutionize the field of education. The basic
idea of this technology (Satoshi Nakamoto [4]) is
that the network timestamps transactions by hashing
them into an ongoing chain of hash-based proofs of
work, forming a record that cannot be changed with-
out redoing the proof-of-work. The longest chain
serves as proof of the sequence of events witnessed.
Originally developed as the backbone for cryptocur-
rencies, blockchain has become a foundation for
new models of secure and transparent data storage.

There are several main areas of research on the
use of blockchain technology in education. These
include the following.

1. Theoretical Foundations and Conceptual Ap-
proaches. Many authors emphasize the unique prop-
erties of blockchain — immutability of records, de-
centralization, and automation through smart con-
tracts (see, for example, [5, 6]). These features create
prerequisites for reducing the risks of certificate
forgery and increasing trust in learning outcomes.

2. Application of Blockchain for Storage and Ve-
rification of Academic Achievements. Research shows
that blockchain enables the creation of digital diplo-
mas and certificates that are easily verifiable by em-
ployers and educational institutions [7, §8].

3. Management of Student and Educator Records
and Portfolios. Decentralized platforms for storing
students’ achievements and educators’ methodolog-
ical materials provide control over such data and fa-
cilitate their exchange among participants in the ed-
ucational process [9].

4. Skills Certification. Studies indicate the pro-
spects of using blockchain for issuing micro-certif-

icates for individual modules or skills [10, 11]. This
approach promotes flexible learning and validation
of specific competencies.

5. Security, Privacy, and Regulatory Issues. De-
spite its advantages, research also raises concerns re-
garding personal data protection [12], compliance
with regulatory requirements (European Commission,
2020), and the need for standardization of solutions.

The analysis shows a high potential for using
blockchain technologies in the education system to
increase trust in learning outcomes, simplify admin-
istrative processes and protect data [ 13—18]. In prac-
tice, blockchain only allows for adding information
without the possibility of editing or deleting it [ 12—14].
Each subsequent block is permanently linked to the pre-
vious ones, creating a chain resistant to manipulation.

The authors of [15] conducted a meta-analysis
with elements of a literature review, in which they
distinguished both current and future potential ap-
plications of blockchain technology in the education
sector. Here, they analyzed, among others, the use
of this technology in the field of certificate manage-
ment, maintaining student records, building educa-
tional platforms and implementing smart contracts.

Other literature reviews also emphasize the con-
vergent features of blockchain technology. For exam-
ple, in the article [ 16] such features as decentralization,
transaction tracking, immutability of records and cur-
rency properties of blockchain were distinguished.
In turn, the article from MDPI lists interesting ad-
vantages such as transparency, security, efficiency and
the possibility of creating decentralized applications
and smart contracts [ 17]. However, for widespread im-
plementation, further research is needed on issues of
standardization, regulatory control and integration
with existing systems and, most importantly, it is
necessary to create and study the main features of
the practical use of relevant software platforms.
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It is also worth noting that in 2017, Sony Global
Education (SGE) announced the development of a
blockchain-based system in the education sector. It
was intended to mutually use records of educational
achievements and activities of several educational
institutions [19].

The purpose and content of this article is pre-
cisely to present the process of development and
practical use of blockchain technology in education.
Specifically, it pertains to verifying the authenticity
of digital educational diplomas.

Main part. System model and application ar-
chitecture. The basic assumption of the proposed
solution in the author's application is to ensure
transparency, security and automation of the pro-
cess of issuing and verifying academic certificates
using blockchain technology and smart contracts.

The functionality of the developed diploma au-
thentication system and the interaction of its main
modules are based on the approaches described in
[20]. Fig. 1 shows an adapted functional diagram of
the specified system.

The system is based on a decentralized platform
operating in the Ethereum Virtual Machine (EVM)
environment. EVM is responsible for executing the
code of smart contracts, which automatically exe-
cute the terms of the contract when certain criteria
are met. They are based on the Solidity language,
which is specially designed for creating applications
on the Ethereum blockchain.

Each transaction in a block is hashed and stored
in a Merkle tree, which is a type of binary tree with
many leaf nodes. The root of a Merkle tree is a hash
of'its descendant nodes, which ensures data integrity
and verifiability. Ethereum also uses Patricia Merkle
Tries (also known as Radix Tries), which are used
to store key-value pairs with cryptographic authen-
tication. The block header contains three roots from
the three trees, representing state, transactions, and
confirmations, respectively [21].

The application was developed and tested using
Truffle Suite, which is a comprehensive solution for
building and testing decentralized applications. Ga-
nache, a local platform for visualizing blockchain
data and testing contracts in a local environment,
without the overhead of the Ethereum mainnet, was
also used. Data is stored in MongoDB, and the
front-end, built using the React framework, com-
municates with the back-end and the Ethereum net-
work via a JavaScript API. The general scheme of
the developed application is presented in Fig. 2.

Front-End. The application uses a decentral-
ized interface (DApp) to interact with the Ethereum
blockchain.

The front-end is built using the React,js frame-
work with MetaMask wallet integration, which al-
lows users to securely authenticate and manage cer-
tificates. With DApp browsers (e.g., with the Meta-
Mask extension), users can upload and verify
certificates directly through smart contracts.

Issuer (University)

Recipient (University Graduate)

Verifier (Company)

7 Lagacy Sysem (1)

Front-end System

Back-end System

Generate hash and

store in Smart Contract

Produce Digital Claim 3 , Check
Diploma ‘ Diploma =/ Diploma
"""""""" e T
2) Ind : 4) ‘
| “diploma.pdf "diploma. pdf" T

Back-end System

Generate hash and

‘| check in Smart Contract

| [

Ethereum Blockchain

5 1 1 1

Solidity Smart Contract

E

. 4_.
check hash()

(2) Diploma e NP |
= @/_ 5 — validinvalid |

Fig. 1. Architecture and functionality of electronic processing of certificates based on blockchain
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Fig. 2. The general scheme of the developed application

Basic frontend software modules.

Registration module. The user registers using a
MetaMask account, whose unique identifier re-
places traditional login data. Additionally, they pro-
vide information such as name, surname, email ad-
dress, and role.

Login module. After registration, the user logs in
only using MetaMask, which eliminates the need to
remember passwords and increases security.

Certificate management module. Educational
institutions can issue certificates, assign them to stu-
dents, and verify the authenticity of documents.

Certificate issuing module. Administrators man-
age the entire system, create new certificates, and
supervise the process of issuing them.

Download and viewing module. Students can
view certificates assigned to them and download
them in PDF format.

Payment module. Payments for issuing a certif-
icate are made via ERC-20 tokens (described in
Chapter 4), integrated with the MetaMask wallet.

Verification module. Each certificate is recorded
in the blockchain, and its authenticity can be veri-
fied by the university or other institutions using a
unique identifier.

Back-End. The application uses the MongoDB
database (DB) to store user data and certificate
metadata. Communication between the frontend
and backend layers is carried out via the REST API
JSON interface. The Ganache environment, which
simulates the operation of the private Ethereum net-
work, was used to test smart contracts. This solution
allows testing without the need to incur transaction
costs. Integration with the blockchain was imple-
mented using the Web3.js library, used to send
transactions and read data from smart contracts run-
ning on the Ethereum platform.

REST API RestAPI organizes work with two da-
tabases: the application DB (MongoDB) and the
blockchain. In this regard, the methods in RestAPI are
divided into three categories: methods of the identifi-
cation level (Identity), methods of registering refer-
ence information in the application database (Mon-
goDB) and methods of making transactions with the
blockchain DB. The methods of the Identity category
are used to authorize the participant and obtain a JWT
token in order to further use RestAPI methods, as well
as to register and confirm participants at the web ap-
plication level. The architecture of this DB is pre-
sented in Fig. 3, where the detailed structure of all ta-
bles used by the application is presented.

The process begins with the admin generating a
digital certificate, which is then sent to the block-
chain network. The certificate contains important
information, such as the student's name and sur-
name, the name of the institution, the date of issue,
and the title of the diploma. Each certificate is saved
in the form of an immutable hash and associated
with the admin's public key. In the second step, the
consensus layer plays a key role. It can be seen as a
combination of internal infrastructure (MongoDB,
Node.js server, and private Ethereum node), which
constantly monitors the implemented smart con-
tract. Institutions can easily verify the document
without the need to involve the admin. It is enough
to compare the generated certificate hash with those
saved in the blockchain. After successful verifica-
tion, the certificate is issued to the student in digital
form and is notified via e-mail.

The educational institutions participating in the
system are mainly universities or teachers who are
members of the network. The blockchain-based sys-
tem for issuing and verifying diploma certificates
has been designed as a complete solution.
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Token class Blockchain
constructor() {
User -hame this.chain = [this.createGenesisBlock ' ];
-symbol }
- id -decimals createGenesisBlock() {
_;ame -lotalSuppfy return new Block(®, Date.now  .toString ', "Genesis Block", "@");
¥
-password -balances getLatestBlock() {
-email -allowances return this.chain[this.chain.length - 1];
-role +ransfer() }
-certificates +ransferFrom() addBlock(newBlock) {
- newBlock.previousHash = this.getLatestBlock().hash;
+reg,5te‘0 +appr°ve0 newBlock.hash = newBlock.calculateHash();
+'°gn0 *gewalﬂak'ya:mo 0 this.chain.push(newBlock);
+g ance }
+deduct() isChainvalid() {
for (let i = 1; i < this.chain.length; i++
const currentBlock = this.chain i ;
const previousBlock = this.chain'i - 1];
Blockchain
—chain: Blo if currentBlock.hash !== currentBlock.calculateHash()
Certificate amn: d‘ﬂ return false;
- +addBlock()
-id +va|idateChai'|0 if currentBlock.previousHash !== previousBlock.hash
-studentName return false;
-universityName
-degreeAwarded i &
return true;
-degreeType Block )
-classOfDegree ind
i ig. 5. Implementation o e Blockchain class
-courseName imestamp Fig. 5. Impl tat f the Blockch 1
-department
. |[@—— data
-yearOfCompletion oUsHiaeh . . . .
B rashe"‘w The certificate verification process includes the
+addCertificate() +calculatatiash() following steps (see Fig. 1):
:3;'%‘*(‘)"““‘90 1) the user sends a verification request based on

Fig. 3. Database schema

A blockchain written in JavaScript was used to
verify certificates, which allows for storing infor-
mation and verifying certificates.

Fig. 4 and Fig. 5 show a fragment of the code im-
plementing the blockchain, which includes creating a
new block for each verification, checking the integrity
of the chain, ang updating the status of the certificate.

Block class representing a single block in the
blockchain. Each block contains an index, timestamp,
data, hash of the previous block and its own hash.

Blockchain class representing the entire block-
chain. Contains methods for creating a genesis block,
adding new blocks and verifying the integrity of the
chain.

class Block
constructor(index, timestamp, data, previousHash = "") {
this.index = index;
this.timestamp = timestamp;
this.data = data;
this.previousHash = previousHash;
this.hash = this.calculateHash();
}
calculateHash() {
return crypto
.createHash("sha256"
.update(
this.index +
this.timestamp +
JSON.stringify this.data +
this.previousHash

;digest("hex"';

Fig. 4. Implementation of the Block class
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the certificate’s unique identifier;

2) the system searches for the certificate in the DB;

3) for each verified certificate, a new block is
created containing its unique data;

4) the new block is added to the blockchain;

5) the system verifies the integrity of the entire
chain.

6) the certificate is assigned the status “Valid”
and a response is returned.

Smart contracts on the token platform. the pro-
posed application also integrates a tokenization
mechanism based on the ERC-20 standard. Tokens
are used to manage payments related to the issuance
and purchase of certificates [22, 23]. The token con-
tract additionally incorporates elements of extended
smart contract standards, which are sub-standards of
the ERC-20 token. In particular, transfer functional-
ity is implemented using the transfer() and trans-
ferFrom() functions, based on the ERC-677 stand-
ard [23]. In both cases, parameters such as the recip-
ient address, sender address, and the number of
token units are passed to the function as arguments.

For managing user wallets and executing trans-
actions, the MetaMask extension is used, providing
access to the web3.js interface.

For educational institutions, such as universi-
ties, this process has been further extended. Before
gaining access to the generated certificate and the
ability to verify it, the university is required to pur-
chase tokens in order to redeem the respective cer-
tificate. In other words, users must have a sufficient
balance to proceed with the transaction. The pur-
chase of tokens is carried out based on a predeter-
mined fee. Once the transaction is completed, the
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purchased tokens are transferred to the institution’s
wallet address in MetaMask. Only after the certifi-
cate has been redeemed does the university obtain
access to the generated document and its verifica-
tion within the system. The tokens used for pur-
chasing the certificate are then transferred to the ad-
ministrator’s account.

Error “Stack too deep” in Solidity and its solu-
tion. During the implementation of smart contract
functionality in Solidity, one of the characteristic
compilation errors for this environment was en-
countered: “Stack too deep when compiling inline
assembly”. This error is caused by too many local
variables or parameters passed to the function,
which exceeds the limits of the stack available dur-
ing the function execution. The error appeared in the
addCourse() function, which accepted as many as
12 parameters, including many of type string
memory (Fig. 6a). Each of these parameters occu-
pies a separate slot on the stack, and the total num-
ber of slots for local variables in the function is a
maximum of 16. Exceeding this limit results in the
inability to generate code, preventing the proper
compilation of the contract.

To bypass the stack limit, the addCourse() func-
tion was modified to accept a single parameter of
this type (Fig. 6b). Thanks to the changes, the num-
ber of local variables in the function has been re-
duced to one, which allowed avoiding a stack over-
flow error and enabled successful compilation and
migration of the contract.

Issuing certificates. A certificate confirming
the attainment of a scientific degree is an official
document issued by an academic institution, such as

function addCourse(

a university. It contains key information, including
the date of award, the name of the awarding institu-
tion, the recipient's personal details, and the title of
the obtained degree. This document serves as formal
confirmation of academic achievements and is often
required in recruitment processes or further educa-
tion. The process begins with assigning the certifi-
cate to a specific student. The system verifies the
user's identity and the certificate's status, then gen-
erates a personalized document containing student
data such as first name, last name, identification
number, field of study, and year of graduation. To
ensure security, the certificate is encrypted and dig-
itally signed. After generation, the certificate is au-
tomatically sent to the student via email.

The message includes information about the doc-
ument's availability and instructions for downloading
it. This allows students to have immediate access to
their certificate without waiting for traditional postal
delivery. The system also enables students to down-
load certificates at any time. During this process, the
system verifies the user's identity and the authenticity
of the certificate. If everything is in order, the student
can download a PDF version of the document, which
can be used in recruitment processes or job applica-
tions. After generating the certificate, it is encrypted
and sent to the specified address.

The certificate encryption process is as follows:

1) based on the userld and certificateld identifi-
ers, the appropriate user and certificate data are re-
trieved from the DB;

2) the presence of the user and certificate, as
well as the certificate's status, are checked. If the
certificate is revoked, the process is halted;

function addCourse(Course memory input) public {
require(isEducator[msg.sender], "Not authorized to add course");
courseCount++;
courses[courseCount] = Course({
id: courseCount,
lastname: input.lastname,
firstname: input.firstname,
middlename: input.middlename,
degreeAwarded: input.degreeAwarded,
int2s6 p, degreeType: input.degreeType,
int256 e id classOfDegree: input.classOfDegree,
) courseName: input.courseName,
department: input.department,
yearOfCompletion: input.yearOfCompletion,
certificatestatus: input.certificatesStatus,
author_id: input.author_id,
price: input.price,
users: @

string memory lastname,

string memory firstname,

string memory middlename,
string memory degreeAwarded,
string memory degreeType,
string memory classOfDegree,
string memory courseName,
string memory department,
string memory yearOfCompletion,

1)

educators[input.author_id].courses id.push(courseCount);

a b
Fig. 6. The code fragment causing the error (@) and modified addCourse() function (b)
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Fig. 8. The examples of a generated certificate for the student (a) and its appearance and content in the student's accoun

3) the certificate data is encrypted using the us-
er's private key (user.privateKey) with the RS256
algorithm. For this purpose, a JWT token containing
the certificate data is generated, which is then en-
coded into base64 format and stored in the encrypt-
edData field of the certificate;

4) a new entry containing the certificate ID, as-
signment date, status, and encrypted data is added
to the user's list of certificates;

5) an email notification is sent to the user inform-
ing them about the availability of the certificate, along
with an attachment in PDF format of the certificate.

The examples of a generated certificate for the
student (Jan Marcin Kowalski) and its appearance
and content in the student's account, are presented
(in Polish) respectively in Fig. 8a and Fig. 8b.

Results and discussion. The system for gener-
ating and issuing digital certificates in the education
system based on blockchain technology developed
and described in the article is a decentralized, auto-
mated and cryptographically secure structure for is-
suing and verifying academic documents. The main
features of this and similar systems are as follows:

1) tamper-proof certification — by storing certif-
icates as cryptographic hashes on the Ethereum
blockchain, the system ensures immutability, elimi-
nating the risk of falsification;

2) automated smart contract execution — the use
of Solidity-based smart contracts removes manual
verification steps, reducing administrative delays
and human errors in credential validation;

3) decentralized identity management — integration
with MetaMask replaces traditional login systems, en-
hancing security by eliminating password vulnerabili-
ties and enabling seamless wallet-based authentication;

4) tokenized incentives — the ERC-20 token system
streamlines payments for certificate issuance, with au-
tomated balance checks and transaction approvals;

Tpyabl BITY Cepus3 Ne2 2025

5) instant verification — educational institutions
can verify credentials in real-time by comparing
blockchain-stored hashes, significantly reducing the
time and cost associated with manual verification.

The proposed blockchain-based system for issu-
ing and verifying educational certificates on the
Ethereum platform presents a promising approach to
addressing challenges inherent in traditional creden-
tialing methods. To obtain reliable and comprehen-
sive results, further testing in real-world conditions
will be necessary, along with the collection of suffi-
cient data for thorough analysis and comparison.

Conclusion. Blockchain technologies in educa-
tion represent a groundbreaking approach to managing
academic data, verifying achievements, and building
trust in certification systems. This study analyzes the
potential of this technology in combating document
forgery, streamlining administrative processes, and in-
creasing transparency in the education sector.

The proposed original application, utilizing
smart contracts and decentralized data storage,
demonstrates the practical use of blockchain in cre-
ating immutable and verifiable digital diplomas.
The adoption of standards such as ERC-20 and in-
tegration with tools like MetaMask indicate that ma-
ture technological solutions already exist to support
the implementation of such systems. At the same
time, challenges such as Solidity stack limitations
and the need to balance transparency with data pri-
vacy highlight that the adoption of blockchain in ed-
ucation requires further research and optimization.

Further development efforts will focus on address-
ing current limitations, including the integration of ex-
ternal data sources, improvements in user experience
for non-technical participants, and optimization of op-
erational costs associated with the Ethereum network.
Particular attention will also be given to ensuring com-
pliance with relevant data protection regulations.
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