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Modern education is constantly adapting to the dynamically changing technological landscape, look-

ing for innovative solutions to support learning processes. Among these solutions, blockchain technology 
is emerging as a promising area, potentially revolutionary for the field of education. The implementation 
of digital certificates in education enhances the efficiency, security, and global recognition of qualifica-
tions, making the process of verifying achievements more modern and transparent. The article analyzes 
the main features of using blockchain technologies in the education system, based on a number of funda-
mental theoretical concepts, and describes the author's software tool for the academic certification sys-
tem. The core of the application is a decentralized database built on the Ethereum platform. The applica-
tion utilizes smart contracts for secure issuance and verification of digital diplomas. The key modules of the 
application and their software implementation features are described. One of the features of the system 
under consideration is the implementation of a tokenization mechanism based on the Ethereum Request for 
Comments 20, ensures that these tokens are fungible and compatible with other tokens and applications 
within the Ethereum ecosystem. Examples of practical use of the application are also presented. 
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СИСТЕМА ЦИФРОВЫХ СЕРТИФИКАТОВ В ОБРАЗОВАНИИ  

НА ОСНОВЕ БЛОКЧЕЙН-ПЛАТФОРМЫ ETHEREUM  
Современное образование постоянно адаптируется к динамично меняющемуся технологиче-

скому ландшафту, ищет инновационные решения для поддержки процессов обучения. Среди этих 
решений технология блокчейн становится перспективной областью, потенциально революционной 
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для сферы образования. Внедрение цифровых сертификатов в образование повышает эффектив-
ность, безопасность и глобальное признание квалификаций, делая процесс подтверждения дости-
жений более современным и прозрачным. В статье анализируются основные особенности исполь-
зования технологий блокчейн в системе образования, базирующиеся на ряде фундаментальных 
теоретических концепций, а также описывается авторское программное средство для системы 
академической сертификации. Основой приложения является децентрализованная база данных, 
построенная на платформе Ethereum. Приложение использует смарт-контракты для безопасной 
выдачи и проверки цифровых дипломов. Описаны ключевые модули приложения и особенности 
их программной реализации. Одной из особенностей рассматриваемой системы является реали-
зация механизма токенизации, основанного на наборе правил для смарт-контракта токена в сети 
Ethereum (ERC-20), который гарантирует, что эти токены взаимозаменяемы и совместимы с дру-
гими токенами и приложениями в экосистеме Ethereum. Представлены также примеры практиче-
ского использования данного приложения. 

Ключевые слова: технология блокчейн, система образования, платформа Ethereum, хэш-
функция, алгоритм консенсуса, программное обеспечение. 
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Introduction. Modern education is continuously 
adapting to the rapidly evolving technological land-
scape, seeking innovative solutions to support learn-
ing processes [1–3]. Among these, blockchain tech-
nology is emerging as a promising area with the po-
tential to revolutionize the field of education. The basic 
idea of this technology (Satoshi Nakamoto [4]) is 
that the network timestamps transactions by hashing 
them into an ongoing chain of hash-based proofs of 
work, forming a record that cannot be changed with-
out redoing the proof-of-work. The longest chain 
serves as proof of the sequence of events witnessed. 
Originally developed as the backbone for cryptocur-
rencies, blockchain has become a foundation for 
new models of secure and transparent data storage. 

There are several main areas of research on the 
use of blockchain technology in education. These 
include the following. 

1. Theoretical Foundations and Conceptual Ap-
proaches. Many authors emphasize the unique prop-
erties of blockchain – immutability of records, de-
centralization, and automation through smart con-
tracts (see, for example, [5, 6]). These features create 
prerequisites for reducing the risks of certificate 
forgery and increasing trust in learning outcomes. 

2. Application of Blockchain for Storage and Ve-
rification of Academic Achievements. Research shows 
that blockchain enables the creation of digital diplo-
mas and certificates that are easily verifiable by em-
ployers and educational institutions [7, 8]. 

3. Management of Student and Educator Records 
and Portfolios. Decentralized platforms for storing 
students’ achievements and educators’ methodolog-
ical materials provide control over such data and fa-
cilitate their exchange among participants in the ed-
ucational process [9]. 

4. Skills Certification. Studies indicate the pro-
spects of using blockchain for issuing micro-certif- 

icates for individual modules or skills [10, 11]. This 
approach promotes flexible learning and validation 
of specific competencies. 

5. Security, Privacy, and Regulatory Issues. De-
spite its advantages, research also raises concerns re-
garding personal data protection [12], compliance 
with regulatory requirements (European Commission, 
2020), and the need for standardization of solutions. 

The analysis shows a high potential for using 
blockchain technologies in the education system to 
increase trust in learning outcomes, simplify admin-
istrative processes and protect data [13–18]. In prac-
tice, blockchain only allows for adding information 
without the possibility of editing or deleting it [12–14]. 
Each subsequent block is permanently linked to the pre-
vious ones, creating a chain resistant to manipulation. 

The authors of [15] conducted a meta-analysis 
with elements of a literature review, in which they 
distinguished both current and future potential ap-
plications of blockchain technology in the education 
sector. Here, they analyzed, among others, the use 
of this technology in the field of certificate manage-
ment, maintaining student records, building educa-
tional platforms and implementing smart contracts. 

Other literature reviews also emphasize the con-
vergent features of blockchain technology. For exam-
ple, in the article [16] such features as decentralization, 
transaction tracking, immutability of records and cur-
rency properties of blockchain were distinguished.  
In turn, the article from MDPI lists interesting ad-
vantages such as transparency, security, efficiency and 
the possibility of creating decentralized applications 
and smart contracts [17]. However, for widespread im-
plementation, further research is needed on issues of 
standardization, regulatory control and integration 
with existing systems and, most importantly, it is 
necessary to create and study the main features of 
the practical use of relevant software platforms.  
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It is also worth noting that in 2017, Sony Global 
Education (SGE) announced the development of a 
blockchain-based system in the education sector. It 
was intended to mutually use records of educational 
achievements and activities of several educational 
institutions [19]. 

The purpose and content of this article is pre-
cisely to present the process of development and 
practical use of blockchain technology in education. 
Specifically, it pertains to verifying the authenticity 
of digital educational diplomas. 

Main part. System model and application ar-
chitecture. The basic assumption of the proposed 
solution in the author's application is to ensure 
transparency, security and automation of the pro-
cess of issuing and verifying academic certificates 
using blockchain technology and smart contracts. 

The functionality of the developed diploma au-
thentication system and the interaction of its main 
modules are based on the approaches described in 
[20]. Fig. 1 shows an adapted functional diagram of 
the specified system. 

The system is based on a decentralized platform 
operating in the Ethereum Virtual Machine (EVM) 
environment. EVM is responsible for executing the 
code of smart contracts, which automatically exe-
cute the terms of the contract when certain criteria 
are met. They are based on the Solidity language, 
which is specially designed for creating applications 
on the Ethereum blockchain. 

Each transaction in a block is hashed and stored 
in a Merkle tree, which is a type of binary tree with 
many leaf nodes. The root of a Merkle tree is a hash 
of its descendant nodes, which ensures data integrity 
and verifiability. Ethereum also uses Patricia Merkle 
Tries (also known as Radix Tries), which are used 
to store key-value pairs with cryptographic authen-
tication. The block header contains three roots from 
the three trees, representing state, transactions, and 
confirmations, respectively [21].  

The application was developed and tested using 
Truffle Suite, which is a comprehensive solution for 
building and testing decentralized applications. Ga-
nache, a local platform for visualizing blockchain 
data and testing contracts in a local environment, 
without the overhead of the Ethereum mainnet, was 
also used. Data is stored in MongoDB, and the 
front-end, built using the React framework, com-
municates with the back-end and the Ethereum net-
work via a JavaScript API. The general scheme of 
the developed application is presented in Fig. 2. 

Front-End. The application uses a decentral-
ized interface (DApp) to interact with the Ethereum 
blockchain. 

The front-end is built using the React.js frame-
work with MetaMask wallet integration, which al-
lows users to securely authenticate and manage cer-
tificates. With DApp browsers (e.g., with the Meta-
Mask extension), users can upload and verify 
certificates directly through smart contracts. 

 

 
Fig. 1. Architecture and functionality of electronic processing of certificates based on blockchain 
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Fig. 2. The general scheme of the developed application 

 
Basic frontend software modules. 
Registration module. The user registers using a 

MetaMask account, whose unique identifier re-
places traditional login data. Additionally, they pro-
vide information such as name, surname, email ad-
dress, and role. 

Login module. After registration, the user logs in 
only using MetaMask, which eliminates the need to 
remember passwords and increases security. 

Certificate management module. Educational 
institutions can issue certificates, assign them to stu-
dents, and verify the authenticity of documents. 

Certificate issuing module. Administrators man-
age the entire system, create new certificates, and 
supervise the process of issuing them. 

Download and viewing module. Students can 
view certificates assigned to them and download 
them in PDF format. 

Payment module. Payments for issuing a certif-
icate are made via ERC-20 tokens (described in 
Chapter 4), integrated with the MetaMask wallet. 

Verification module. Each certificate is recorded 
in the blockchain, and its authenticity can be veri-
fied by the university or other institutions using a 
unique identifier. 

Back-End. The application uses the MongoDB 
database (DB) to store user data and certificate 
metadata. Communication between the frontend 
and backend layers is carried out via the REST API 
JSON interface. The Ganache environment, which 
simulates the operation of the private Ethereum net-
work, was used to test smart contracts. This solution 
allows testing without the need to incur transaction 
costs. Integration with the blockchain was imple-
mented using the Web3.js library, used to send 
transactions and read data from smart contracts run-
ning on the Ethereum platform. 

REST API RestAPI organizes work with two da-
tabases: the application DB (MongoDB) and the 
blockchain. In this regard, the methods in RestAPI are 
divided into three categories: methods of the identifi-
cation level (Identity), methods of registering refer-
ence information in the application database (Mon-
goDB) and methods of making transactions with the 
blockchain DB. The methods of the Identity category 
are used to authorize the participant and obtain a JWT 
token in order to further use RestAPI methods, as well 
as to register and confirm participants at the web ap-
plication level. The architecture of this DB is pre-
sented in Fig. 3, where the detailed structure of all ta-
bles used by the application is presented. 

The process begins with the admin generating a 
digital certificate, which is then sent to the block-
chain network. The certificate contains important 
information, such as the student's name and sur-
name, the name of the institution, the date of issue, 
and the title of the diploma. Each certificate is saved 
in the form of an immutable hash and associated 
with the admin's public key. In the second step, the 
consensus layer plays a key role. It can be seen as a 
combination of internal infrastructure (MongoDB, 
Node.js server, and private Ethereum node), which 
constantly monitors the implemented smart con-
tract. Institutions can easily verify the document 
without the need to involve the admin. It is enough 
to compare the generated certificate hash with those 
saved in the blockchain. After successful verifica-
tion, the certificate is issued to the student in digital 
form and is notified via e-mail. 

The educational institutions participating in the 
system are mainly universities or teachers who are 
members of the network. The blockchain-based sys-
tem for issuing and verifying diploma certificates 
has been designed as a complete solution.  
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Fig. 3. Database schema 

 
A blockchain written in JavaScript was used to 

verify certificates, which allows for storing infor-
mation and verifying certificates.  

Fig. 4 and Fig. 5 show a fragment of the code im-
plementing the blockchain, which includes creating a 
new block for each verification, checking the integrity 
of the chain, ang updating the status of the certificate. 

Block class representing a single block in the 
blockchain. Each block contains an index, timestamp, 
data, hash of the previous block and its own hash. 

Blockchain class representing the entire block-
chain. Contains methods for creating a genesis block, 
adding new blocks and verifying the integrity of the 
chain. 

 

 
Fig. 4. Implementation of the Block class 

 
Fig. 5. Implementation of the Blockchain class 

 
The certificate verification process includes the 

following steps (see Fig. 1): 
1) the user sends a verification request based on 

the certificate’s unique identifier; 
2) the system searches for the certificate in the DB; 
3) for each verified certificate, a new block is 

created containing its unique data; 
4) the new block is added to the blockchain; 
5) the system verifies the integrity of the entire 

chain. 
6) the certificate is assigned the status “Valid” 

and a response is returned. 
Smart contracts on the token platform. the pro-

posed application also integrates a tokenization 
mechanism based on the ERC-20 standard. Tokens 
are used to manage payments related to the issuance 
and purchase of certificates [22, 23]. The token con-
tract additionally incorporates elements of extended 
smart contract standards, which are sub-standards of 
the ERC-20 token. In particular, transfer functional-
ity is implemented using the transfer() and trans-
ferFrom() functions, based on the ERC-677 stand-
ard [23]. In both cases, parameters such as the recip-
ient address, sender address, and the number of 
token units are passed to the function as arguments. 

For managing user wallets and executing trans-
actions, the MetaMask extension is used, providing 
access to the web3.js interface. 

For educational institutions, such as universi-
ties, this process has been further extended. Before 
gaining access to the generated certificate and the 
ability to verify it, the university is required to pur-
chase tokens in order to redeem the respective cer-
tificate. In other words, users must have a sufficient 
balance to proceed with the transaction. The pur-
chase of tokens is carried out based on a predeter-
mined fee. Once the transaction is completed, the 
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purchased tokens are transferred to the institution’s 
wallet address in MetaMask. Only after the certifi-
cate has been redeemed does the university obtain 
access to the generated document and its verifica-
tion within the system. The tokens used for pur-
chasing the certificate are then transferred to the ad-
ministrator’s account. 

Error “Stack too deep” in Solidity and its solu-
tion. During the implementation of smart contract 
functionality in Solidity, one of the characteristic 
compilation errors for this environment was en-
countered: “Stack too deep when compiling inline 
assembly”. This error is caused by too many local 
variables or parameters passed to the function, 
which exceeds the limits of the stack available dur-
ing the function execution. The error appeared in the 
addCourse() function, which accepted as many as 
12 parameters, including many of type string 
memory (Fig. 6a). Each of these parameters occu-
pies a separate slot on the stack, and the total num-
ber of slots for local variables in the function is a 
maximum of 16. Exceeding this limit results in the 
inability to generate code, preventing the proper 
compilation of the contract.  

To bypass the stack limit, the addCourse() func-
tion was modified to accept a single parameter of 
this type (Fig. 6b). Thanks to the changes, the num-
ber of local variables in the function has been re-
duced to one, which allowed avoiding a stack over-
flow error and enabled successful compilation and 
migration of the contract. 

Issuing certificates. A certificate confirming 
the attainment of a scientific degree is an official 
document issued by an academic institution, such as 

a university. It contains key information, including 
the date of award, the name of the awarding institu-
tion, the recipient's personal details, and the title of 
the obtained degree. This document serves as formal 
confirmation of academic achievements and is often 
required in recruitment processes or further educa-
tion. The process begins with assigning the certifi-
cate to a specific student. The system verifies the 
user's identity and the certificate's status, then gen-
erates a personalized document containing student 
data such as first name, last name, identification 
number, field of study, and year of graduation. To 
ensure security, the certificate is encrypted and dig-
itally signed. After generation, the certificate is au-
tomatically sent to the student via email.  

The message includes information about the doc-
ument's availability and instructions for downloading 
it. This allows students to have immediate access to 
their certificate without waiting for traditional postal 
delivery. The system also enables students to down-
load certificates at any time. During this process, the 
system verifies the user's identity and the authenticity 
of the certificate. If everything is in order, the student 
can download a PDF version of the document, which 
can be used in recruitment processes or job applica-
tions. After generating the certificate, it is encrypted 
and sent to the specified address. 

The certificate encryption process is as follows: 
1) based on the userId and certificateId identifi-

ers, the appropriate user and certificate data are re-
trieved from the DB; 

2) the presence of the user and certificate, as 
well as the certificate's status, are checked. If the 
certificate is revoked, the process is halted; 

 

                             a                                                                                                   b 

Fig. 6. The code fragment causing the error (a) and modified addCourse() function (b) 
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                                                    a                                                                                          b 

Fig. 8. The examples of a generated certificate for the student (a) and its appearance and content in the student's accoun
 

3) the certificate data is encrypted using the us-
er's private key (user.privateKey) with the RS256 
algorithm. For this purpose, a JWT token containing 
the certificate data is generated, which is then en-
coded into base64 format and stored in the encrypt-
edData field of the certificate; 

4) a new entry containing the certificate ID, as-
signment date, status, and encrypted data is added 
to the user's list of certificates; 

5) an email notification is sent to the user inform-
ing them about the availability of the certificate, along 
with an attachment in PDF format of the certificate. 

The examples of a generated certificate for the 
student (Jan Marcin Kowalski) and its appearance 
and content in the student's account, are presented 
(in Polish) respectively in Fig. 8a and Fig. 8b.  

Results and discussion. The system for gener-
ating and issuing digital certificates in the education 
system based on blockchain technology developed 
and described in the article is a decentralized, auto-
mated and cryptographically secure structure for is-
suing and verifying academic documents. The main 
features of this and similar systems are as follows: 

1) tamper-proof certification – by storing certif-
icates as cryptographic hashes on the Ethereum 
blockchain, the system ensures immutability, elimi-
nating the risk of falsification; 

2) automated smart contract execution – the use 
of Solidity-based smart contracts removes manual 
verification steps, reducing administrative delays 
and human errors in credential validation; 

3) decentralized identity management – integration 
with MetaMask replaces traditional login systems, en-
hancing security by eliminating password vulnerabili-
ties and enabling seamless wallet-based authentication; 

4) tokenized incentives – the ERC-20 token system 
streamlines payments for certificate issuance, with au-
tomated balance checks and transaction approvals; 

5) instant verification – educational institutions 
can verify credentials in real-time by comparing 
blockchain-stored hashes, significantly reducing the 
time and cost associated with manual verification. 

The proposed blockchain-based system for issu-
ing and verifying educational certificates on the 
Ethereum platform presents a promising approach to 
addressing challenges inherent in traditional creden-
tialing methods. To obtain reliable and comprehen-
sive results, further testing in real-world conditions 
will be necessary, along with the collection of suffi-
cient data for thorough analysis and comparison. 

Conclusion. Blockchain technologies in educa-
tion represent a groundbreaking approach to managing 
academic data, verifying achievements, and building 
trust in certification systems. This study analyzes the 
potential of this technology in combating document 
forgery, streamlining administrative processes, and in-
creasing transparency in the education sector. 

The proposed original application, utilizing 
smart contracts and decentralized data storage, 
demonstrates the practical use of blockchain in cre-
ating immutable and verifiable digital diplomas. 
The adoption of standards such as ERC-20 and in-
tegration with tools like MetaMask indicate that ma-
ture technological solutions already exist to support 
the implementation of such systems. At the same 
time, challenges such as Solidity stack limitations 
and the need to balance transparency with data pri-
vacy highlight that the adoption of blockchain in ed-
ucation requires further research and optimization. 

Further development efforts will focus on address-
ing current limitations, including the integration of ex-
ternal data sources, improvements in user experience 
for non-technical participants, and optimization of op-
erational costs associated with the Ethereum network. 
Particular attention will also be given to ensuring com-
pliance with relevant data protection regulations.



A. Janek, P. P. Urbanovich 55 

Òðóäû ÁÃÒÓ   Ñåðèÿ 3   № 2   2025 

References 
1. Guerrero-Cano M., Kirby D. and Urbano D. A literature review on entrepreneurial universities: an 

institutional approach. Available at: https://www.researchgate.net/publication /228657319_A_literature_ re-
view _on_entrepreneurial_ universities_An_institutional_approach (accessed 07.03.2025). 

2. Urbanovich P. P., Blinova E. A., N. Rzheutskaya N. V. Distance learning: a trend, a natural process 
or a forced measure? Doklady VIII Mezhdunarodnoy nauchno-tekhnicheskoy internet-konferentsii “Infor-
matsionnyye tekhnologii v obrazovanii, nauke i proizvodstve” [Reports of the VIII International Scientific 
and Technical Internet Conference “Information Technologies in Education, Science and Production”]. 
Minsk, 2020, pp. 116–122 (In Russian). 

3. Urbanovich P. P. Features of the concept of “University 3.0” and directions of its implementation. 
Vyssheye tekhnicheskoye obrazovaniye [Higher technical education], 2021, no. 1, pp. 12–18 (In Russian). 

4. Nakamoto S. Bitcoin: A Peer-to-Peer Electronic Cash System. Coindesk, 2009, no. 5, pp. 9–13. 
5. Swan M. Blockchain: Blueprint for a New Economy. O'Reilly Media Publ., 2015. 130 p. 
6. Crosby M., Pattanayak P., Verma S., Kalyanaraman. Blockchain technology: Beyond bitcoin. Applied 

Innovation Review, 2016, issue 2, no. 71, pp. 6–19. 
7. Sharples M., Domingue J. The Blockchain and Kudos: A Distributed System for Educational Record, 

Reputation and Reward. In: K. Verbert, M. Sharples, & T. Klobučar (Eds.). Adaptive and Adaptable Learn-
ing. EC-TEL 2016. Lecture Notes in Computer Science, 2016, pp. 490–496. DOI:10.1007/978-3-319-45153-4_488.  

8. Grech A., Camilleri A.F. Blockchain in Education. Luxembourg, Publications Office of the European 
Union, 2017. 132 p. DOI: 10.25656/01:15013. 

9. Mougayar W. Buterin V. The Business Blockchain: Promise, Practice, and Application of the Next 
Internet Technology. Wiley Publishing, 2016. 179 p. 

10. Kuo T. T., Kim H. E., Ohno-Machado L. Blockchain distributed ledger technologies for biomedical 
and health care applications. Journal of the American Medical Informatics Association, 2017, vol. 24 (6), 
no. 1, pp. 1211–1220. DOI: 10.1093/jamia/ocx068.  

11. Kachan D. A., Vishniakou U. A. Approach and models for using distributed ledger technology to 
authenticate educational documents. Doklady BGUIR [Doklady BGUIR], 2020, vol. 18, no. 7, pp. 14–
22. DOI: org/10.35596/1729-7648-2020-18-7-14-22 (In Russian). 

12. Zheng Z., Xie S., Dai H. N., Chen X., Wang H., Wang Z. An overview of blockchain technology: 
Architecture, consensus, and future trends. IEEE International Congress on Big Data (BigData Congress), 
Honolulu, HI, USA, 2017, pp. 557–564. DOI: 10.1109/BigDataCongress.2017.85. 

13. Sharples M., Domingue J. The blockchain and kudos: a distributed system for educational record. 
Reput. Reward, 2016, issue 9891, pp. 490–496. DOI: 10.1007/978-3-319-45153-4. 

14. Janek A. Аnalysis of blockchain technology in education. 75-ya nauchno-tekhnicheskaya konfe- 
rentsiya uchashchikhsya, studentov i magistrantov: sb. nauch. rabot [75th scientific and technical conference 
of pupils, students and masters: collection of scientific works], Minsk, 22–27 apr. 2024. Minsk, 2024,  
pp. 770–773. Available at: https://conf.belstu.by/wp-content/uploads/2024/Сборник_ научных_ работ_75-я-
СНТК2024_исп.pdf (accessed 11.05.2025). 

15. Bhaskar T., Tiwari P., & Joshi R. Blockchain in education management: present and future applica-
tions. Journal of Educational Technology & Society, 2021, vol. 24, no. 3, pp. 45–58. DOI: 
10.1234/edutech.2021.0243. 

16. Chen G., Xu B., Lu M., & Chen N. S. Exploring blockchain technology and its potential applications 
for education. Smart Learning Environments, 2018, vol. 5, iss. 1, pp. 1–10. DOI: org/10.1186/s40561-018-0062-3. 

17. Chinnasamy P., Ramani D. R., Ayyasamy R. K., Jebamani B. J. A., Dhanasekaran S. and Praveena 
V. Applications of Blockchain Technology in Modern Education System – Systematic Review. 2023 Inter-
national Conference on Computer Communication and Informatics (ICCCI). Coimbatore, India, 2023,  
pp. 1–4. DOI: 10.1109/ICCCI56745.2023.10128381.  

18. Urbanovich P. P. Zashchita informatsii metodami kriptografii, steganografii i obfuskatsii: ucheb.-metod. 
posobiye [Information protection by methods of cryptography, steganography and obfuscation: a teaching 
aid]. Minsk, BGTU, 2016. 220 p. (In Russian). 

19. Global Corruption Report: Education. Transparency International, 2013. Available at: 
https://www.transparency.org/en/publications/global-corruption-report-education (accessed 01.05.2025). 

20. Jerinas G., Rodrigues B., Scheid E., Kanhere S. Stiller B. The Proposal of a Blockchain-based Ar-
chitecture for Transparent Certificate Handling. In: 1st Workshop on Blockchain and Smart Contract Technolo-
gies (BSCT 2018), Berlin, 18 July 2018 – 20 July 2018. Springer, 2018. DOI: 10.1007/978-3-030-04849-5_16. 



56  Digital certificate system in education based on the Ethereum blockchain platform  

Òðóäû ÁÃÒÓ   Ñåðèÿ 3   № 2   2025 

21. Wood G. Ethereum: A Secure Decentralised Generalised Transaction Ledger. Available at: https:// 
ethereum.github.io/yellowpaper/paper.pdf (accessed 01.05.2025). 

22. ERC20 Token Standard. Available at: https://ethereum.org/en/developers/docs/standards/tokens / 
erc-20/ (accessed 01.05.2025). 

23. Introduction To ERC Token Standards. Part 1. Available at: https://medium.com/immunefi/how-erc-
standards-work-part-1-c9795803f459 (accessed 01.05.2025). 

Список литературы 
1. Guerrero-Cano M., Kirby D. and Urbano D. A literature review on entrepreneurial universities: an 

institutional approach. URL: https://www.researchgate.net/publication /228657319_A_literature_ review 
_on_entrepreneurial_ universities_An_institutional_approach (дата обращения: 07.03.2025). 

2. Урбанович, П. П., Блинова Е. А., Ржеутская Н. В. Дистанционное обучение: тенденция, есте-
ственный процесс или вынужденная мера? // Информационные технологии в образовании, науке и 
производстве: докл. VIII Междунар. науч.-техн. интернет-конф., Минск, 21–22 нояб. 2020. Минск: 
БНТУ, 2020. С. 116–122. 

3. Урбанович П. П. Особенности концепции «Университета 3.0» и направления ее реализации // 
Высшее техническое образование. 2021. Т. 5, № 1. С. 12–18. 

4. Nakamoto S. Bitcoin: A Peer-to-Peer Electronic Cash System. Coindesk. 2009. № 5. Р. 9–13. 
5. Swan M. Blockchain: Blueprint for a New Economy. O'Reilly Media, 2015. 130 p. 
6. Crosby M., Pattanayak P., Verma S., Kalyanaraman. Blockchain technology: Beyond bitcoin // Ap-

plied Innovation Review. 2016. Issue 2, no. 71. Р. 6–19. 
7. Sharples M., Domingue J. The Blockchain and Kudos: A Distributed System for Educational 

Record, Reputation and Reward // K. Verbert, M. Sharples, & T. Klobučar (Eds.). Adaptive and Adapt-
able Learning. EC-TEL 2016. Lecture Notes in Computer Science, 2016. Р. 490–496. DOI: 
10.1007/978-3-319-45153-4_488.  

8. Grech A., Camilleri A.F. Blockchain in Education. Luxembourg. Publications Office of the European 
Union, 2017. 132 p. DOI: 10.25656/01:15013. 

9. Mougayar W. Buterin V. The Business Blockchain: Promise, Practice, and Application of the Next 
Internet Technology. Wiley Publishing, 2016. 179 p. 

10. Kuo T. T., Kim H. E., Ohno-Machado L. Blockchain distributed ledger technologies for biomedical 
and health care applications // Journal of the American Medical Informatics Association. 2017. Vol. 24 (6). 
№ 1. Р. 1211–1220. DOI: 10.1093/jamia/ocx068.  

11. Качан Д. А., Вишняков В. А. Подход и модели применения технологии распределенных ре-
естров для подтверждения достоверности документов в образовании // Доклады БГУИР. 2020. Т. 18, 
№ 7. С. 14–22. DOI: org/10.35596/1729-7648-2020-18-7-14-22. 

12. Zheng Z., Xie S., Dai H. N., Chen X., Wang H., Wang Z. An overview of blockchain technology: 
Architecture, consensus, and future trends // IEEE International Congress on Big Data (BigData Congress). 
Honolulu, HI, USA, 2017. Р. 557–564. DOI: 10.1109/BigDataCongress.2017.85. 

13. Sharples M., Domingue J. The blockchain and kudos: a distributed system for educational record. 
Reput. Reward, 2016, issue 9891, pp. 490–496. DOI: 10.1007/978-3-319-45153-4. 

14. Janek A. Аnalysis of blockchain technology in education // 75-я научно-техническая конференция 
учащихся, студентов и магистрантов: сб. науч. работ, Минск, 22–27 апр. 2024 г. / Минск, 2024.  
C. 770–773. URL: https://conf.belstu.by/wp-content/uploads/2024/Сборник_ научных_ работ_75-яС-
НТК2024_исп.pdf (дата обращения: 11.05.2025). 

15. Bhaskar T., Tiwari P., & Joshi R. Blockchain in education management: present and future applica-
tions // Journal of Educational Technology & Society. 2021. Vol. 24, no. 3. Р. 45–58. DOI: 
10.1234/edutech.2021.0243. 

16. Chen G., Xu B., Lu M., & Chen N. S. Exploring blockchain technology and its potential appli-
cations for education. Smart Learning Environments, 2018. Vol. 5, issue 1. Р. 1–10. DOI: org/10.1186/s40561-
018-0062-3. 

17. Applications of Blockchain Technology in Modern Education System – Systematic Review / P. Chin-
nasamy [et. al.] // 2023 International Conference on Computer Communication and Informatics (ICCCI), 
Coimbatore, India, 2023. Р. 1–4. DOI: 10.1109/ICCCI56745.2023.10128381.  

18. Урбанович П. П. Защита информации методами криптографии, стеганографии и обфускации: 
учеб.-метод. пособие. Минск: БГТУ, 2016. 220 с. 

19. Global Corruption Report: Education // Transparency International. 2013. URL: https://www.trans-
parency.org/en/publications/global-corruption-report-education (дата обращения: 10.05.2025). 



A. Janek, P. P. Urbanovich 57 

Òðóäû ÁÃÒÓ   Ñåðèÿ 3   № 2   2025 

20. The Proposal of a Blockchain-based Architecture for Transparent Certificate Handling / Jerinas G. 
[et. al.] // 1st Workshop on Blockchain and Smart Contract Technologies (BSCT 2018), Berlin, 18 July 2018 – 
20 July 2018. Springer, 2018. DOI: 10.1007/978-3-030-04849-5_16. 

21. Wood G. Ethereum: A Secure Decentralised Generalised Transaction Ledger. URL: https://ethereum.git-
hub.io/yellowpaper/paper.pdf (дата обращения: 01.05.2025). 

22. ERC20 Token Standard. URL: https://ethereum.org/en/developers/docs/standards/tokens /erc-20/ 
(дата обращения: 01.05.2025). 

23. Introduction to ERC Token Standards. Part 1. URL: https://medium.com/immunefi/how-erc-stand-
ards-work-part-1-c9795803f459 (дата обращения: 01.05.2025). 

Information about the authors 
Janek Alicja – postgraduate student. The John Paul II Catholic University of Lublin (14 Al. Racławickie, 

20-950 Lublin, Poland). E-mail: alkajot@student.kul.pl 
Urbanovich Pavel Pavlovich − DSc (Engineering), Professor, Professor, the Department of Information 

Systems and Technologies. Belarusian State Technological University (13a Sverdlova str., 220006, Minsk, 
Republic of Belarus). E-mail: p.urbanovich@belstu.by 

Информация об авторах 
Янек Алиция – магистрант. Люблинский Католический университет Яна Павла II (14 Al. Rac-

ławickie, 20-950 Lublin, Poland). E-mail: alkajot@student.kul.pl 
Урбанович Павел Павлович – доктор технических наук, профессор, профессор кафедры ин-

формационных систем и технологий. Белорусский государственный технологический университет 
(ул. Свердлова, 13а, 220006, г. Минск, Республика Беларусь). E-mail: p.urbanovich@belstu.by 

Received 20.06.2025
 


