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PEMTUHI CTPAH MHPA I1IO YPOBHIO
KHUBEPBE3OITACHOCTHA

B coBpemenHOM 1H(POBOM MHpE KHOEPIPECTYIMHOCTD SBISECTCS
KIIF0UEBOM YIpo30i pocTa MUPOBOM IKOHOMUKHU. [1OBBIIIIEHUE KYJIBTYPHI MO-
BeJieHUs rpaxaad B HTepHeTe, nHopmamonHas 0€30MacHOCTh, a TAKKe
pacnpocTpaHeHHEe TOHATHBIX OOIEMUPOBBIX MpaBui 0OpbOBI C KubEpIpe-
CTYITHOCTBIO MOTYT IIOMOYb B OOPHOE ¢ TAKMMU MPECTYIIICHUSIMHU.

Exeronno skcnepTsl MexyHapoaHOTO coro3a sekTpocssizu OOH,
MCD3 (International Telecommunication Union, ITU) cocTaBisitoT pedTHHT
CTpaH MO ypOBHIO KnOepOe30macHOCTH 1o Ha3BaHueM «l 1oOambHbIN WH-
nekc kubepoesonacHoctn» (Global Cybersecurity Index). Peitunr kubep-
0€30MacHOCTH TOAYCPKUBACT BAXKHOCTH ITOCTOSHHOTO MOHHUTOPWHTA H
YIIYUIICHUS] MEp 3alUThl B YCIOBUSIX PACTyIIMX Yrpo3 B IU(POBOM MpoO-
CTpaHCTBE.

B cootBerctBytomem noknane cnenranuctsl ITU oneHuBaroT KOMITb-
I0OTEPHYI0 0€30MaCHOCTh CTPAH MUPA IO MSATH TapaMeTpaMm:

— [opuanydeckas (HaJudue MPaBOBBIX CUCTEM U CTPYKTYD, 3aHMMa-
IOLIUXCST BOIIPOCaMU KMOEepOE30macHOCTH U KUOEPIIPECTYTICHUN ),

— TexHuYeckKas (TeXHUYECKHE BO3MOXKHOCTHU B 00JIacTH KubepOes-
OMAacCHOCTH),

—  OpraHM3aIlMOHHAas MOATOTOBICHHOCTH (CYIIIECTBOBAHUE HHCTHUTY-
TOB KOOPJMHAITUY TIOJTUTUKA U CTPATETUH pa3BUTHS KHOEpOE30macHOCTH Ha
rocyapCTBEHHOM YPOBHE),

— TOTOBHOCTH K COTPYJHHYECTBY (HAJIMUWE MApPTHEPCTB, MEXaHU3-
MOB COTPYJAHHYECTBA U CUCTEM 0OMeHa MH(POpMAIIHEH ),

— pa3BuTHE 00pa30BaTENBLHOIO U MCCIIEOBATEILCKOTO MOTEHI[MAIA
CTpaHbl (HAIMYME HAyYHO-UCCIIEIOBATEIHCKUX, 00Pa30BaTEIHHBIX U MO0~
TOBUTEJIBHBIX MPOrpaMM, a TaKKe CePTUPUIMPOBAHHBIX CHEIUATUCTOB U
rOCy4peXIeHUHN, COCOOCTBYIOIIMX HapallMBaHUIO MOTEHIMAla B cdepe
uH(OpPMAITMOHHOW 0€30MaCHOCTH).

JUTs KaXA0ro M3 ATHX MapaMeTpoB pa3pabdoTaHbl OICHOYHBIC BO-
IIPOCHI, OTBETHI HA KOTOPHIE B3BEIIMBAIOTCS, YTOOBI MOTYUUTh OO Oas
riobansHOro uHAekca kuoepoeszonacuoctu (I'MK).

B Tabmuie mpuBeneHb! MaHHBIC (MTO3WUIUS B PEUTHHTE W TIPOICHT
I'K) no Pecniy6iuke benapychk u ee cocensiMm B pedTHHTE CTpaH MHUpa IO
ypoBHIO kuoepoeszonacHoctu 3a 2023 rog.
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Tabéuanna — benapychb u ee cocequ B peTHHIe CTPAH MHPAa

110 YPOBHIO KnOepoOe3onacHocTH, 2023 roa
Mecrto B peiitunre | CrpaHa Nunexc (%)
2 JIutBa 93.51
11 ITonpma 87.01
25 JlaTBuA 75.32
30 Poccus 71.43
70 benapych 53.25

Cneunanuct B 00JaCTH MEXIYHAPOJHOTO MEHEI)KMEHTA MOXKET HC-
MOJIb30BaTh PEUTUHT «KHOEPOE30MacCHOCTI JJISI:
— OILICHKU PHUCKOB;
— HHGOPMUPOBAHUS CTPATETUH;
— TMAapTHEPCTBA U COTPYAHUYECTBA;
— COOTBETCTBUSI HOPMAaTHBHBIM TPEOOBAHUSIM;
— BbIOOpPA KOHKYPEHTHOTO IPENMYLIECTBA;
— YCTOWYMBOCTH OHM3HECa;
— 0Oy4eHus U pa3BUTUSA COTPYIHUKOB;

C yyeToM yBeIHUEHUS YUCIIa KHOepaTak U yCIOKHEHHSI METOJIOB 3710-
YMBIIJIEHHUKOB, OPraHU3alusaM HEOOX0IMMO UHBECTUPOBATH B COBPEMEH-
HbIE TEXHOJIOTUU U O0y4YeHHE COTPYIHHMKOB. Kpome Toro, coTpyIHu4eCTBO
Ha MEXIYHApOJHOM YpPOBHE M OOMEH MH(pOpMalMel O PUCKAX W JYUIIUX
npakTUKax OyAyT CHocoOCTBOBaTh CO3JIaHUIO Oojiee OE€30MacHOM Ku-
6epcpens s Beex. [lognepxka rocy1apcTBEHHOM MOJUTUKY B 00JIaCTH KU~
0ep0e30IacHOCTH TAKXKE UTPAET KIIIOUEBYIO POJIb B (DOPMUPOBAHUM yCTOM-
YUBOW W 3aIIMIICHHON HU(PpoBO MHPPACTPYKTyphl. B KoHeuHOM HTOTE,
yCIEIIHAas cTpaTerusi Knoep0e30macHoCTH TpeOyeT KOMIUIEKCHOTO MOIX0/1a
Y aKTUBHOI'O YYacTHs BCEX 3aMHTEPECOBAHHBIX CTOPOH.
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